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NMpaBoBasa oroBopka kopnopauuun Schneider Electric

Kopnopauwms Schneider Electric He rapaHTUpyeT HageXHoCTb, 6e30WNB0YHOCTE M NOSHOTY NPEACTaBNEHHON B
HacTosILLeM pyKkoBOACTBE MHpopmaummn. [laHHoe n3gaHve He SBnseTcs 3aMeHon NoapobHOMY onepaTnBHOMY
nnaHy, paspaboTaHHOMY C Y4ETOM KOHKPETHbBIX YCIOBUI MOHTaxa. Takum obpasom, kopriopauus Schneider Electric
He HEeCEeT HMKaKOWM OTBETCTBEHHOCTM 3a yLLUEepO, HapyLUEHMS 3aKOHOB, HEMPaBUITbHO BbIMOMHEHHBIN MOHTaX, COOW
CUCTEMBI U Apyre Npobnembl, KOTOpPbIE MOTYT BO3HMKHYTb B CBA3U C MCMOSIb30BAHWUEM HACTOSILLIETO U3OaHWSI.

MHdopmaLms, coaepxallascs B HacTosILLEM U3OaHWK, NPeLoCTaBIAETCs B BUAE «KakK €CTb» UCKMHYUTENBHO
AOnsi pacyeTa U NPOeKTUPOBaHUS BbIMUCIUTENBHOIO LieHTpa. MIHdopmaums Ans gaHHoro u3gaHus beina
nobpocoBecTHO cobpaHa kopnopauuen Schneider Electric. OgHako He gaeTcst HUKaKkon rapaHTUm, BblpaXXeHHOW
Unu nogpasymeBaeMoi, B OTHOLLEHWUM MOMHOTLI MU TOYHOCTM NPEACTaBEHHON B M3A4aHUMMHGOPMaLnN.

KOPIMOPALUA SCHNEIDER ELECTRIC UINK NTIOBAA FONOBHAA UITU AOYEPHAA KOMIMAHUA UNA
SOUITUAI KOPMOPALIMXA SCHNEIDER ELECTRIC UITM COOTBETCTBYIOLWUE CITYXXALLUE,
PYKOBOOWUTENW, COTPYOAHUKU HE HECYT OTBETCTBEHHOCTW 3A JNIOBbIE NMPAMbIE, KOCBEHHbIE,
NMOBOYHbIE, LUTPA®HBIE, OCOEbIE UMW CNYYAMHBIE YEbITKU (BKITHOYASA, B TOM YACTIE, YEbITKU
Mn3-3A YTPATbI NPEANPUATUA, PACTOPXXEHUA IOTOBOPA, MOTEPU BbIPYYKW, AAHHbIX,
MH®OPMALIUA NN NMPEPbLIBAHUA OEATENBbHOCTU), BO3HUKLLME B PE3YIIbTATE UITU B CBA3N C
UCMNONb30OBAHUEM HACTOALLENO M3OAHUA UMM HECMTOCOBHOCTU EIFO UCTMNOJIb30OBATb, AAXKE
ECIIN KOPINMOPALIUA SCHNEIDER ELECTRIC BbIJTA HENOCPEACTBEHHO YBE[JOMJIEHA O
BO3MOXXHOCTU TAKUX YBbITKOB. KOPMOPALIUSAI SCHNEIDER ELECTRIC OCTABJISIET 3A COB0M1
NPABO USMEHATb UM OBHOBIIATbL COOEPXKAHUE U POPMAT HACTOSALLENO M3OAHUA B JTIOBOE
BPEMA BE3 YBE[JOMITEHUA.

ABTOpPCKUE, NHTENNEKTYarbHbIE N MHbIE UMYLLECTBEHHbIE NpaBa Ha COAepKaHue (BK4Yasi, B TOM Ymcne
nporpaMmmHoe obecneyeHune, 3BykoBble 1 B1uAeodannbl, TEKCT 1 hoTorpacmm) HacToSALWEro n3gaHns
npuHagnexat kopnopauun Schneider Electric unu ee nuueHsnapam. Bce npaBa Ha cogepxaHue, He
NpefocTaBreHHbIE ABHbIM 06pa3oM B HACTOSILLLEM JOKYMEHTe, 3alimLLeHbl. Hukakne npaBa He nepenatoTcs, He
OTYYXOAKTCA N HEe NepexogdT nuuam, nonyyarLwmmM JOCTYN K AaHHOW nHdopmMaumu.

HacTtosiwee nsgaHve uenukom nnm nobas ero 4actb He nognexaTt nepenpoaaxe.
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BBeneHue

OnucaHue npoaykra

PyHKUUMN

VYxazannsle Hke maThl ceteBoro yrpasieHnus MBI (IICY) npon BoacTBa KoMmaHuu
Schneider Electric npencraBisiroTco00ii BeO-IpOXyKThI, UMEIOIIN cepTudukar [Pvo
Ready. YerpoiictBamu ¢ ycranoBneHHbiME [ICY MOXHO ynpasisiib ¢ UCIIONb30BAHUEM
Pa3IMYHBIX OTKPBITHIX CTAHIAPTOB, TAKUX KaK:

IIporoxon mepenaun runieptercta (HTTP)  besomacHerit komanm wiif iporieccop (SSH)
IIpocToii mpoToKoJ ceTeBOTo ynpasieHuss [IpoTokoi nepegauu rurepTekcTa Ha ypoBHE

Bepcuii 1, 2c u 3 3amunieHHbIX cokeTc B (HTTPS)

[porokon nepenaun daiinos (FTP) Secure Copy (SCP)

Telnet Syslog

RADIUS Modbus

Cerenoii mpotokon BACnet (Building PacmupsiemsIif TpoTC KOJT ayTeHTH(OUKAITAN

Automation and Control Networks Protocol) (EAP) no noxansroit cetu (EAPoL)

[TnaTa cereBoro ympasienus AP9640:

* OoGecrneunBaet ynpasienue MBI u umeeT GyHKIMN IIIaHUPOBAHHS CAMO AT HOCTHKH.
* OO0ecrnieunBaeT PErHCTPALMIO JAHHBIX H )KYPHAIIbI COOBITHH.

+ [lo3Bonsier HacTpaUBaTh YBEAOMIICHUS C TIOMOIIBIO PETUCTPAIIMU COOBITHI, SIIEKTPOHHOI TTOYTHI,
cucrteMHoro xxypHaia (Syslog) u SNMP-npepriBanuii.

* OOGecnieunBacT MOAACPKKY CETEBOTO BHIKITFOUCHUS PowerChute®.

* OOecrieunBaeT MOIACPKKY HCIOIB30BaHUS CepBepa MPOTOKOJIA IMHAMUYECKOH KOHUTYpaLiH y371a
(Dynamic Host Configuration Protocol — DHCP) nnu npotokona HadanbsHOH 3arpy3ku (BOOTstrap
Protocol — BOOTP) nns nmpenocraBnenust cerebix 3HaueHuii (TCP/IP) matel ceTeBoro yrpasieHusl.

» [Ipenocrariser BO3MOKHOCTh SKCIIOPTA MOIB30BaTEIbCKOTO (haiiia KoHdurypamuu (.ini) ¢ HACTPOSHHOU
TUIATHI HA OJIHY WK 0O0Jiee HEHACTPOSHHBIX AT 0e3 mpeoOpa3oBanus ¢aiiia B ABOMYHBIHN (aiil.

* OO6ecmeunBaeT BLIOOP MPOTOKOJIOB 3AMUTHI [T Ay TCHTU(DUKAIUN WK IMH(PPOBAHUS.
* OGecmeumBaeT cBs3b ¢ StruxureWare Data Center Expert, StruxureWare Operations wmu EcoStruxure™ IT.
* Tloanepxxusaet npotokosn Modbus TCP/IP.

* TlommepxxuBaet nmpotokoia BACnet/IP.

[Tnata cereBoro ynpasienus AP9641 BxirouaeT B ceOst Bce PYHKITUH TUIATHI ceTeBoro ynpasienus AP9640, a
TaK)Ke TePEUHCICHHbIE HUKE BOZMOXKHOCTH:

* OOopynosana neyms nmopramu USB, kotopsie moanepxkuBaroT ooHoBiIeHHE [ICY 1
mukponporpammsl UBII ¢ pnemr-nakonurens USB, u nononxurensHoe ycrpoiicteo APC
USB Wi-Fi (AP9834).

* llomnep:kuBaeT ABa YHUBEPCAJIbHBIX [IOPTA BBOJAA-BBIBOAA, K KOTOPHIM MOKHO ITOIKIIOYUTh
CIIEAYIOIINE YCTPOUCTBA:
— naruyuk temneparypsl (AP9335T) wm natunk remneparypsl/Bnaxknocti (AP9335TH);
— BXOJIHBIE-BBIXOJHbIE Pa3bEeMBI pelie, KOTOPbIe MOAACPKUBAIOT 1B BXOIHBIX KOHTAKTa U OJTHO

BBIXO/IHOE peJie (C CII0Ib30BaHNEM yCTPOUCTBA BBOA-BBIBOIA C CyXUMH KoHTakTamu AP9810,
KOTOPOE SIBISACTCSI JOMOTHUTEIEHBIM KOMIIOHEHTOM).

o TlognepxmuBaet cBs13b Modbus RTU uepe3 yHuBepcaabHBIN BBOI-BEIBOJ ITOPTA 2 B IOMOJIHEHUE K
npotokoiy Modbus TCP/IP. bosnee noapo6uo o konpurypanur Modbus RTU cM. B 1onoaHUTENEHOR
nokymenTtanuu Kk Modbus RTU.
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[Tnata cereBoro ynpasnenus (IICY) AP9643 BkmouaeT B cebs Bce (PyHKIMHU IJIAThI CETEBOTO YIPaBICHHS
(TICY) AP9640, a Takxe nepevrcIeHHbIe HUKE BO3MOKHOCTH.

* OOopynosana neyms nmopramu USB, kotopsie moanepxkuBaroT ooHoBiIeHHE [ICY 1
mukponporpammsl MBI ¢ pnem-nakonurtens USB, u nononaurensHoe yctpoiictBo APC USB Wi-Fi
(AP9834).

* TlognepxuBaeT OAMH YHUBEPCAIBHBIN NOPT BBOJAA-BBIBOIA, K KOTOPOMY MOKHO MOAKIIIOYUTh
CIEYIOLIME YCTPOUCTBA.

— Jlaruuku temnepatypsl (AP9335T) wim Temneparypsl/Biaxknoctu (AP9335TH).

— CoenuHeHuUs peeHOro BBOJa-BbIBOAA, KOTOPHIC MOAICP)KUBAIOT ABA BXOAHBIX KOHTAKTa U OTHO
BBIXO/IHOE pelie (C UCIOIb30BaHUEM yCTPONUCTBA BBOJIA-BBIBOAA C CyXUMH KoHTakTamu AP9810,
KOTOPOE SIBIISIETCS AOMOTHUTEIHHBIM KOMIIOHEHTOM).

* Tlognepxxusaet csa3bp Modbus RTU uepes nmocnenoBatenbHbIil mopT RS485 B nononaenne
K npotokoiry Modbus TCP/IP. Bonee nonpo6uo o koudurypammu Modbus RTU cwm. B pazaene
«JlomonauTenbHas nokymeHrtanus kK Modbusy.
NMoppepxuBaemble yCcTpoUCcTBa

[Inara cereBoro ynpasieHus 3 COBMECTHMA CO CIIEIYIOIIUMH YCTPOHCTBAMHU.

*  VYecrpolictea Smart-UPS® ¢ pasbemoM SmartSlot, obnagaromue npepukcamu SMT, SMX, SRT u
SURTD, u yctpoiictBa SUA, nzrorosnenssie nocie 2008 r. *

* 1-dazusie UBII Symmetra®.

*[Monubrii circok coBMecTuMbIX MBI, B koTopbie MOkHO ycTaHOBUTH [ICY 3, cM. B cTathe
0a3bl 3HaHUI Ha

MUcxopgHan HacTpouka IPv4
UYrobsl [ICY Morna paboTaTs B ceTH, HEOOXOAMMO HACTPOUTH cieaytomue mapameTpsl TCP/IP:

* IP-ampec IICY;

* wmacka noaceru s [ICY;

* [P-ampec numo3a no ymonuaHuto (TpeOyeTcs TOIBKO B TOM CIIydae, €CIIH MPEBHIIICH pa3Mep CETMEHTA).
MPUMEYAHUE. Ecnu w03 1Mo yMOI4aHUIO HEIOCTYIICH, UCTIONb3yiiTe [P-anpec koMmbroTepa, KOTOPHIA

KOTOPBI OOBIYHO pabOTaeT M HAXOAWUTCA B TOH ke nojcetw, uro u [ICY. IICY ucmnonb3yeT nuto3 mno
YMOJTYaHUIO JJIs TPOBEPKU CETH MPH HU3KOM TpaduKe.

NMPUMEYAHME. I1nara cereBoro ynpasnenus umeet npepuxc MAC-anpeca 00:C0:B7 wmm 28:29:86.
Uto6st npoBeputh MAC-anpec IICY, nepeiinute B MEHIO . Orot npeduxc MAC-anpeca
MOYKHO MCIIOJIb30BaTh I HAcTpoiKu ciyx0s1 DHCP.

[MTPUMEYAHMUE. He ucnons3yiite aapec odpatHoii cBsizu (127.0.0.1) B kauecTBe agpeca LuUTro3a 1Mo
YMOJIYaHUI0. DTO MOBJIEUET 3a cOOON OTKIIFOUCHUE IIaThl. B 3TOM cilyuae HyHO BONTU B CUCTEMY
C TIOMOIIIBIO TTOCTeIoBaTeNbHOTO HHTEp(deiica n yctaHoBUTH apameTpsl TCP/IP Ha 3Hauenus mo
YMOITYaHUIO.

Kondurypamus mapamerpos Hactpoiiku TCP/IP mpuBoauTcs B ILJIATHI
CETEBOr0 YNPAaBIEHUs, KOTOPOE UMEETCS Ha U B [IE4aTHOM BHUJIE.

[MonpoGHbIe cBeneHus 06 ncrnonb3oBanuu cepsepa DHCP nns Hactpoiiku napamerpos TCP/IP Ha
IJIaTe CeTeBOTO YIIpaBIeHHs cM. B paszene «llapamerpsr orBeroB DHCP».
UcxogHasa HacTpouka IPv6

Konogwurypamus cetn [Pv6 obecniednBaeT yHHUBEpCaIbHBIE BO3MOYKHOCTH IS BBITOJTHEHHS TPeOOBaHUN
noJb3oBatens. [IPv6 MojkHO HUCTIONB30BaTh B IIOOOM MecTe, Te B 3ToM uHTepdetice BBoautcs IP-angpec.
HacTpoiiky MOKHO OCYIIECTBIATh BPYUHYIO0, aBTOMaTH4YecKd WiH ¢ momoiisio DHCPv6; cm. «Okpan
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Hactpoek TCP/IP must [Pv6y.

CeTeBoe ynpaBrieHue ¢ UCMOoJIb30BaHUEM APYrux NpuUnoxXeHuUn

OTH NPUIOKEHUS, yTUINTHL U pecypcsl padoTatot ¢ UBII, koTopslit moakirouaercs k cetd yepes [ICY.

CerteBoe BrikitoueHue PowerChute — aBromariueckoe KOpPEeKTHOE OTKITIOUEHHE KOMITBIOTEPOB,
MOAKIIOYEHHBIX K ycTpoiicTBam MBIT.

APC PowerNet® MIB — uHpopmarms o gocryre k yerpoiictBam UBII mo nporokomy SNMP.

StruxureWare Data Center Expert — ynpapieHue 31eKTponuTaHHEM Ha YPOBHE HPEAIPUATHS U
ympasieane areaTaMu SNMP, Takumu kak ceteBble yerporictBa MBII 1 maTanku okpysKaromien Cpebl.

EcoStruxure IT Gateway — o6agnoe [1O 111 MOHUTOPHHT, TIO3BOJISIONIEE OTCIICKUBATH YCTPOUCTBA
WBIT uepes npotokonsl SNMP u Modbus.

Macrep HacTpoiiku [P-koHpHUrypaiun ycTpoiicTB — HaCTpPOIKa OCHOBHBIX ITapaMeTPOB OJTHOM MIIH
HECKOJIBKHX TUTAT CETEBOTO YIPaBIEHUS B CeTH; cM. «Mactep HacTpoiku [P-kordurypammm
YCTPOUCTBY.

Security Wizard — co3nanue cepTudukaToB cepBepa 0€301aCHOCTH Ha TPAHCTIOPTHOM YPOBHE
(Transport Layer Security — TLS) u xoct-xmoueit Secure SHell (SSH), koTopbie moMoraroT 3aiuTiTh
LENIOCTHOCTh U KOH(UACHIAIbHOCTH CBs3H ¢ [ICY.
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®yYHKUMM BHYTPEHHEro yrnpaBJieHUs

0O630p

Hcnonp3yiite BeO-uHTEpdEIic IOIR30BaTENS WM HHTEPQEc KOMAHIHOW CTPOKH IS IIPOCMOTPA COCTOSTHUS
WBII, ynpasnenus UBIT u IICY. MoxHO Takke HCIOIB30BaTh MPoTokoil SNMP miis korTposst cocrostaust MBI,

Bonee mompobHyro nHpopMartiio 00 nHTEpdetice mop30BaTeNsI CM. B pazzeie «Beb-uarepdeiic
TMOJNIB30BATENS» U Ha . CMm. paznen
«9xpanbl SNMP» nis momyvenus uapopmanmu o koHTposte goctyna k [ICY mo mporokory SNMP.

anOpI/ITeT AOoCTyna npu Bxoge B CUCTemMy

MoO>XHO BKJIIOUUTH BO3MOKHOCTD OAHOBPEMCHHOI'O BX0O/Jlda B CUCTEMY HCCKOJIBKHUX HOJ'IL3OBaTeJ'IeI\/'I, KOTOPBIC
06Ha,[[aIOT PpaBHBIMU IpaBaMH OOCTYyIIA. CmM. pasacia ((9KpaH «yl'[paBJ'ICHI/Ie CCaHCOMM»».

Tunbl y4eTHbIX 3anucemn

[ICY obnamaeT pa3nuyHBIMU YPOBHSIMHU JOCTYTIa — IPUBUIIETHPOBAHHBIHN MOIb30BATENb, aAMUHUCTPATOP,
MIOJIB30BATENb YCTPOUCTBA, TOJIBKO YTEHHE, TOJIBKO CETh!

* [IpuBwiernpoBaHHBIN MOJIH30BATE]b MOXKET HCIIOJIF30BATh BCE MEHIO HHTEpdeiica moap30BaTens
¥ BCE KOMaH/Ibl B MHTep(eiice KoMaHIHOM CTpoKH. [[puBHIIErMPOBaHHBIH IOJIb30BATENb TAKIKE
OTIpEZIEeTISIET IOTIOTHUTENBHBIE YIeTHBIE 3aITUCH TTOJIb30BaTeNIel M YCTAHABITUBAET IIEPEMEHHBIE IS
JpyTuX mojib3oBaTenei. [Ipu mepBoM BXoje B CUCTEMY KaK UM MOJIb30BATENs, TaK U apOib O
yMoiuanuto apc. [locne Bxona B cucteMy OyAeT MPeUI0KEHO BBECTH HOBBIH MapOJIh.
[pumeuanue. [TpuBUIETPOBAHHOTO MOIH30BATENS HETIB3sI IEPEUMEHOBATH WK YIAIUTh, HO MOXKHO
BBIKJTFOUHTH. PeKOMeH/TyeTCs! BRIKITIOUHUTH YIETHYIO 3alHChIIPUBIJICTUPOBAHHOTO TOB30BATEN S ITOCTE
CO3/IaHMSI IOTIONTHAUTENBHBIX YUETHBIX 3arvceil aqMuancTparopa. [lepen BeIkimoueHneM IpHBHIIETHPOBAHHOTO
TIOJI30BATENIS YOSIUTECh, UTO CO3/IaHA KaK MHHMMYM OfHA YUYCTHAs 3aIiCh aIMUHUACTPATOpA.

° AHMHHHCTpaTOp MOXKET HUCIIOJIB30BaTh BCC MCHIO HHTCp(I)efIC& I10JIB30BaTCJIsI U BCE KOMAaHbI B

PIHTCp(l)CfICC KOMaHHHOﬁ CTPOKHU. Ilo YMOTYAaHUIO UCTIOJIB3YCTCA UMS ITOJIB30BATCIIA apC, a IICPEa
aKTI/IBaHI/ICﬁ y‘ICTHOﬁ 3aIllMCH I10JIb30BaTCIIA H606XOI[I/IMO YCTaHOBUTD IapOJIb.

* Ilomp30BaTens ¢ mpaBamMu MOJIL30BaTe sl yCTPoiicTBa 00aaeT mpaBaMu JOCTyTa U YTeHUS U
3aMKCH K dKpaHaM, OTHOCAIIUMCS K YCTpOUCTBY. DYHKIINN aIMUHUCTPATOPA, TAKUE KAK YIIPABICHUE
ceancamu B MeHI0 «besomacHocTe» u «bpanamaysp» B MeHI0 «KypHanbn), 3a0JI0KUPOBAHbI.

ITo ymonm4aHHIO NCHIOIB3yETCs UM MONIb30BaTeNs device, a mepea akTUBaMe! yU4eTHON 3aIicH
[I0JIb30BaTeNs HEOOXOANMO YCTaHOBUTD HAPOJIb.

» [lonp3oBareins ¢ mpaBaMH TOJbKO YTeHHs1 001aJaeT CIEIYIOIIM OrpaHUYEHHBIM JOCTYIIOM:
— [octyn Toipko yepe3 nHTepdelc moibp30BaTes.

— JlocTym K TeM ke MEHIO, YTO H JJIS ITOJIb30BaTeIsl YCTPOMCTBA, OMIMCAHHOTO BHIIIE, HO 03
BO3MOXXHOCTH U3MEHEHHS HACTPOEK, YIPaBJICHHUS yCTPOICTBAMH, YOaJIeHNs JaHHBIX WIIN
UCIIOJIb30BaHUs IIapaMeTpoB NepeJauu gaﬁno& CchIIKHM Ha MTapaMeTpbl KOHPUTYpaluH
otobpaxaroTcs, Ho HeakTUBHBI. (IIpu 0TOOpakeHUH KyPHAIOB COOBITHI M JaHHBIX KHOIIKA
OYMCTKU >KypHajla Ul JaHHOI'O I10JIb30BaTelsl He 0ToOpaXaercs.)

ITo ymMon9anuio HCIOIB3YETCS UM TIoJIb3oBarelst readonly, a mepea aKTUBAITUEH YUETHOM 3aITUCH
MOJIL30BaTEIST HEOOXOAMMO YCTAaHOBUTH ITAPOITh.

+ [lonp30Barelns ¢ MpaBaMy TOJIBKO CeTh MOXKET BBITIOJIHATE BXOJI TOJIBKO C TIOMOIIBIO BeO-nHTEpdetica
noJbp3oBaTelst 1 nHTepdeiica komanaHoi ctpoku (Telnet/SSH, a He mocnenoBatenbHbIi MOpT). MM
HOJIB30BATENS U TapOJIb 110 YMOJTYAHUIO OTCYTCTBYIOT.

[To ymMonm4aHUIO yYeTHBIE 3aNUCH aIMHUHUACTPATOPA, ITOJIB30BATEISI YCTPOUCTBA, ITOJIB30BATENSI C
MpaBaMU «TOJIBKO JJIsl YTSHUS» U TI0JIh30BATENS C JOCTYIIOM «TOJBKO K CETH» OTKJIFOUEHBI. X
HEIb3s aKTHBHPOBATH JI0 TEX IMOP, MOKA MapoJIb M0 YMOIYAHHUIO JIJISl YUETHOM 3armicu
cynepIionp3oBaTes (apc) He OyIeT H3MeHeH.

Wndopmaruio no Ha3HAYECHHUIO u IUIsl YIETHOH 3aicH
aZIMUHHCTPATOPA, TI0JIb30BaTENsl YCTPOMCTBA U MOJIH30BATEIIS C IIPAaBaMH TOJBKO /IS YUTCHUS CM. B
paszene «JlokanbHble I0Ib30BATEII.
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Copoc HacTpoek NCY B cnyyae 3abbiTOro napons

HNPUMEYAHHUE. IIpu copoce Hactpoek [ICY npousoiiieT BO3BpaT K KOHPUTYpaIHH 10
YMOITYaHUIO.

Ecnm BBI 3a0b1UTH CBO¥ TIapOIIh, IS YOAICHHUSI HACTPOCK BMECTE C TTapOJIeM HCITONb3yiTe KHOMKY Reset

(Copoc) Ha nepeaneit manenu [ICY. Haxxmute Ha kHOTIKY cOpoca Reset 1 He oTmyckaiite ee B Teuenue 20-25
CeKyHZ. Y0eauTech, YT0 MHANKATOP COCTOSIHUS MUTAeT 3€JICHBIM B TEUECHHE BCETO YKa3aHHOT0 BpeMeHu. Korna
WHAMKATOpP COCTOSHUS CTAHET JKEITHIM WM OPaHKeBbIM, OTIYCTUTE KHOTIKY cOpoca. [ICY 3aBepmuT mporiecc

nepe3arpysKH.

[Mocne nepesarpysku [ICY Heobxomumo noBTopHO HacTpouts [ICY. [lng nonydenus 6osee moapoOHOH
nH(pOpPMAITHH CM. I[ICY nHa APC unum cratsio B 0aze

3HAHUN Ha BeO-calTe

Jns npenoTBpalieHus IOTEpU JaHHBIX B CBSI3U C 3a0BITHIM MapojieM nocie Hactpoiiku [ICY
pekoMeHayetcs dkcioptupoBath INI-daitn. Cum. «Ilomydenne u sxcropt INI-datinay.
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KomnoHeHT

OnucaHue

Konconpasrit USB-niopt

Mopkmouaer [ICY K J0KaJIbHOMY KOMITBIOTEPY € TIOMOIIIBIO Kabertst ¢ uHTepdeiicom
micro-USB (Homep xommonenTa APC 960-0603) mist HaCTPONUKH HCXOIHBIX
MapamMeTpoB CETH WJIH IS IOCTyNa K MHTepdelicy KOMaH/THON CTPOKH.

2 Paswem Base-T 10/100/
1000

IMonxmrouaer IICY k cetu Ethernet.

3 Kuomnka copoca

Ocymiectisier cOpoc uHTepdeiica ceTreBoro ynpasicaus. [Ipupmedanne. 310
HE BIMSET Ha BBIXOJHOE IMMTaHHUE YCTPOICTBA, B KOTOpOM ycTaHoBieHa [ICY.

4 MHaukatop akTUBHOCTH
cetu Link-RX/TX (10/100/
1000)

CMm. «Muaaukarop aktuBHOCTH cetu Link-RX/TX (10/100/1000)».

5 WnnukaTop cOCTOAHUA

CwM. pazgen « THAUKATOp COCTOSTHUY.
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KomnoHeHT OnucaHue
1 [onnepxxka odHoBIeHMI pomuBoK [ICY u UBII 1 nonorHATENsHOTO
Toprsi USB ycrpoiictea APC USB Wi-Fi (AP9834). Cwm. paznens «Ilepenaua daitnony,
«O6HoBnenue npomueku MBII ¢ USB- nakonutens (Tosnbko AP9641 win
AP9643)» u «Ixpanr Wi-Fi (Tomeko AP9641 u AP9643)».
b) [Moxkiro9aroT JaTYMKH TEMIIEPATyPhI, JATYUKHA TEMIIEPATyPhl/BIAXKHOCTH H
3 YHuUBepcallbHbIC TIOPTHI Ppa3beMBl TOTIOHUTEIHHOTO PEICHHOTO BBOIA-BBIBO/IA K YHHBEPCATEHOMY
BBOJIa-BBIBOJIA NOPTY BBOJA-BbIBOJIA. JJOTIOJHUTENBHBIN pENIEHHBIA BBOA-BBIBOJ UMEET ABa
BXOJIHBIX KOHTAKTa M OJTHO BBIXOJTHOE peie.
Paszpem Base-T 10/100/1000 | Ionxmrouaet IICY x cetu Ethernet.
Khomka cGpoca OcymectBisier copoc unTepderica cereBoro ymnpasicHus. [lpumedanne. Ito
p HE BJIMSCT HA BBIXOJHOE IMMTAaHUE YCTPOKCTBA, B KOTOpOM ycTaHoBieHa [ICY.
6 Honkmrouaet [ICY k OKaTbHOMY KOMITBIOTEPY € TIOMOIIBIO Kabens ¢
. ) naTepdeiicom micro-USB (Homep komnorenTa APC 960-0603) mist HacTpoiku
Konconbretit USB-nopr HCXOJHBIX TTAPaMETPOB CETH HIIH [UIA JOCTyIa K HHTep(deicy KOMaHIHOM
CTpPOKH.
7 MuaukaTop akTHBHOCTH
cetu Link-RX/TX CMm. «Muaukarop akruBHOCcTH cetu Link-RX/TX (10/100/1000)».
(10/100/1000)
8 CBETOIMOTHBIN HHANKATOP SIBISIETCS HCTOYHUKOM cBeTa. CM. paszen

Mupukarop cocTosHus

((I/IH,HI/IKEITOp COCTOSAHUA .
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KomnoHeHT OnucaHue
Honnepxka ooHOBNeHUH npomwBok [ICY u MBI u qonoTHATETEHOTO
ycrpoiictBa APC USB Wi-Fi (AP9834). Cwm. pazaens! «Ilepenaua
USB-noptsI

(aiinosy, «O6HOoBIeHNe pommBky MBII ¢ USB- HakonmTens (TOIbKO
AP9641 mmn AP9643)» u «Oxpan Wi-Fi (tomsko AP9641 u AP9643)».

YHuBepcalbHbIi OPT
BBO/Ia-BbIBO/IA

HWcnonp3yeTcst A7l MOAKITFOUESHS TATINKOB TEMIIEPATyPhI, TaTINKOB
TeMIIepaTypbl/BIYXKHOCTH M Pa3beMOB JIONIOJHUTEIBHOTO PEIEHHOT0
BBOJIa-BBIBOJIa K YHUBEPCAITLHOMY TIOPTY BBOZAA-BHIBO/A. JIOTIOTHATENEHBII
pENeiHbIN BBOI-BBIBOJT UMEET JIBa BXOTHBIX KOHTAKTa U OJIHO BBIXOJIHOE pelie.

Paswem Modbus

Ucnons3yercs mis noakarodeHus [ICY k cucreme mucrieTdepu3anum
uHKkeHepHoro odbopynosanus (Building Management System — BMS).
B KOMIUIEKT BXOZAT /1Ba MITHIPEBBIX pazbeMa JUisi KIIEMMHON KOPOOKH
(Homep xommoneHTa 730-0532). YtoOsr mpoBepuTh coBMecTUMOCTh MBIT
¢ Modbus, cM. noxymenTanuto o UBII.

Paszvem Base-T 10/100/1000

IMonxmrouaer [ICVY k cetn Ethernet.

Kuomnka copoca

OcymiectsisieT cOpoc uHTepdeiica CeTEeBOro ynpapcHuUs.
INPUMEYAHHME. 370 He BIusIeT Ha BEIXOJHOE IUTaHUE yCTPOUCTBA,
B KoTOpoM ycraHosieHa [ICY.

Koncoxpasnii USB-niopt

Hoxxmogaer [ICY k J0KaTbHOMY KOMITHIOTEPY C TIOMOIIBIO KaOes
micro-USB (Homep kommonenta APC 960-0603) mist HacTporku
MCXOJHBIX MapaMeTPOB CETH WM AJISl JOCTYNA K HHTepelcy KOMaHIHOH
ctpoku (CLI).

CBeTOIHOIHBIN HHIANKATOP
aktuBHOCTH cetd Link-RX/TX
(10/100/1000)

Cum. «Muaukarop aktuBHOCTH cetr Link-RX/TX (10/100/1000)».

CBETOIMOTHBIN UHIUKATOP
COCTOSIHUS

CBETOUOIHBIN UHANKATOP SABJISIETCS UCTOYHUKOM cBeTa. CM. « MuaukaTop
COCTOSIHUSY.
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OnuncaHue Hom KaToOpoB COCTOAHUA

Uuan KaTop COCTOAHUA

OTOT CBETOUOIHBIN UHAUKATOP yKa3biBaeT coctostaue [ICY.

CocTosiHue OnucaHue

Bo3morkHa oj1Ha U3 CIIEAYIOMIUX CUTYAIHi:
* Ha mraty ceTeBoro ynpaBJieHHs HE MOJAETCS BXOAHOE MUTaHHE.

Brixmouen * [TiraTa ceTeBOTO yIpaBieHus paboTaeT HeMPaBWIbHO. BeposTHO, TpeGyeTcst
PEMOHT ik 3amMeHa. OOpaTUTECh B CITy:KOY TEXHUYECKOH moaepkku. CM.
pasznen «['mobanpHas cayx0a Texarndeckoit moanepxkKa APCy.

HenpeprIBHBIH 3em1eHbII [Mapamerpsr TCP/IP B muate cereBoro ynpapieHuUs 3aJaHbl IPABHIbHO.

Bo3MmorkHa 0jHa U3 CIEAYIOINX CUTYaIUi:

* B murate ceteBoro ynpasiieHus1 OOHapy KeHa alapaTHasi HEHCIPaBHOCTb.
OOparurech B ciyx0y TeXHHUUeCcKOi moaepkku. CM. paznen «Y cTpaneHue
pooIEeM.

*TICY nHaxonutcs B pexxume Bootmonitor. Boee moapo6HO cM. pazmen
«®Daiter Momyns mpomuBkY (Kapta cereBoro ynpasieHus 3)».

HenpepbiBHBII OpaH)KeBbIN

Muraronuii 3eeHbli B nmate cereBoro ynpasieHMs HEIPaBUIbHO 3aJaHbl IapaMeTPhl TCP/IP.!

TICY Haxomutcs B pexxume Bootmonitor. JOMOMHATEIEHBIC CBEICHHS CM. B

Muraromuii opaHKeBbIi . .
pazzaene «Daitnbl MOTyIIelt MUKPOIIPOTPaMMEBD.

Ecnu cBeToanOHBIA HHAUKATOP MUTaeT ¢ HU3Koi yactotoid, [ICY BeimonHseT
3a1pOCHI DHCP?.!
Ecnu cBeToanoHBIA MHAUKATOP MUTAET YacTO, TO BbINOIHsEeTCs 3amyck [ICY.

ITonepeMeHHO MUTaAOILIAN
3€JICHBII U OpaHKEeBBIN

1. Ecnn cepep BOOTP it DHCP ne ucnonssyercs, st Hactpoiiku napamerpoB TCP/IP TICY cwm.
CETEBOr0 YIPaBICHUS B ICUaTHOM BUJE U Ha B opmare PDF.

2. O6 ncnons3oBannu cepsepa DHCP cm. paznen «Ilapamerpst orBetoB DHCP».

IMMPUMEYAHMUE. Ecnu Bo Bpems 3arpy3ku [ICY noxkmounts kadens micro-USB, IICY 6yner oxunats 90 cexyH, 4ToObI
JIaTh BPEMs JUIS TIOJIyUCHHS IOCTYya K MOHUTOPY 3arpy3ku. Cum. pasaen «Mcnonb3oBanrne XMODEM mjis 0OHOBICHUS
onHoit I[ICY». Ha mpoTshkeHnu 3T0M 3aep>KKH CBETOAMOIHBIE HHAUNKATOPHI OYIyT HEaKTHBHBL. PeKOMEHTyeTCs OTKITIOYHNTh
kabenp micro-USB, eciu okanbHbIH 10CTYN K HHTepdeiicy KOMaHIHOM CTPOKH HE TpeOyeTCsL.

UHpukaTop aktuBHocTu cetu Link-RX/TX (10/100/1000)

DTOT CBETOIUOIHBIN HHANKATOP yKa3biBaeT coctosiuue cetu [ICY.

CocrosHue OnucaHue

Bo3MoHa 0[THA U3 CIEAYIOMUX CUTYAIHUIL:
* Ha rutaty cereBoro ynpaBieHHs HE IIOAAeTCsl BXOJHOE TUTaHHUE.
» OTKJIIOYEH WM HencnpaseH Kabeuns, coeaunstonmii IICY ¢ ceTbro.
Brimoyen * OTK/IIOYEHO WY HETIPABUIILHO paboTaeT yeTporcTBo, coemunstoiee [ICY ¢ ceTbro.

* [ICY paboraer HenpaBuwibHO. BeposiTHO, TpeOyeTcsi peMOHT MM 3aMeHa.
OO0paTuTeck B CIyX0y TeXHUIECKOH noanepku. CM. pazaen «[ mobdanpHas
ciyx0a Texandeckoit momepxku APCy.

[ICY nogxmroueHa K ceTr, KoTopasi paboTaeT co cKopocThio mepenaun 10-100

HenpepIBHIi kb MeraOuT B ceKyHIy (Mo6wut/c).

[ICY nogxmrodeHa K ceTH, KOTopasi paboTaeT co CKOpocThio mepenaun 1000

HenpepbiBHBII 3e1€HbINH
pep MeraOuT B ceKyHIy (Mowut/c).

[ICY nmpuHUMaeT WM MepefaeT MaKeThl JaHHBIX CO CKOPOCTHIO Mepeaadn

Murarommin KeaTbIi 10-100 M6wut/c.
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CocrosHue OnucaHue

[ICY npunnMaeT UM nepesaeT NakeThl JaHHBIX CO CKOPOCTHIO Mepeaadn

Muraromuii 3e1eHbIi 1000 M6wur/c.

PYHKLUM 3aLUTDI

0O630p

Jna oOHapyXeHHns BHyTPEHHUX HEHCIIPABHOCTEH W BOCCTAHOBIIEHHUS pad0Yero COCTOSHUS IOCIe BO3ACHCTBUS
HEIPEeTyCMOTPEHHBIX BXOAHBIX curHanoB B [ICY 3 ncmonb3yercss BHYTpEHHUH O0OIECHCTEMHBINH MEXaHI3M
3anuThl. [Ipu mepesamycke mociie BHyTPEHHETO cO0s B )KypHAJI PETUCTPAIIUN COOBITHIA 3aITMCHIBACTCS
coopiTie Cuctema: CeTeBoii HHTepdeiic mepe3anmyIeH.

MexaHu3m ceteBoro uHtepcgenca Watchdog

IICVY 3 ucnonp3yeT cpeacTBa 3alIUThl, YTOOBI 00€30MacuTh ce0sl OT CUTYaIUH, KOTra JOCTYI K CETH
HeBo3MoskeH. Hampumep, ecnu [ICY 3 He mpuHUMaeT ceTeBoii Tpaduk B TeueHue 9,5 MUHYT (psiMoii Tpaduk,
takoii kak SNMP, mim MHOTOapecHbI TpaduK, TAKOH Kak 3alpoc MPOTOKoJa paspemenus anpecos [ARP]),
TO CUUTAETCS], YTO CYIIECTBYET polieMa ¢ CeTeBbIM UHTEPGEHCcOoM, U IPOUCXOAUT NEPE3aILyCK IJIaThl.

CO6poc Tanmepa cetun

YroOr1 IICY 3 He mepesamyckanach Ipu OTCYTCTBUH CETEBOI akTUBHOCTH B TeueHue 9,5 munyt, [ICY 3
MBITAETCS OOPATUTHCS K LITIO3Y TI0 YMOIYaHUIO KaKable 4,5 MUHYTHI. ECIIM 5TOT 111103 AOCTYTIEH, OH OTBEYAET
IICY 3, 9ro npuBoauT K cOpocy 9,5-MuHyTHOTO TaiiMepa. Eciu s Bamero npuitoskeHus 1UTo3 He Tpedyercst
WIN OTCYTCTBYET, yKaxxure [P-anpec koMnbroTepa, paboTaromero B CETH U HaXOISIIErocs B TOU )K€ IO/ICETH.
CerteBoil TpauK OT 3TOT0 KOMITbIOTEpa OyzeT cOpachIBaTh 9,5-MUHYTHBIN TaliMep AOCTaTOYHO YacTO IS
MpeoTBpalleHus nepesamycka niaatsl NMC 3.

ABTOMaTn4yecKkum BbiXoa 3 CUCTeMbI

[To ymMon4aHUIO IOIB30BATEIN ABTOMATHYECKHU BBIXOAT U3 BeO-MHTEpdeiica u nHTepdeiica KoMaHTHOM
crpoku [ICY mocne 3 MUHYT OTCYTCTBUSI aKTUBHOCTH. BpeMs BBIXO/a 3 CETH 110 YMOTIAHUIO IS KaXKIOTO
TOJTH30BATEIISI MOXKHO HACTPOUTH C TIOMOIIBIO0 BeO-HHTEpdeiica:

Kondurypauus > besonacHocts > JlokajbHbIe 10/1b30BaTEJIN > YIPaBJeHHe.
— lenkHuTE THIIEPCCBUIKY UIMEHHU NOIB30BATEN YUETHOH 3aKCH, KOTOPYIO HYKHO U3MEHUTb.

— B meHro <<HpeBBIHIeHO BpPEMs OXKUAAHHUA CCaHCa» U3MCHUTC BPpEMsI B MUHYTax.

AsTomaTtnueckuit Bbixog, | lMpogonmkutenbHocTb
M3 cUCTeMbl (MuH.)

Hactpotiiku no ymonganuto | 3

MuHumMyMm 1

Makcumym 60 (1 gac)
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Beb-uHTepdenc nonb3oBarens

BBeneHue

0O630p

Be6-unTepdeiic monb3oBaTens npeJocTaBiseT napamerpsl s ynpasienus UBII u matoii cereBoro
ynpasnenust UBII 3 (IICY 3), a takxe cpeactsa npocmotpa coctosiuus VBIT.

Cw. pazzgen «DKpaH BeO-I0CTYIIa», B KOTOPOM MIPUBOISATCS CBEIEHHS O BEIOOpE, BKIIOUCHHH U
OTKJIFOYEHHH POTOKOJIOB, YIIPABJISIFOLIMX IOCTYNIOM K HHTEp(EHCy M0JIb30BaTes, a Takke 00
OTIpeIeNICHUH IOPTOB CETEBOTO HHTepdeiica BeO-cepBepa Jis IPOTOKOJIOB.

NMoppepxuBaemblie Be6-6pay3sepbl

Beo6-unrepdeiic [ICY 3 coBMecTuM co clenyromuMu opay3epaMmu:
«  Onepaunonnsie cucreMsl Windows™:

— Microsoft® Internet Explorer® (IE) 8.x vty BEIIIIE ¢ BKJIFOUEHHBIM IIPOCMOTPOM B PEIKUME
COBMECTHMOCTH.

— Tlocnemuuii BITTyCK Microsoft® Edge®

Ipumeuanmne. /[y mpocMoTpa dkpana ooHosneHus npommBkya UBII B Internet Explorer®

I/ICHOHL3YI71T€ BEpCUIO 6pay3epa 10 mau BBIIIE C BEIKIIFOYCHHBIM IMPOCMOTPOM B PCIKUMEC

COBMECTUMOCTH. DKpaH oOHoBiIeHNs ITpomnBku MBI HecoBMecTuM ¢ 6pay3epom Edge®.

Cwm. pazzen «OkpaH «OOHOBIEHHE IPOLIUBKI»» Ha CTp. 33.

* Bce oneparyioHHbIe CHCTEMBI:

— Tlocnemuue BHITYCKH Mozilla® Firefox® wm Google® Chrome®

MO:XHO HCIIOJIB30BaTh Apyrue O6H.[e,[[0CTy1'IHI:IC 6pay3ep51, HO OHU He OBLIN B IMOJHOM MEpPEC MPOTECTUPOBAHBI.

[ICY He MOeT paboTaTh ¢ MpoKcU-cepBepoM. [lepen ncnonp3oBaHreM Opaysepa Al JOCTyma K
MOJIb30BaTeNLCKOMY HHTepdeiicy [ICY HeoOX0IUMO BBITIOIHUTH CIEAYIOLINE ACHCTBHS:
» Hacrpoiite Opay3ep Ha OTK/IIOYEHHE POKCU-CEPBEPA ISl IJIAThI CETEBOT0 ynpaBieHus [ICY.
* HacrpoiiTe npokcu-cepep, 4To0bl OH He 00padaThiBan yka3anusiid [P-agpec IICY.

Bxoa B cucremy

0O630p

MoskHO ncnonb30BaTh qoMeHHoe uMsi DNS wu cucremustit [P-anpec TICY mis URL-anpeca nnaTepdetica
moJib3oBaTelrs. [Jis BXoaa B CHCTEMY MCIIONB3YHTE 3aBHCSIIEE OT PETHCTPa UMS MTOJIB30BATEIS U TTAPOJIh.
WM monp30BaTeIsl 0 YMOTYIAHUIO 3aBUCHT OT THIIA YICTHOM 3aITHCH:

* apc U IMUHUCTPATOPa U MPHUBIJICTUPOBAHHOTO MTOJIB30BATEIS.
* device JUId OJIB30BaTENs yCTPONUCTBA.
* readonly A HOJIK30BATENS C [IPABAMH TOJBKO IS YTCHUS.

Tak xe cM. pazaen « TUIbl y4eTHBIX 3aUCcen.
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ITpu BXOME B CHCTEMY MOXHO 3a/1aTh S3bIK HHTep(eiica moap30BaTeNs, BEIOPAB €ro U3 PaCKPhIBAIOIIETOCS
MEHIO . Cm. paznmen «CmeHa s3b1Ka HHTEpdEiica moap30BaTeIsN.

Ecmm mpotokonn HTTPS Bxuttouen, IICY coznaer cobcTBeHHBIHM cepTHdUKAT. DTOT cepTH(UKAT
coryacyercs ¢ MeroaaMu mudpoBaHus opaysepa. st moxydenus 6osee moapooHoi nHpopMaIu
CM. Ha

dopmatbl URL-agpeca

Ha6epute ums DNS nmm [P-agpec IICY B mosie URL-anpeca Be6-Opay3epa u Haxxmute ENTER. IIpu ykasanuu
nopTta BeO-cepBepa, OTIAMYHOT0 OT UCTIONB3YEMOT0 1o yMordanuto, B nosiie URL-anpeca o6o3pesaresns Internet
Explorer HeoOxomumo 100aBUTh K HEMY http:// WM https://.

HOPUMEYAHHUE. ITporoxon HTTP oTkirodueH mo ymonrganuto, a mpotokoix HTTPS BxitodueH mo yMordasHuto.

PacnpocTtpaHeHHble coobLeHusi 06 ownbkax B 0603peBaTesisax npu Bxoae B CUCTEMY.

CoobweHune 06 ownbke Bpaysep MpuyrHa ownbKM

«This page cannot be displayed.» (He ynaercst oro6pa3uth

Internet Explorer
JaHHYIO CTPAHUILY.)

WHurepHer-gocryn
HeBo3MoOkeH, uinu URL-
aJpec yKa3aH HENPaBUIbHO.

«Unable to connect.» (He ynaercst ycTaHOBUTH

Firefox, Chrome
COeIMHEHUE. )

Mpumepbl popmata URL. Cm. Takxke «Oxpand Hactpoek TCP/IP mst IPv6oy.

Mpumep n pexkum gocryna dopmart URL

DNS-uma Webl

HTTP http://Webl

HTTPS https://Webl

IP-ampec cucremsr 139.225.6.133 u mopT Beb-cepBepa
o ymorganuto (80)

HTTP http://139.225.6.133

HTTPS https://139.225.6.133

IP-anpec cuctembr 139.225.6.133 unopt BeO-cepBepa
He 1o ymomaanuio (5000)

HTTP http://139.225.6.133:5000

HTTPS http://139.225.6.133:5000

Anpec IPv6 cuctempl 2001 :db8:1:2c0:b7ff:fe00:1100 u
nopt Beb-cepBepa He 1o ymonrdanuro (5000)

HTTP http: //
[2001:db8:1:2c0:b7ff:fe00:
1100]:5000
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lNMepBoOe nogknro4yeHne

[Tpu nepom nmoaxroueHnn k [ICY BaM OyeT nmpeioKeHO U3MEHUTE apoJih (apc), YCTAHOBICHHBIH 110
YMOJTYaHUIO, ISl YIETHOM 3amucy cyrepronb3oBarens. [locne moakiroueHus: OTKPOeTCs 3KpaH ¢ 00IUMHI
ceeeHmsiMu 0 kKoHpurypanuu (Configuration Summary Overview). Ha skpane conepxurcst nHGopManus o
BCEX CHCTEMHBIX MPOTOKOJIAX U MX TEKYIIUX CTaTycax (Hamp., BKIIOYEH/BBIKIOUEH). M0OXXHO BEpHYTHCS Ha
ATOT dKpaH MO3IKeE, UCIONB3Ys cleayromuii myTh: Configuration > Network > Summary.

JloMmanHuii 3KpaH

O630p

Mytb: Hayano

Ha skpane HauaJsio uatepdelica MOKHO IpOCMaTPUBATh aKTHBHBIE CUTHAJIBI TPEBOTH U MTOCTIETHIE COOBITHS,
3alMCaHHbIE B XKypHAIe COOBITHH.

OpmuH WM HeCKOJIBKO 3HAYKOB BMECTE C COTIPOBOAUTEILHBIM TEKCTOM YKa3bIBAIOT HA TEKyIIee pabouee
coctosiaue UBII:

O6o03HaueHue | OnucaHue

Her curnasos TpeBoru: curnans! Tpesoru orcytctBytot; MBI u IICY ¢ynkunonupyror
HOPMAJIBHO.

Ipenynpe:xaeHue: aBapuitHBIN CUTHAT TpeOyeT BHUMAaHU, TOCKOJIBKY HE yCTpaHEHHAS
BOBpEMsI IIPo0JIeMa MOXKET MPUBECTH K MIOTEPE JaHHBIX U MOpue 000pyA0BaHusL.

KpunTuueckoe cocTosinne: KpUTHUECKUN aBapUIHBIA CUTHAJ, TpEOYIOMNI HEMEUIEHHOTO
TIPUHSTHUS MEP.

XM 2N

B BepxHEM IpaBoM YTy KaXKIOTO dKpaHa TaKue ke 3Hauku coobmarot o cocrossauu UBIIL. [Tpu mamudamm
J000T0 KPUTUYECKOT0 WITH MpeyNpeauTeJbHOr0 CUTHANIA TPEBOTH TaKKe 0TOOpaKaeTCsl YACI0 aKTHBHBIX
CUTHAJIOB TPEBOTU.

Jlns mpocMoTpa Beero KypHaia COOBITHH MeNKHUTE JlomoHuTeIbHbIE COOBITHSI.

3Ha4YKN U CCbINKKU

YroOBl yCTaHOBHTSH JIF000H SKpaH B Ka4eCTBE JOMALIHET0 SKpaHa, 0TOOpaxaeMoro IpH BXOJIE B CUCTEMY,
OTKpO#Te 9TOT 2KpaH U MmenKkHuTe 3Hauok ™ B BepxHeil mpapoif yacTy.

H_[CJ'IKHI/ITG ® , YTOOBI BOCCTAHOBUTH 0T06pa>i<e}me AOMAIIHETO 3KpaHa IMpU BXOAC B CUCTEMY.

B HmxHe 1eBOM 4acTH KaXKI0W CTPpaHUIBI HHTEepdelica MpeIyCMOTPEHbI TPH HACTPAaUBAaEMbIC CCHUIKH Ha
rosie3HbIe BeO-cailTel. [1o yMorganuto atu cepliku coaepskar URL-anpeca s cinenyonmx BeO-CTpaHmMII:

* Cchurka 1: cTrpanuia 6a3sl 3HaHUIT BeO-caliTa C TI0JIe3HOH HH(pOpMAITUEH TT0 TTIOUCKY
Y YCTpaHEHUIO TPOOIIeM.

* Ccpuika 2: cTpanuna nH(poOpMauu 0 NPOAYKTax BeO-caiiTa C COTIPOBOIUTENHHOM
nH(pOpMAaIHEH Mo 000PyAOBaHUIO.

* Ccpuika 3: cTpaHuna 3arpy3Kku BeO-caiita C JOCTYIHBIM IPOrPaMMHBIM 00OecTiedeHuEeM
Y MHUKPOIIPOTpaMMaMH.

HepeHaCTpoﬁKa OTUX CCBLJIOK OITKMCaHa B pa3aciic «9KpaH KOH(l)I/IprI/IpOBaHI/ISI CCBIIIOK».
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MoHuTopuHr UBI: meHro «CocTosiHMe»

Memnto «CocTostHIE» TIPEIOCTaBISACT CBEACHMS 0 TeKyIieM coctostauu MBIT u ceTn.

Moskro HacTpouTs MBII 1 ceTh ¢ MOMOIIBIO TapaMeTpoB MeHI0 KoHpurypamun. CM. pa3aeibl
«Hactpoiika napametpoB: 1» u «Hactpoiika napameTrpos: 2».

CwM. crenyrolue pa3aensl:

¢ «UBII B MeHIO cCOCTOSHUS

* «['pynmbl po3eTOK B MEHIO COCTOSHUS

* «Cucrema Oarapeii B MEHIO cTaTyca»

*  «YHHBEpCAITLHBIN BBOI-BEIBO B MEHIO « COCTOSTHHEH)

*  «CeTb B MEHIO COCTOSIHUS

UBI1 B MeHI0 coCTOSAHUSA

MyTb: CocTtosiHue > UBI

3nech oroOpaxarorces ceeeHus o Harpyske MBI, 3apsne Oarapen, HaNpsHKSHUH U ApYras MoJe3Has

UHpOpMAITHSL.

Mone

OnucaHue

Ilocaennuii nepexon

[IpruuHa mociaeHero NepekIrYeHus Ha paboTy oT 6aTapeu (KpoMe IepeKTIoueHHS IPpU

Ha OaTapero CaMOTECTHPOBAHUH).
Buyrpennss
TeMIepaTypa Temneparypa Buytpu UBII.

OcraBuieecsi Bpemst
ABTOHOMHOM padoThI

[ponomxkurensHOCTs padoter UBIT ot 6aTapen mist moaaep:kaHus CyIIECTBYIOMIECH
Harpy3KH.

Bxon UBII

BxonHoe HanpsikeHue

Hanpsokenne nepemennoro toka (B), momysaemoe MBI

BxoaHoe HanpsizkeHHe
Oaiinaca

Hanpspxkerne nepemensoro toka (B), nconesyemoe, xorna MBI Haxoautcs B pexxume
Oaifraca.
Ora ¢yHkuus gocrymnHa He uist Becex WBIL.

Boixoa UBII

BrbixoaHoe HanpsizKeHHe

Hanpsoxenne nepemennoro toka (B), kotopoe MBII nogaer Ha cBOO Harpysky.

Toxk Harpysku

Tok (A), mogaBaeMblil BXOAHBIM HalpsKEHUEM.

BbixoaHast HAarpyska

Harpy3ka, pa3memniaemast Ha Kaxao0ii (paze mogKIFOUeHHBIM 000pynoBanreM (KBA).

Boixoanas
Harpy3ska (%)

Harpy3ska, pasmenaemas Ha Kaxa0i (asze moJKIroueHHBIM 000py0BaHHEM B BHJIC
JIOCTYITHOTO TIPOLIEHTHOTO 3HaueHus (KBA) 0e3 H30bITOYHOCTH.

BobixogHast MomHocTh (%)

Harpyska, pa3memaemast Ha Ka1o# ¢ase HOAKIIOUEHHBIM 000pyI0BaHHEM B BUIE
JIOCTYTIHOTO MIPOIIEHTHOrO 3HaueHus (kBA).

BT Ha BBIXOgE

Harpyska UBII B Buae 40CTYTHOTO IPOLEHTHOTO 3HaueHus (BT).

BA Ha BbIXOg€E

Harpyska WBII B Buae goctymHoro nporneHTHOro 3HaueHus (BA).

Koa¢pduuuenr nosesnoro
JIeHCTBHUA HA BbIX0/€E

[IponeHTHOE 3HAUEHNE BXOJHOTO ITUTAHKS, I0laBAEMOTI'0 HEOCPEACTBEHHO HA HATPY3Ky.
BxonHoe nuTanue, He mojaBaeMoe Ha Harpy3Ky motpebmsercs UBIL.

IMoTpebaenune BIXOAHOM
YHEPTUH

OHeprusi, UCTob3yeMast Harpy3Koi, HaurHasi ¢ MOMeHTa copoca napameTrpos WUBII Ha
3HAYEHHUS 110 YMOJIYAHUIO.
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Mone

OnucaHue

Emxkocthb 0aTapen

[IpouenTHOE 3HaueHne emkocTH O6atapen WUBII, nocTynHOM! At TOAAEPKKH
MOKIJIIOYEHHOTO 000PYIOBAHUSL.

Hanpsixenue 6atapen

HanpsbkeHne nmocTossHHOro Toka Ha Oarapesix.

Buemnue 6aTapeu

UYucno 6arapeii, monkmroueHHbIX K VBII, kpome Bcex BHyTpeHHUX OaTapei.

Crnenyromue napaMeTpbl JOCTYITHBI He Ha Bcex ycrpoictBax MBI

Mone

OnucaHue

HoMmunajibHoe
HaNpsKeHUue aTapeun

Hommuanbnas eMkocTs HanpspkeHus 6atapeit MBI, HanpshkeHne TOCTOSHHOTO TOKA,
KoTopoe Oarapeu HOoIKHBI obecrnieunBaTh, koraa MBII ucnonb3yeT cBoro 6arapero s
BBIXOJTHOTO ITUTAHUSL.

JeiicTBuTeILHOE
HanpsiKeHue
O0aTapeifHOI IMHBI

I[OCTyHHOG INHUTAHUC ITOCTOSAHHOI'O TOKA.

Toxk ycTaBkM BHELIHEr o
O0aTapeiiHoro mxadga

HopmupoBanHbie amriep-4achl (EMKOCTb Oarapeii) barapeiHoro mkada i BHEIIHETO
0aTapeifHOro NCTOYHUKA TUTAHHSL.

Barapeu

Oo61iee yucio 6arapeid (BHYTPEHHUX W BHEIIHUX ), BXOsmuX B coctas UBII.

HeucnpaBHbie 0aTapen

KonnuectBo HencnpaBHbIX Oarapei (6aTapen, KOTOpbIE JIOJDKHBI ObITh 3aMEHEHBI ).

Tok daTapeun

Tok Ha BbIXOIc OaTapeu.

Jara caenyrouuei
3aMeHbI 0aTapeu

Kak u ans ycraHoBieHHBIX KoHTeHHEepoB Oatapeit VIBII, mis 3amMeHs! 6atapeit cymecTByeT
camasi paHHsIsl peKOMEH/yeMasi 1aTa.

HHresiekTya bHbII
MOJY.J1b

Wudopmanus 00 HHTEIUIEKTYAIBHOM MOJTyJie. DTy nHpOpMaluio (Bepcust
MUKPOIIPOTPaMMBbl, J]aTa IIPOU3BO/ICTBA, CEPUIHBIA HOMEP U BepCHs 000PYI0BaHUS ) MOTYT
3aMpOoCUTh MPH OOPAIICHUU B ICHTP TeXHUYCCKOU moanepkku APC.

Bxoanoe HaNpPAKEHUEC

Hanpspxenne nepemennoro toka (B), momy4yaemoe UBII.

BxoaHoe HanpsizkeHHue
Oaiinaca

Hanpsoxerne nepemenHoro Toka (B), uconszyemoe, xorna MBII HaxoanuTcs B pexxume
Oaiimaca.

Bxoanasi yacrora

Yacrota (I'm) nanpspkenus, nomyyaemoro UBIT.

YacroTa

Oo6mas yacrota (') 111 HaNPsDKEHUS HA BXOJIE U HA BBIXOJIC.

Yacrora 0aiinaca

Yacrora (I'n) HampspkeHMs1, ucnionb3yemoro npu HaxoxaeHuu MBI B pexxume Oaiinaca.

BbIxoaHOM TOK

Tok (A), ozaBaeMblii Ha HarPy3Ky.

BbixoaHasi yacToTa

YacroTa (I'11) BEIXOAHOTO HaMPSKEHUSI.

MouHoCTh HATPY3KH

Harpyska UBII B Buae nocrymHoro npoueHTHOro 3Hadenus (Br).

ITostHast MOIIIHOCTH
HArpPy3KU

Harpyska UBII B Bune nocrymHoro npoueHTHoro 3HayeHus (BA).

Monayan

Wnudopmanus o Mmoayisix, yctanoBieHHbIX B BII. Oty unpopmarmio (Bepcus
MHUKPOIIPOTPaMMBI, 1aTa IPOU3BOJICTBA, CEPUIHBII HOMEP 1 BepCHsi 000pyIOBAHNUS) MOTYT
3aMpOCUTH MPH OOPAIICHUH B IICHTP TeXHUYCCKOU moanepkku APC.

CuioBoii MoayIb

Wudopmarnus o CHIIOBBIX MOIYJISIX, yeTaHOBIeHHBIX B IBII. Dta nndopmarnus Moxer
moTpeOOBaThCs TPU OOPAICHUH B IICHTP TeXHUYECKOH moanepxku APC.
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fpynnbl pO3eTOK B MEHIO COCTOSAAHUA

MyTb: CocTosiHue > pynnbl po3eTokK

Orta ¢yskmust qoctymaa He 11 Becex MBI C ee moMoImbi0 MOKHO POCMOTPETH CBEJIEHHS O COCTOSTHAN BCEX
rpym pozetok UBIT. CM. Takxke ««'pynimmbl po3eTOK» B MEHIO YIIPABICHIS» U ««[ pyIIIBI po3€TOK» B MEHIO
KOH(UTYpaLun.

Cucrtema 6aTtapeu B MeHKO cTaTyca

MyTtb: Ctatyc > Cuctema 6aTtapen

Ora ¢pyHKus qoctynHa He i Becex UBIL.

Mone OnucaHue

Craryc cucrembl 0aTapeii

HpOHeHTHOC 3HA4YCHUC CMKOCTHU 6aTapeH HBH, JAOCTYIHOC JI MMOAACPIKAHUA

CocrosiHue 3apsiAKu
MTOJKITIOYEHHOT0 000pYAOBaHNSI.

OcraBuieecsi Bpemst [ponomxkurensrocTh padbotel UBIT ot O6aTapen mis moaaep:kaHus CyIeCTBYIOMIEeH
ABTOHOMHOM padoThI Harpy3KH.
Hanpsiskenue

TOJORUTEIBLHOU MIMHBL | yerpoiicteo MBI moaepkUBaeT MookKUTENBHOE U OTPULIATENBHOE HAMPSHKEHHE
Garapeii.

Hanpsiskenue
OTPHUATEIbHON INHbI:

YuerHblii HOMep
3amacHoro koureiinepa | Homep o kaTanory, KOTOpbIH Hy»HO HCIIOJIB30BaTh IPH 3aMEHE KOHTelHepa OaTapen.
O0aTapen

Crartyc komIuIekTa DaTapei

Kommexr 6atapeii 1, 2... | Homep koMIutekTa 6arapeii, mosryqyaeMblii METOI0M BHYTPEHHEI HyMepaluu.

Cepniinblii HOMep CepuiiHblii HOMEp KOMIUIEKTa OaTapeii.
CocTosHme ConepxuT 1r00bIe CHCTEMHbIE ONIMOKKM KOMIUIEKTOB OaTapeil, BKIII04asi MHANBU Ly aIbHbIE
ommnOku KoHTelHepa. OMHUOKH MPOTOKOIMPYIOTCS KaK COOBITHSL.
CocrosiHrEe KOMIUIEKTa OaTapeid, BKJIIO4asi COCTOSHUS WHIMBHIYJIbHBIX KOHTEHHEPOB.
aHHOE 3HaUeHHE COOOLIAeT, YTO Oarapesi UCIpaBHa, MPUOIIIKACTCSI OKOHYAHHE CPOKa
Craryc

CITy>KOBI OaTaper Win CPOK CITy>KObI OaTaper MPEeBBIIACT COOTBETCTBYIOIICE 3HAUCHHUE
koMILIekTa. OMUOKY POTOKOIUPYIOTCS KaK COOBITHSL.

[enxaute «KomrekT Oatapei 1, 2...», 9T00BI OTKPHITH cTpaHUIly KomiiexT 6aTapeii n.

Mone OnucaHue

KommuiexT 6arapeii 1, 2...
HJIn
BHYTPEHHHUI KOMILIEKT

Cepniinblii HOMep

CepuiiHblil HOMEp KOMIUIEKTa Oarapeii.
(ecJi IPUCYTCTBYET)

Bepcust npomiMBKU Howmep Bepcun komImiekTa GaTapei.

Temnepartypa TemnepaTypa B oTceke OaTapeil, KOTOpyIo epeaeT JaTuuK.
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Mone OnucaHue

OOk, OTHOCSIIMECS TOJILKO K KOMIUIEKTY OaTtapei, He BKIIIoUasi HHIAMBHyalbHbIE
ouMOKM KoHTeiHepa. OMNOKK IPOTOKOIUPYIOTCS KaK COOBITHSI U MOTYT COOOLIATh
CJICYIONIYI0 HH(POPMAITUIO:

* TeMIlepaTypa BHE AHana3oHa
CraTyc KoMILIeKTa « o6wHE OmHGKHA
* OIIMOKH CBSA3U
* OTKJIIOYEHHAsI CTOWKA KOMILIEKTa

* MUKPOIIPOrpaMMa HECOBMECTHMA C 000py/I0BaHHEM

KonTeiinep datapeii 1 u (eciu mpucytctByer) Konreiinep 6aTtapeii 2

JlanHOe 3HaueHKe yKa3bIBaeT, 4To OaTapes UCIIpaBHA, NPUOIMIKAETCS OKOHYaHUE CPOKa
ciry>kObl OaTaper W W3MEpPEHHbIE 3HAYEeHUsI OaTtaper yKa3bIBalOT O IPHOJIMIKEHUN

Cocrosinue N
OKOHYaHHs CpOKa CIIyKObl KOHTEHHEepa.
O1uOKH MPOTOKOIUPYIOTCS KaK COOBITHS.
JlaTa ycTaHOBKH Jarta ycTaHOBKH OTIENBHBIX KOHTEHHEPOB. DTy NaTy MOKHO U3MEHUTD.
IIpornosupyemast WBII BeluucseT BpeMs 3aMEeHbl 0aTape.
1aTa 3aMEHbI TTone Cocrosinue BEIMUCIISIETCS HA OCHOBAHUY DTOM IATHL.
OTo cnenMaNbHBIC JaHHBIC 11 KOHTeitHepa. O0uue ommOKr KOMILICKTa CM.
B BBIIICTIPUBEICHHOM TT0JIe «CTaTyc KOMIUIEKTay. OIMIHOKU MTPOTOKOIUPYIOTCS
KaK COOBITHS M MOTYT COOOIIATh CIICAYIONIYIO HH()OPMAIIHIO:
* OTKJIFOUEHHBIN KOHTEHHED
Craryc

* TpeOyeTcsl 3aMEHUTh KOHTEHHEP
* CIIMIIKOM BBICOKAsI TEMIIEpaTypa KOHTEHHepa: KpUTHIECKast

¢ CJIMIIKOM BBICOKas TEMIICparypa KOHTCﬁHCpaZ OpeaynpeKKaACHUEC. OTO6pa)KaeTC$I
O6I>I"IHO, HO HC BCCrja nepea KpuTuieCKum COO6HICHI/ICM.

YHuBepcanbHbIU BBOA-BbIBOA B MeHIO «CocTossHUe»

MyTb: CocToAAHME > YHUBeEpcCanbHbI BBOA-BbIBOA

Ora ¢yHKIWs qocTynHa He 11 Beex MBI

Temmepatypa u BIAKHOCTE — 37I6Ch 0TOOPaXaeTcs UMsl, COCTOSHUE TPEBOTH, TEMIIEpaTypa U BIaXKHOCTh
(ecnu moaepKUBaETCs) U Kaxaoro gaTauka. lllenkanre uMst naTauka, 9T00bI U3BMEHHUTH UMSI 1
MECTOIOJIOKEHUE UM HACTPOUTH ITOPOTOBBIC 3HAUCHHUS U TUCTEPE3UC. J{OMONMHUTENBHYI0 HHPOPMAIIHIO CM.
B pazgnene «JkpaH « Temmneparypa u BIaxXHOCTE»».

BxoaHble KOHTAKTBI 31€Ch OTO6pa)Ka€TC$I HMs1, COCTOSIHUC TPCBOTU U COCTOSTHUC KAKIOT'O KOHTAKTA (OTKpLIT
nn 33.KpI:IT). Ot JAaHHBIC ABTOMATUYCCKU MOJTYUarOTCA U OTO6pa)KaIOTC$I 3CCh IIPpHU YCTAaHOBKC YCTpOﬁCTBa I
MOHUTOPHHIA oxpyxcaromeﬁ CpCabl. H_[CJ'IKHI/ITC HM BXOJHOT'O KOHTAKTa JJIA IMOJTYUCHUA HOI[pO6HOI‘ O OIIMCaHHs
COCTOSAHWA UJIW JJIA HaCTpOI‘/'IKI/I 3HadyeHui. Eciu HaCTpOﬁKa KOHTAaKTOB BBIIIOJIHCHA, HO OHHM HCAKTHWBHBI, O TH
JAaHHBIC 3J€Ch HEC OTO6pa)KaIOTC$I. I[OHOHHI/ITCHBHYIO I/IH(i)OpMaLII/IIO CM. B pasaciie (<9KpaH «BXO,Z[HBIG KOHTAKTEI»).

Brixoanoe pejie — 31ech 0TOOpaXaeTcst UMSI U COCTOSIHUE Ka)I0TO pene (OTKPBITO WK 3aKPBITO). DTH
JaHHBIE aBTOMATHYECKH ITOJIy4aroTCsa U 0TOOpaXkaloTcs 371ech IPU YCTaHOBKE yCTPOIMCTBA 1JIsI MOHUTOPHHTIA
oKpy>katoeii cpensl. LleaxkHuTe MM BXOAHOTO KOHTAaKTa IJIs TOJTyYeHHS HOAPOOHOTO OMMCAHHSI COCTOSHUS
WIN 7151 HACTPOMKY 3HaYeHnH. JlonoaHnTenbHy0 HHQOpMaLKIo CM. B paszaeine «OKkpaH «BeixomHoe penemy.

[locienne coObITHSI B OKPYsKAOLICH cpejle — 37eCh 0TOOPaXKatoTCsl COOBITHUS, OTHOCAIIMECS K
MOHUTOPHHIY OKpY’Karollel cpeibl, HaIpuMep HapylLleHne opora TeMIepaTyphl WK COOOLICHHE C
IpeIynpeKIeHIEM OTHOCUTEIPHO BXOJHOIO KOHTAKTa MOHUTOPA OKpy»Karomei cpenpl. lIenkHuTe CCBIIKY
«/lomomHUTENBHBIE COOBITUSY, YTOOB! YBUAETH MOJIHBIN CIIUCOK HEABHUX COOBITHII.
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CeTb B ME@HIO COCTOAHMUA

MyTb: CocTosiHMe > CeTb

Ha sxpane cetu coneprxarcst HacTpoiiku [P, umenn nomena u mopra Ethernet. CBeeHUs 10 TIONISAM CM.
B pazaene ««CeTb» B MEHIO KOH(PUTYpaLIUI».

Mnata ceTeBoro ynpasneHus 3 ana UBIM PykoBoacTtBo nonb3oBartens 18



YnpasneHue UBI

DyYHKIIMY MEHIO YIPABJICHUS MTO3BOJIAIOT NPEANPUHUMATD HEMEIJIEHHBIE 1eicTBUs, Biustomue Ha UBII
po3erku. Cpeain HUX €CTh TaK)Ke HEKOTOPhIe (DYHKITUK O0€30MaCHOCTH U CeTeBbIe (PYHKIINU.

CwM. cienyromue pa3aeisl:

* «UBII B MeHIO yIipaBiIeHUS

*  ««[pymmbl po3eTOK» B MEHIO YIPABICHHSDY

* ««be3onmacHOCTE» B MEHIO YOpaBJICHUS

*  ««CeTb» B MEHIO YHOpaBJICHUS

UBI1 B MeHI0 ynpaBneHus

MyTb: YnpasneHue > UBI

Ecnu BBIOpaTh niepekitoyaTens u MeIKHYTh «Jlaneey», Ha CIeayroIeM 3KpaHe OSBUTCS KPaTKuidi 0030p
BBINOJHEHHbIX AeicTBUid. [llenkuure «[I[puMeHUTHY A1 NPOAOIKEHHUS IEUCTBUA.

JlocTymHbIe melcTBHS 3aBUCAT OT TOoTo, mMeeTcs i MIBII ¢ rpymmoit po3zerok. B aByx Tabmumax manee
OTAENBHO PACCMATPUBAIOTCA 3THU CIIyUaH.

» «/letictBus Ha skpane UBII mis yerpoiicts C rpymmaMu po3eToK».

* «/letictBus Ha skpane UBII ms yerpoiicte BE3 rpymnm po3eTok.

Crnenyromue GyHKIHH (PIIakKKOB IPUMEHUMBI K 00CHM TaOTHIIaM.

dnaxox Onucaxue
Jmnst UBIT ¢ rpynnamu po3eTok 3TOT apaMeTp HEAOCTYIIEH, €CJIU OTCYTCTBYIOT KIIMEHTBI
PowerChute (cMm. «KirenTsl cereBoro BoikmoucHus PowerChutey).
Knauenrtsl BribepuTte 3TOT (raskoK 1S yBEIOMIIEHHS BCEX CEPBEPOB, HACTPOEHHBIX Kak KinmenTol
ceTeBoro ceTeBoro Beikao4ennsa PowerChute, kotropsie oOMeHnBaroTcs nHpopmanueit ¢ 3tam WUBI,
BBIKJIIOYEHHUS 0 4TOOBI BEIIOJIHATH BEIKIIOYEHHE B COOTBETCTBHHU CO 3HAYEHHSIMH, HACTPOSHHBIMH B MEHIO
CHTHAJTY [Tapamerpsl ceresoro peikiaouenus PowerChute (cM. ««BbIkiTIoueHHe» B MEHIO
PowerChute KOH(UTYpaIHN).
Opnaxo 31a QyHKIUSA He OyJIET YBEIOMIIITH CEPBEPHI IIPU BBITTIOIHEHUH JEUCTBHH 110
YIPaBICHUIO B pexuMe Oaimnaca.
IpomyckaTh Jannblii napameTp goctyneH tonbko it MBI ¢ rpynmamu poserok. HemenneHHoe BBIKITIOUEHME
3a/1ep:KKH 1IpH po3eToK 0€3 MPUMEHEHHsI HACTPOSHHBIX 3aJePKEK ISt TPYIIT PO3ETOK.
OTKJIIYICHUHU DT0 MOKET MOTPeOOBATHCS B aBAPUIHON CUTYAIINH WX JJIS1 5KOHOMUHU BPEMEHH aBTOHOMHOM
PO3€TOK pabotsl. M B citydae, Korya ycTpoiicTBa Harpy3KH YK€ BBIKJIIOUEHBI BPYUHYIO.
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Bosnee moapoOHbIe cBeAeHNUS 0 3a7ep KKax U MapaMeTpax NpUBEICHBI B pazenax ««BroIkimoueHne
B MEHIO KOHQUTYpanuu», « JKpaH « Y HUBEpCATBHBIN BBOJI-BBIBOI»» U ««[ PYIITIBI pO3ETOK» B MEHIO

YIpaBICHAD.

Deicteua Ha aKpaHe UBMN gna yctpoiicte C rpynnamu po3eTok

DelctBne

OnucaHue

[epe3anmycTuTh
IPYNIbI PO3€TOK
HUBII

[TpumeneHne KOMaH HEMEJICHHOTO BBIKIIIOYEHHSI, TIepe3aIlycKa MUTaHusI IEPEMEHHOTO TOKa
KO BCEM I'pYIIaM po3eToK (cM. ««['pyHIibl po3eTok» B MEHIO yrpasieHus»). Lllenxkante
«/lanmee» u1st MpOCMOTpa AOIOJIHUTEIIFHBIX CBEJCHUI O CHHXPOHHU3ALNH U 3aJIePIKKAX.
BeikitoueHre BBIXOTHOTO HANPSHKEHUS TPYTIBI IEPEKITI0UYaeMbIX PO3ETOK, a 3aT€M OCHOBHOM
IPYMNIIBl PO3ETOK (€CNu MPUCYTCTBYeT). /s mr000i rpynisl po3eToK, K KOTOPOH pUMeHseTcs
9TO AENCTBHE, UCIONB3YETCA 3aA€PKKa, IPOIOKUTEIBHOCT KOTOPOH HACTPOEHa B
napameTpax «IIpoJomKuTeNsHOCTD TIepe3arpy3ku» 1 «3aAeprKKa MpU BKIIOYEHUH ITHTaHUS.
(3aTem rpymniisl po3eTOK BKIIFOYAIOTCS, €CIIN JOCTYITHO TUTAHUE TIEPEMEHHOT0 TOKa OT CETH,
WM 0’KUJIAIOT, KOT/1a Oy/IeT JOCTYITHO MMUTaHUE EPEMEHHOTO TOKa OT CETH, YTOOBI BBIIOJIHUTD
BKioueHne. CM. pasnen «Onucanue rpynmn po3eTok».)

WBII BrimrogaeTcs, eCiiv JOCTYITHO MMTaHIe IEPEMEHHOT0 TOKa OT CETH, WM OKUIIaeT, Korma OyaeT
JIOCTYITHO TIMTAHUE TIEPEMEHHOTO TOKA OT CETH, YTOOBI BBITOJTHUTH BKITIOUCHIIE.

Bkaounrn
TPYNIIbI PO3€TOK
HBII

BkJitoueHre OCHOBHOM IPYIIIBI PO3ETOK (€CIIHM MPUCYTCTBYET), a 3aTeM BCEX IPYIII
MEPEKITI0YAEMBIX PO3ETOK. DTa (PYHKIIUS OTOOpakaeTcs TOJBKO B TOM citydae, ecnu MBI B
JAaHHBIH MOMeHT BKroueH. [enkante «Jlanee» s mpocMOTpa TOTOIHUTEIIBHBIX CBEICHUI
0 CHHXPOHU3AINH U 33/ICPIKKAX.

3arem Biumrouatotcst UBII u rpymnms! po3eTok.

BuIka09nTH
rpynmnbl po3eToK
UBII

BeikitoueHne BHIXOJHOTO HAPSDKEHHS TPYIIIBI IEPEKITI0OYaeMbIX PO3ETOK, a 3aTeM OCHOBHOM
TPYIITBI PO3ETOK (eciu mpUCyTCTBYeT). JItoOas rpymma po3eTok, K KOTOPOil MPUMEHSIETCS 3TO
JelCTBUE, OCTaeTCs BHIKIIFOUCHHOM, IIOKa HX MUTaHUe He OyneT CHOBa BKIFOYeHO. Ll enkHuTe
«anee» 11 pOCMOTpPA IOTIOTHUTENBHBIX CBEACHHI O CHHXPOHU3ALUH 1 3a/IePIKKaX.

IlepeBecTn
TPYyIIbI PO3eTOK
HWBII B cisammid
pesxumM

IIepeson rpynn po3erok WBII B criimuii pexum 3a CUET OTKJIFOUEHUS BBIXOJHOIO HAIPSKEHUS
WBII Ha nepuon BpeMeHH, ONpeIeNIeHHbIN crnenyromumu napamerpamu. llenkuure «lanee»
JUIsL IPOCMOTpPA JOTOJIHUTENbHBIX CBEACHUN O CHHXPOHU3ALUY U 33AEPIKKAX.

* JI;1st TPy PO3ETOK MCHOIB3YEeTCs 3aJiepiKKa, HACTPOCHHAs B TapameTpe «3aepkka Ipu
OTKJIIOYEHHUU MTUTAHUS, TIEPEe]] BBIKIIIOUEHUEM UX TTUTAHUS.

¢ [Tocne BoccranoBienust Bxoguoro nutanus MBII BkiroyaeT BHIXOIHOE MUTAHUE 110
HCTCUCHIH JIBYX 33JaHHBIX MIEPUOIOB BpeMeHH: «BpeMs B crisimieM pekuMey u «3aIepiKKa
TIPH BKITFOYCHUH TUTAHUSD.

3arem MBI Beixmouaercs. 1o ucreuennn BpeMeHH, yKa3aHHOTO JUId apamerpa «Bpems pexuma
cHa» WBII BkmouaeTcs, eciu JOCTYITHO MUTaHUE IEPEMEHHOIO TOKA OT CETH, WITU 0XKUAAET, KOIa
OyZeT OCTYIHO MUTaHUE TIEPEMEHHOTO TOKa OT CETH, YTOOBI BBITIOJIHUTE BKJIFOUCHHE.

IlepeBectu UBII B
pe:xxuM Oaiinaca

Bosspar UBII u3
pe:xxuma Gaiinaca

OTH mapaMeTpsl YIpaBJIOT HCTIOIF30BaHHEM PEeKUMa Oaifriaca, 9To MO3BOJISIET BBIIOIHATH
oocnyxuBanue UBII, He oTKIII0Yast MUTaHUE.

Otu onmum AoCTyHBI Tonbko 1y MBIT Symmetra u HekoTopsIx yerpoiicte Smart-UPS.

JlonoIHUTENBHYI0 HH)OPMALKIO O 33€PKKaX U HACTPOHWKAX CM. B paslenax ««BrIkimoueHue» B
MEHIO KOHQHUTyparum» U ««I pynmsl po3eTOK» B MEHIO YIIPaBICHUS.
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DeiictBuA Ha aKpaHe UBMN gna ycrpoiicte GE3 rpynn po3seTok

B CIIALIMHA PeKUM

DeWctBne OnucaHue
[TpouncxonuT nepesanyck NOAKIIOYEHHOTO 000PYI0BAHUS MOCIIE BBITOIHEHHUS CIEAYIOIINX
oneparuit. (enkaure «Jlamee» s mpocMoTpa JOTOIHUTEIEHBIX CBEICHUN O CHHXPOHU3AINN 1
3a/IePIKKax.)
Hepe3arpy3urn * Brixmouenue nuranus MBI
UBbII * [Iuranue Ha MBII BritoyaeTcs mociie Toro, Kak eMKOCTh 0araper BO3BPAIaeTCsl K
MUHHMAaJIbHOMY 3HAYEHUIO B IPOLEHTAX, 3aJJaHHOMY AJs mapaMmeTpa « MUHUManbHas
eMKocTb Oatapen» («Koudurypamms» - « BeikimoueHne» - «3aBeplIeHUE BHIKITIOYECHUS, CM.
pasnen ««KoHTponupyeMoe paHHEE BBIKIIIOUEHHE) U «3aBEPIICHHUE BHIKITIOUEHHIM ).
Brumrouenne nuranus UBIL. Ota ynakmms otrobpaxkaetcs, ecnu UBII BeixitoueH.
Bxarouuts UBII .
Ienxnure «anee» Ui MPOCMOTPA JONOIHUTENBHBIX CBEICHUN O CHHXPOHHU3ALMHI U 33JIEPIKKAX.
BbIkiI04YNTH Hemennennoe Boikmodyenue Beixoanoro HanpsbkeHust MBI 6e3 3anepsxku BoikitoueHus. MBIT
HUbII OCTaeTCs! BBIKJIFOUEHHBIM, IT0Ka HE OYAET BHINOIHEHO IOBTOPHOE BKIIOYECHHE.
WBII nepeBouTcs B CISIIIUI PEKUM 3a CHET OTKIIIOUEHHUS €0 BBIXOJHOTO HANPSDKEHHS Ha
onpeaeneHHbl nepuoy Bpemenu. Lllenknute «/lanee» s npocMoTpa JONOIHUTENBHBIX
CBEJICHUN O CUHXPOHH3ALUU U 3aJepXKKaX.
IepeBecTn UBII

* UBII otkmrouaer BBIXOJHOC HAITPAKEHHUE 110 UICTCUCHUN BPEMCHH, 3aJaHHOI'O B IapaMeTpe
((33,}16}))1(1(3 BBIKJIFOUCHU A .

» Korza BxosiHoe HanpsikeHue Bo3Bpauiaercs, MBI BkitodyaeT BBIXOJHOE HAPSKEHHUE 1O
WCTEUCHUU BpPEMEHH MapameTpa «Bpems pexnma cHay.

IepeBectu UBII B
pexuM Oaiinaca u
Beisectu UBII u3
pe:xxuma Gaiinaca

OTH ONIKMHK YIPABISIOT UCIIOJIB30BAHUEM peXuMa Oaiiiaca, NO3BOJISIOIIETO OCYIECTBIISTh
00CITyKMBaHUE HEKOTOPBIX ycTpoiicTB Smart-UPS, He oTkimtouas nutanue WBII.

Ilenkuure «daneey» 11t ipocMOTpa TIONOTHUTEIbHBIX CBEIEHUH O CHHXPOHU3ALUU U 3aJIEPIKKAX.

Oty onumu JocTynHbI Toibko 1711 UBIT Symmetra u HekoTopsix ycTpoicTB Smart-UPS.

«Fpynnbl po3eToK» B MEHIO yNpaBrieHus

MyTb: YnpasneHue > pynnbl po3eTokK

Ora ¢pyHKus qoctynHa He s Beex MBI

Hcnone3yiite 3Ty QyHKIMIO AT BKIIFOYESHUS, BHIKIIIOUECHHUS U [IEPE3aIlyCKa OTAEIbHBIX TPy PO3ETOK SIBHBIM
o6pa3om Ha UBII. (Ha 3T0i1 cTpaHuIle mepeuncisiFoTesl IMEHA B COCTOSTHUS KaXkoi rpymmbl po3eTok WBII,
KoTopast Obl1a HacTpoeHa B pyHkuuu Kondurypaums - I'pynnst pozetok; cM. pazaen ««['pymisl po3eTok» B
MEHIO KOHQHUTYpaIUI»).

JInst kaxmoit TpyIIBl pO3eTOK MOYKHO BRIOPATH JIFOOBIC MPUBEICHHbIC HIDKE ACHCTBHUS (FJIH OTMEHHUTH BBIOOD
Bcex JieiicTBuii). Jlanee mpencraBieHbl 0THOPA30BBIC IEUCTBUSI.

* Ecnu rpynmna po3eTok HaXOJUTCSI B COCTOSTHUU BBIKI.:

— Bki. HeMeaJIeHHO

—  BruL. ¢ 32/1epiKkK0ii: BKIIOYEHHE TPYIIITHI PO3ETOK MIPOUCXOAUT CITyCTS OIMPEISIIEHHOE BPEeMS
B CEKYHJaX, 3aJjaBaeMO¢ B ITapaMeTpe 3aaepskika npu Briawgennn nutanns. (CM. pa3aen
««BpIKITIOUEHHEY» B MEHIO KOHPUTYPAITUH. )
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* Ecnu rpynmna HaxoguTcs B COCTOAHUN BKI.:
— BpbIkJI. HeMeaJIeHHO

—  BoIkIL. ¢ 32/1epsKK0ii: OTKIIIOUYCHUE TPYIIIBI IPOUCXOIUT CIyCTS ONPEAEICHHOE BpeMsi B CEKyHIax,
3a]1aBacMo¢ B MapaMeTpe 3a/iepskica npu oTKIIueHnn nutanns (cM. ««BBIKITIOUeHHE» B MEHIO
KOH(UTYpaLUm»).

— llepe3arpy3nTh HeMeIJIeHHO: TPOUCXOJUT MTHOBEHHOE OTKJIIOUCHHUE TPYIIIIbI, 3aTEM OHA
BKJIIOYAETCA CIIyCTS ONpEJeIeHHOE BpeMs B CEKyH/IaX, 3a71aBaeMO¢ B I1apaMeTpe
IponomxnreasHoCTh nepe3arpy3kn (cM. ««BpIkimoueHne» B MeHIO KOHQUTYpamy» ) U
3aiep:KKa NP BKJIIOYEeHUH MUTAHUS.

— ﬂepe3arpy31¢a C 3anepm1<0ii: OTKIIFOYCHUC I'PYHIIBI IPOUCXOAUT CITYCTS OIIPEACICHHOC BPEMSL
B CCKYHaX, 3a1aBa€MOC B IMapaMcCTpe 33[[6[))1\‘1\‘21 Ipu OTKJIIYEeHUM nmurTanusi, 3aT€M OHa
BKJIIOYACTCA CIIYCTA ONPCACIICHHOC BPpEMA B CCKYHIAaX, 3a/1aBAa€MOC B ITapaMCTpe
npO,EIOII'/KHTeIleOCTb nepesarpysku u 3auepml<a IIPA BKJIKYCHUU MATAHUSA.

— BBIKJIIOYUTH HEMEJICHHO, Nepe3alycK MpH nofave MepeMeHHOro ToOKa: IPOUCXOJUT
MIHOBEHHOE BBIKIIIOUEHHE Ipynsl. Yepes onpeaeneHHOe BpeMs, 3aJJaHHOE B CEKYHAaxX B
napaMerpax IlpogoaxutebHOCTD Mepe3arpy3ku 1 3ajiep:kKa NpH BKIIOYEHNH MUTAHUS,
MpOBepsIeTCA, YTO UMEETCs HalpsDKeHne rnepeMenHoro Toka u MBI monnepxuBaet TpeboBaHue
MHUHHMMAJIBHOTO BPEMEHH aBTOHOMHOHM paboThl, a 3aTe€M BKJIIOYAETCs TPYyIIIa.

— BBIKJIIOYHUTH € 32/1ePKKOI, Mepe3anyck NpH nojaye NepeMeHHOr 0 TOKa: OTKIIOUEHHE IPYTIIIEI
IIPOUCXOHNT CITyCTs ONIPENEICHHOE BPEMs B CEKYHIAX, 3aJaBa€MO¢E B ITapaMeTpe 3a/1epikKa npu
oTrJI0vYenuy nuranus. Yepes onpeneraeHHOe BpeMs, 3aJaHHOE B CEKYH/IaX B TapaMeTpax
IIpono/KuTeIbHOCTh Mepe3arpy3Ku U 3ajiep:KKa NPH BKJIYeHUH MUTAHNSA, IPOBEpseTC,
YTO UMeeTcs HalpsukeHue nepemeHsoro toka u MbI1 nonaepxuBaet TpeGoBaHNE MUHUMAIIBHOTO
BpPEMEHH aBTOHOMHOW pPaboThl, a 3aT€M BKJIIOYAETCS FPYIIa.

[Mocne BeIOOpa AelicTBHA MEIKHUTE «Jlaneey A mpocMOoTpa MOAPOOHOTO ONMCAHHS ACHCTBHS, BKIIOUYAs
naHHbIe Beex 3anepxek. Lenkuute «I[IpuMeHNTEY», 4T00BI HOATBEPANTH 3TO IeiCTBUE.

«be3onacHOCTbL» B MeHIO yripaBneHus

MyTb: YnpaBneHue > BesonacHocTb > YnpaBrneHue ceaHCOM

Ha skpanax mpezcTaBieHs! MOAPOOHBIE CBEICHNUS O TTOJIH30BATENAX, BBIMOIHNUBIINX BXO, HCIIOJIB3YEMbIH HMU
uHTepdelic (BeO-uHTEpdeiic monap30BaTeNs WIK HHTepdeiic KOMaHAHON CTPOKH), ux IP-axpec u UTENEHOCTD
NPUCYTCTBHS B CUCTEME.

HpI/I HaJIM4YnHn HeO6XOI[I/IMI>IX paB MICJIKHUTEC UM U IPOCMOTpA CPEACTB aYTeHTI/I(i)I/IKaHI/II/I, HCIOJIB3YCMbIX
JJIs1 IPOBCPKU JIMYHOCTHU MTOJIB30BATCIIA. MosxHO TakXe UCI0Ib30BaTh KHOIIKY 33BepIHI/ITL ceanc oy BeIBOOa
IIOJIB30BAaTECIIA U3 CUCTEMBI.
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«CeTb» B MEHIO ynpaBneHus

MyTb: YnpaBneHune > Cetb > COpocutb/nepesarpysmtb

Hcnonpayiite 3t1 QyHKIMK A7 cOpoca pa3iInyHbIX (YHKLHUH [U1aThl CETEBOIO YIIPaBICHUS U HHTEepdetica
MI0JIb30BATENS.

Deicreue OnucaHue
Iepesarpyska [epe3arpy3ka untepdeiica yrnpasienus (Hanpumep, BeO-uHTepdeiica Moabp30BaTes,
untepdeiica uHTep(deiica KOMaHHOM CTPOKH) MyTEM BBIXOJIA U3 CHCTEMBI.
yupaJieHUst WBII u nnata ceTeBoro ynpaBieHUs He Epe3arpyKaroTcs.

OCTOpPOXXKHO: TTPH BBITIOJIHEHUH ITOH ONepaIiy BCE HACTPOCHHBIC 3HAUYEHUS Oy IyT
COpOIIEHBI K YCTAHOBICHHBIM 110 YMOTYAHHIO.

* Eciu He BbIOpan mapametp nckiirunts TCP/IP, Bce HACTPOCHHBIC 3HAUCHUS U
rapameTpbl cOpPachIBAIOTCS K yCTAHOBJICHHBIM 110 YMOJIYaHHIO, BKIIIOYAs IIapaMeTp,
OIIPEACIIAIONIN, KaK JAHHOE YCTPOMCTBO HOJDKHO MOJTydYaTh 3HAUCHUS KOH(PUTYpaluy

Copocurs Bee 1 TCP/IP n koudurypaunu EAPoL. [To ymonganuto aist napamerpoB koHuryparmu TCP/
IP ucnonwzyercst DHCP, 3nauenue nocryna k EAPoL, «oTkmoueHo».

* Ecnm BEI BEIOEpeTe nmapamerp nckiaounts TCP/IP, Bce cyliecTByronye 3HAYCHUS U
HACTPOMKH, 32 UCKIIIOUEHHEM [apaMeTpa, KOTOPbII ONpeaeIiseT, Kak 3TO yCTPOMUCTBO
J10IKHO noyunTh cBoit TCP/IP, u 3Hauenust kongurypauuu EAPoL cOpackiBaroTcs k
YCTaHOBJICHHBIM I10 YMOJTYaHHIO.

TCP/IP: copoc mapaMeTpa, KOTOPBIH OIpe/IeNsieT, KaK YCTPOHCTBO JOJDKHO MOIy4aTh CBOM
3HavyeHus KoHpurypaunu TCP/IP, Bxitouas konurypanuio EAPoL, koTopas Bo3Bpataercst
K 3HaUCHHUIO «OTKII0YeHO». [1o ymouanuto it mapamerpa koHpurypanuu TCP/IP
ucnone3yercst DHCP, 3nauenune mocryma kK EAPoL — «OTKIIFOueHOY.

Kondurypaumns codbiTusi: cOpacsiBaeT COOBITHS K HACTpOWKaM 1o yMoiuanuio. JIiroboe
ToJILKO KOHKPETHO HACTPOEHHOE COOBITHE WIIM IPYIINa COOBITHH TaK)Ke BEPHETCS K 3HAYCHUIO 110

nepesanycrutp! | YMOTdaHu0. CMOTpHTE «MeEHIO YBEIOMICHUID.

Sunauenns MBI o ymosiyannio: ycTaHOBKA 3HAYEHUH IO YMOJYAHHIO TOJIBKO ISt
napameTpoB UBII, ceTeBble HACTPOMKU HE MEHSIOTCSL.

[TonmTuka ynpagJsenns: cOpoc HaCTPOeK, KOTopble onpenensor, kak [ICY Oyzer
pearupoBaTh Ha CUTHAJIBI TPEBOTH, IIOCHIIAEMbIE YCTPOHCTBOM BBOJa-BhIBOJIA C CYXUMU
KOHTaKTaMHU.

C6poc macTpoex moxker 3amsTh oxono MunyTsL. Hactpoennoe mvs UBII ue Gyner coporeHo
(cm. «Oxpan «MBIT: obmiee»»).
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HacTtpouka napameTtpos: 1

C noMOIIbIO AIIEMEHTOB MEHIO KOH(UTYpaIMi MOKHO YCTAaHOBUTH 3HAUCHUS] OCHOBHBIX Pa00O4HX MapaMeTpoB
UBIT u IICY.

CwM. caenyrouue paszaensl U pasznen «Hactpolika mapaMeTpos: 2».

*  ««['pymmBI po3eTOK» B MEHIO KOH(UTYparum»

* «HacTpoiiku nuTaHus B MEHIO KOHPUTYPALTTN»
*  ««BbIKIIIOUCHNE» B MEHIO KOHPUTYPALIUNY

*  «Dkpan «UBIT: obmee»»

*  «Oxkpan «Pacnicanue caMOIuarHOCTUKI»)

* «[InanupoBaHue BHIKIIOUCHUS»

*  «DxpaH «OGHOBIECHHE MTPOIITHBKU»»

» «Kimentsl cereBoro Beikiirouenus PowerChute»
*  «OKpaH «YHUBEPCATIbHBIN BBOJI-BBIBOI»

¢ «Menro «be3omacHOCTE»

INMPUMEYAHMUE. HekoTopsle nmapameTpbl KOHPUTYpallMi MOKHO YBUIETh Ha 9KpaHe ¢ 0030poM
koHpurypamuu Configuration Summary (Configuration > Network > Summary).

«Fpynnbl po3eToK» B MEHK KOH(Urypauum

MyTb: KoHdurypauma > Mpynnbl po3eTok

Ora pyukmus noctymraa He 11 Becex MIBII. C ee moMoImbo MOXKHO 0TOOpakaTh M HACTPaMBaTh 3a1EPIKKH
PO3ETOK U TOCIIEI0BATEIIBbHOCTEH.

CM. Taxoke «I pynmsl po3eTOK B MEHIO COCTOSIHUS», ««I pyIIBI pO3€TOK» B MEHIO YIPABICHU U
««BBIKITIIOUEHNE» B MEHIO KOH(GHUTypaLuny.

OnucaHue rpynn po3eTokK

['pynmupoBaHne po3eTOK BO3MOYKHO TOJBKO A1 HEKOTOPhIX ycTporicTB MBII. UToOs! onpenenuTs,
nojzepkuBaet i ycrporicto MBII rpynmsl po3eTok, obpatutecs kK fokyMmeHTtanuu no MBII.

HocTtynHbie HacTpolku 3aBucAt ot moaenu UBII.

OcHoBHbIe rpynnbl po3eTok. B HekoTopeix ycrporictBax UBIT monavya nutanus mepeMeHHOTO TOKa
MpelyCMOTpEeHa sl OHON OCHOBHOM TpyYIIBI po3eToK. OCHOBHAS IrpyIa pO3eTOK yIpPaBisIeT
pacnpeaeneHreM MUTaHUA [0 BCeM IpymiaM nepekiatoyaeMbix pozeTok MBI (ecnu onn umerotcs).

* Ecnum ocHOBHAas rpyImna po3eTOK OTKII0YEHa, TO TPYTIITEI MEPEKITI0YaeMbIX PO3ETOK HE MOTYT OBITh
BKITFOUEHBI.

* Ecnu oTKIIOYUTH OCHOBHYIO Ipymiy po3eTok, MBI cHadana oTKitouaeT rpymnisl IepeKItoYaeMbIX
PO3ETOK, a 3aTeM OCHOBHYIO IPYIITY.

» Jlna BKJIFOUEHHUA TPYIIBI TepekiatouaeMbix po3eTok UBIT nomkeH cHavyaia BKIFOUYUTh OCHOBHYHO
TPYIITY PO3ETOK.

Fpynnbl nepeknoyaemMbiX pO3eTOK.

»  Kaxjas nepekirouaeMasi po3eTka MOXET BBIITOJHSTh JCHCTBHS HE3aBUCUMO. MOXKHO 3aITyCKaTh WITH
OCTaHaBIIMBATh 3TH PO3ETKH TI0 MOPSJKY, & TAKIKE MIepe3anycKaTh YCTPOWCTRA, OAKITIOYCHHBIC K 3TUM
po3eTKam.
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HacTpouka rpynn po3eTok

Uma v Tun rpynnbi po3eTok. [IpocMoTpuTte nMs, TUT U 3a7epKku 11 po3eTok UBII Ha skpaHe
Koundgurypamus — I'pynnsl poserok. LledxHAITE IMS TpyIIIBI PO3ETOK B paznene | pynna s n3MeHeHus ee
HACTPOEK, B TOM YHCIIE 33]IePIKEK TOCIEIOBATEILHOCTEH U TapaMeTPOB pacIpeeeHus Harpy3Ky.

MporpammHbie napameTpbl. Hactpoiiku 3aBucat ot yerpoiictBa MbII. Mcnons3yiite mporpaMmmHbIe
rapaMeTpbl, 4TOOBI onpeaennThb, kak BII Oynet pearnpoBaTh Ha KOMaH/bI TOJIb30BATEIS.

Mone OnucaHue
3anep:xkka npu Korma sta rpynma po3eTok BKJIFOUSHa, OHA BEDKHIACT 3Ty 3aJCPXKKY (B CEKyHIAX) MEepen
OTKJIKOYEHUH BBIKJTFOUCHHEM. Y CTAHOBHB 3/I€Ch Pa3HOE BPEMs [Tl PO3ETOK, MOXKHO 3371aTh
MHTAHAS TTOCJICIOBATEILHOCTh UX BBIKITFOUCHUS, T. €. YKa3aTh MOPSIOK, B KAKOM OHH OY/TyT BEIKITFOYATHCS.
Ipoao/KuTEILHOCTD

Po3erka BeDKMIAET 9TO BpeMs 0 Hepe3alrycka.
nepe3arpy3Ku

Korza sta rpynmna po3eTok BBIK/IIOYEHA U IPUHUMAET CUTHAI Ha BKJIIOYEHHE, BEKUJIAET 3TO
BpeMs (B CeKyH/ax) Iepes BKIIOYEHHEM. Y CTAaHOBUB 3/1€Ch pa3HOE BpeMs IS PO3ETOK,
MO>KHO 33JaTh OCJIE0BATENBHOCTD UX BKIIOUEHMUS.

3agep:kka npu
BKJIIOYEHUU MTUTAHUS

MunnmaanHoe
BpeMsl aBTOHOMHOM
padoThl HA BBIXO/1€

[epen noBTopHbIM BKItoueHneM MBI nomken obecrieunTs onpeaeneHHoe MUHUMaIbHOE
BpeMS JUIS TIOAICP>KKN HAarPY3KH.

MapameTpbl copoca Harpy3ku. COpoc Harpy3KHu MO3BOJISCT yKa3aTh YCIOBHUS, BbI3BIBAIOIIUE TOTEPIO
MUTaHUS HA OTJAEIBHBIX TPYIIaX NePeKITI0YaeMbIX PO3ETOK.

IIpumeuanne. Ecnu ncnonp3yercs mapameTp ceTeBoro BeikaoueHust PowerChute amst ynpasieHus
UBII, He pekoMeHAyeTCs UCIIONIBb30BaTh MapaMeTphl BhIKItoueHus anekTpuyuectBa IICY, Tak kak
OHHU MOT'YT KOH()JIMKTOBATh C HACTPOMKAMU TPYIIIBI PO3ETOK, yKa3aHHBIMU B PowerChute.

[Ipumepom ncnonb30BaHus cOpoca Harpy3KH ABJSETCA OTKIIOUEHHE HEKPUTHYHBIX HArPy30K THIIA
MOHUTOPOB, Korma MBI paboraer oT 6aTapen Witu Eperpy eH. ITO MO3BOJISIET COKOHOMUTD 3apsy 6atapen u
MPOJJIUTE BpeMsi paboThl BYKHEHITUX HArpy30K. J[pyruM MprUMepoM SIBIISIETCS BBIKIIOUCHHE aBTOMATHYECKOTO
repes3alycKa mocie Neperpy3Ky ¢ HENbI0 UCCIIEN0BAaHNS IPUYNHBI IEPErPY3KHU ITEPE] IOBTOPHBIM
BKJIFOYCHHEM T'PYIIILI PO3€TOK.

[TapameTpsl MO3BOJISIOT BBIKIIOYATH TPYIILY po3eTok npu codmoaennu JIFOBbIX n3 yka3aHHBIX ycIoBUI:

*  IIpU IPEBBILICHUN BpeMeHH paboThl OT 6aTapen B MUHYTaX;
*  IIPU AOCTH)KEHHHM MHUHUMAJIBHOT'O OCTaTOYHOTO BpeMeHH paboTs! MBIl B MunyTax; (Bpems paboTs —
3TO MPOJOIKUTENBHOCTE paboThl MBI oT OaTapen s moanepkanus TEKyLEH Harpy3Ku);

*  UBII meperpyxeH (TpeOOBaHUS K TUTAHUIO YCTPOUCTB, oaKoueHHBIX K MBI, mpeBrImaroT
MOIITHOCTh, KOTOPYIO MOXeT obecrieunth MBIT).

MO>HO Tak)ke BKIIOUUTH CJIEIYIOIIHNE IeUCTBUA:

o llponyckars 3a/IepiKKY NPH BBIKIOUeHNN Po3eToK. (OTKII0UeHHE TPYIIIBI IPOUCXOAUT
HEMeUIEHHO 0e3 0’KUIaHUsI BpEMEHH, 3a1aBaeMOT0 B CEKyH/IaX B TapaMeTpe 3a/1epikKa 1pu
oTkoyenun nurannsd. [lo yMoT4annio 3TOT mapaMeTp OTKIIIOUEH. )

*  OcraBaThbcs B BHIKJIIOYEHHOM COCTOSIHMH MOCJ€e BO300HOBJIeHNs noaayu nuranus. (Ocraercs
BBIKJIFOYEHHBIM I10CJIE BOCCTAHOBIICHHS IIEPEMEHHOTO HAMPSDKEHUS B CETH. DTOT IapaMeTp OTKIIOUCH
o ymonuanuto, u UBII )xaeT B TeueHne OnpeIelIeHHOIO BpEMEHH, 3aJaBAEMOI0 B CEKYHaX B
napaMerpe 3ajepikika npu BKJIIYCHUN MUTAHNS, a 3aTeM BKIIOYaeT TPYIIIHI PO3ETOK.)

CobbITUA 1 NpepbIBaHUA ANA rPynnbl PO3eToK. M3MeHeHne COCTOSHUS IPYIIIBI PO3ETOK TeHEPHPYET

coOprtue MBI I'pymnia po3eTok BKIWYEHA CO CTENEHbIO cephe3HocTH «Hpopmarmonnasy nim MbII:

['pynna pozeTor BBIKJIOUEHA CO CTETEHBI0 cepbe3HocTH «lIpenynpenutensaoe». @opmaT cooOmeHus 0

coopiTusax: «UPS: I'pymma po3eTok nomep epynnol, ums_epynnsl, Oeticmeue 1o npudure». Hampumep:
UPS: Outlet Group 1, Web Server, turned on.

UPS: Outlet Group 3, Printer, turned off.
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ITo ymMom4aHUIO COOBITHE TEHEPUPYET 3aMKCh B XKYPHATIE COOBITHIA, B DICKTPOHHOU TTOYTE U B CHCTEMHOM
)kypHaie (Syslog).

[Ipu HacTpolike MPUEMHHUKOB MPEPHIBAHUS AT COOBITUI TeHepUpyeTcs npepbiBaHue 298 Bo BpeMsi BKIIOYSHUS
TPYHIBI pO3eTOK U 299 — NpH BBIKIIOYEHUH TPYIIIEI po3eToK. CoobIIeHre 0 COOBITUHN SBISETCS apTyMEHTOM
IpepbIBaHUA. Y POBEHb CEPbE3HOCTH 110 YMOITYAHUIO TAKOH K€, KaK U JISI COOBITHSL.

HacTpouku nutaHma B MeHI0 KOH(purypaumm

MyTb: KoHdurypauma > Hactponku nutaHms

HocTtynHbie HacTpolku 3aBucAt ot moaenu UBII.

HoMuHa/IbHOE BLIX0HOE HAIPsSIZKeHe — 3TO HapsKEHUE IEpeMEHHOro Toka, kotopoe MBII nonaér Ha
HarpysKy npu padore ot 6arapeil. MoKHO HacTpauBaTh CIEAYIOIINE 3IEMEHTHI, 3aBUCSIIIE OT yCTPOMCTRA:

Bepxnee n HmxHee 3HaueHus napamerpa Hanpsienne onpeaenstor auana3ossl, B KoTopbix UBIT
aBTOMATUIECKH PETYJIMPYET BBIXOAHOE HATPSDKEHNE, TIOAaBaeMOe Ha Harpy3Ky. DTO 3alUIIAcT Harpys3Ky.

[Ipu npeBriienun BepxHero 3HaueHust Hanpspkenus: BII ucnonessyer pynkuuto «lloHmkenne
HanpsokeHust APH»; ipu HanpsbkeHun Huke HiokHero 3HadeHus MBI ucnonb3yeT QyHKmio
«IloBbiienne HanpsokeHust APH» (vm nepexmtouaercst Ha paboTy ot 6atapew, eciau MBI He nmeeT
¢ysaxmn «lloBeimenne HampsokeHust APH»).

[Tpu BrimtoueHHoO# GyHKmu Pesxnm coepesxenns sneprun UBII paboraer B pexnme Oaifraca
UCTIONIB3YET dHEPruio Oojee appexTrBHO. OMHAKO B pexKUME COCPEKEHHSI SHEPTUU YMEHBIIIACTCSI
CKOpOCTh Tiepexoia Ha nmutanue ot 6arapeu UBII npu Heooxomumoctu. Ecni B mcnonb3yemotit cpese
HEOO0XOAUMO OBICTPOE MEPEKITIOUEHUE, MOYKHO BBIKITFOYHTD PEXKUM COCPEKCHIS YHEPTHH.

WBII pearupyet Ha MOMEXH B JIMHUYW TIOAa4YH TUTAHUS, IEPEKITIOYASACh HA MUTAHUE OT OaTapeu.
[Tapametp YyBcTBUTEILHOCTE MO3BOJISIET U3MEHUTD BpeMs peakunu MBII Ha nomexu B TUHUM.
Ucnonp3yiite 3HaueHus Ilonmxennas 1 Huzkoe, 9To0b1 mo3Boauts MBI1 mpuHUMATE TT0IBOIUMOE
MUTaHKUE C TIOMEXaMHU B TeUeHHe 0oJiee [UTMUTEIBHOTO TIEPHOJIA, IPEK/E YeM IMEePEKITI0YaThCS Ha
nuTanue ot Oarapeu. Mcnonp3yiite 3nauenne Huskoe, KOraa o moABOIMMOM MTUTAHUU U3BECTHO, YTO
OHO COTIPOBOKIAETCS OOJIBIIIUM KOJTHYSCTBOM MIOMEX B JTMHHUU, HATPUMEP, KOT/[a MUTaHUE TIOJIACTCS OT
reHeparopa.

MouHoceTs pozeTkn B BT: MakcuMallbHasi HOMHHAIbHAS MOIITHOCTh B COOTBETCTBUH C TPEOOBAHUSIMHU
YCTPOMCTB HarpysKu.

Hacrpotiku baiinac onpenenstor yciaoBusi, npu Kotopsix UBII MoXkeT nepexnovarbes B peskuM
Gaiinaca.
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«BblknrovyeHue» B MeHI0 KOHdUrypaumm

MyTb: KoHdurypaumsa > BbiknroyeHue

Hcronp3yiiTe 3TOT 3KpaH JUII HACTPOUKH MapaMeTpoB BeIKitoueHus MBI, cM. ciemyromnryto TaObIuity u pa3men
««KoHTponmupyeMoe paHHee BHIKIIOUEHUE)» U «3aBEPIICHUE BBIKITIOUCHUSINY.

Hayvano BbIkno4YeHus

OmnpenencHue 3a7ep>KeK U MPOIOIDKATETIHFHOCTEH, UCTIONB3YEMBIX ITPH HeoOXoauMocTH BeikmtoueHus UBI1.

Mone OnucaHue

Js UBI, paGoraroriero ot 6arapen, 3TOT mapaMeTp OIpeessieT IIOPOroBoe 3HAYCHNUE OCTABIIETOCS
BpeMeHH padoTHL, 10 rcTedeHnn Kotoporo Ha MBI BKimodaeTces: COCTOsIHME HU3KOTO YPOBHS 3apsiia

IponoskuTe/b- Gatapen. Harprmep, ecimm 1yt mapametpa «l IponornkuTensHOCT paboThI IIPH HU3KOM 3apsizie
HOCTB padoThl Npu | OaTaper» yCTaHOBJIEHO 3HaucHKE B 10 MUHYT M IPOrHO3UpyeMoe ocTasreecs Bpemst padots! MBIT
HU3KOM 3apsijie Jocturaer 10 MUHYT WM MeHee, BKIIFOYaeTCsl COCTOSIHHIE HI3KOrO YpOBH: 3apsiia Gatapen. Ecim ve
OaTtapeun BoccTaHOBUTH TuTanue MBI oT ceTn, OH BBIKITFOUNTCSI, KOr/a OaTapest pa3psiiuTcs.

B cocrostHrm HU3KOTO YPOBHS 3apsia OaTapen Bce KIMEHTHI ceTeBoro oTkimodeHns PowerChute,
cesizannbie ¢ [ICY, OynyT BBIKITIOYCHBI.

PaccunTriBaeTcs 3aaepxka, HEOOX0AUMAs IS TOTO, 9TOOBI y Kaxaoro kiareHta PowerChute
OBLTO BpeMs [T MATKOTO BBIKITIoUeHus, ecu VIBIT mmu ximent PowerChute 3amyckaeT Msrkoe

BBIKJTIOUEHHE.
Makc. TpeGyemast * DTO MakcUMaJIbHAs 3aJIePrKKa BHIKIIIOUEHHsI, HEOOXOANMast JTI00OMY M3 CEPBEPOB B CITUCKE
3a/1epiKKa KJIMEHTOB ceTeBoro BeikiIroueHus: PowerChute.

* OHa paccuuThIBaeTCs NP BKIIOUYEHUN WK cOpoce unTepdeiica ynpasnenns MBI nnunpn
BbIOOpE Napamerpa Buinyowcoennoe coenacosanue U KHonku «IIpuMeHnTsY.
CM. paznen «3azepsKKa BBIKIIIOUEHHS U ceTeBoe BhIKroueHne PowerChutey.

BaszoBas curHanmnsaums BbIKINKYEHUS.

BazoBas curHaausalius Wik «pocTasi CHTHAIU3AIMs» — 3TO MPOCTOH criocod B3auMoaeiictus MBI

C cepBepoM, paboueil CTaHIUel U CHCTEMOI CTOPOHHET0 Mpou3BoauTens. [1nara pacimpenus naTepdeiica
2 (AP9624) — 310 nONONHUTENBHAS IPUHAAICIKHOCTE C oAepKKoi Smart Slot, KoTopast MOJKET 00ecIIeUnTh
npocryto curHanusanuio 1 UBILL ITpocras curnanuzanus UBIT MoxkeT ocylecTBIATh yBEJOMIICHUE U
MSITKOE BBIKITIOUEHUE CHCTEMBI, HO HE IPENOCTaBIsIET (YHKIUI HETPEPHIBHOTO PACIIMPEHHOTO MOHUTOPHHTA,
JIOCTYIIHBIX ITPU PaCIIMPEHHON WM UHTEJUIEKTYaJIbHOM CUTHAIM3ALUY.

IMpumeuanue. [Ipu ucmonp30BaHUN ceTeBOTO OTKIIoUeHUsT PowerChute He peKOMEHIyeTCs
HCITOJTB30BaTh 0a30BYI0 CUTHAIM3AITHIO BEIKITIOUeHUS. J[71s1 HekoTopheix Moneneit MBI takue
¢dyHKINY, Kak 6a30Basi CUTHATU3AIMS BBIKIFOUEHHSI, MOT'YT OBIHATH Ha BhIKIFoueHue MBIT

Y TIEPEOTPEICTUTh MPOJIOKUTEIBHOCT Pa0OTHI PU HU3KOM 3apsijie Oatapeu, KoTopast
ucnoi3yercs nporpammoii PowerChute st pacuera o0miero Tpe0yeMoro BpeMeHU BBIKITIOUCHHS.

Mone OnucaHue
Brxuirounrte napamerp «bazoBas curnanuzanus BeikiitoueHus», eciu Kk MBI nogxitouen
Bba3zoBan cepBep, paboyast CTAaHIUS WITH CHCTEMa CTOPOHHETO MPOM3BOIUTEN C TIOMOIIBIO KaOes
CUTHAJIN3ALHUs 6a3oBoii curHanmszanuu. Brimounre 31y GpyHKImro, ecnu ucronblyemsrii UBIT ve
BBLIKJIIOUEHHS MTOIICP KUBACT PACIIMPEHHYIO CHTHAIM3AIIIO WM HACTPOEH Ha Iiepe/iady CUTHAJIOB C

MMOMOIIBI0 0a30BOI CUTHAIM3AIIHH.
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BazoBas
NPOI0KUTEb-
HOCTBb padoThI IPH
HHM3KOM 3apsijie
O0aTapen

s UBII, pabotatorero ot 6arapeu, 3TOT apameTp OMPeIeisieT IOPOroBOe 3HAUCHUE
OCTaBIIErOCs BpeMeHH paboThl, o ucTedeHun kotoporo Ha MBI BkmodaeTcs cocrosinne
HU3KOTO YpoBHS 3apsna Oartapeun. [Ipu stom MBI BEIMOTHAT cleaAyromue NeHCTBHS:

* OTOOpa3uT yBeIOMIICHHE O HI3KOM YpOBHE 3apsina Oatapeu Ha auciuiee MBI

» OTmpaBHT yBeZOMIIEHHE O HU3KOM YpOBHE 3apsia Oatapen ¢ BII Ha moaxiitoueHHbIE
YCTPONCTBA IO KaOEIo MPOCTON CUTHAIN3AINH.
Ecnu He BocctaHoBUTh nutadue MBIT OT ceTH, OH BBIKIIFOUUTCS, KOTAa 0arapest pa3psiauTcs.

OTa mpoaOIKUTENFHOCTh TOCTYIHA TOJBKO 1t Moneneit Smart-UPS SMT, SMX, SRC,
SURTD u SRT.

ba3oBas 3agepikka
BBIKJIIOYEHHS

Omnpenenser mpoaoDKUTENpHOCTE oxkunanus MBII mocie yBemomieHns o 6a30BoM
BBIKJIFOYEHUH, TPEXK /1€ UeM OH BbIKIIIOUHTCS. [1o ncteuenuu atoro nepuoaa MBI BeikimtounTcs
HE3aBUCHMO OT OCTABIIETrOCS BPEMEHHU pabOThI baTapeu.

Ora 3a/iepKKa JOCTyIIHA TOJBKO IS ompeaeneHHbx Moaeneit Smart-UPS SMT, SMX, SRC,
SURTD u SRT.

I'Ipo.qomKMTen bHOCTb BbIKITHO4YeHUA

OmnpeneneHue nepuoa, Ha KOTOpbI BeIKIo9actcs MBI

Mone

OnucaHue

Bpems B cnsiiem
pexume

OmnpeneneHue MHTEpBalia BpeMeHH, B TeueHue kotoporo MBI coxpaHsieT BIX0IHOE TUTaHUE
BBIKJTFOUEHHBIM NIPH UCIOIb30BaHUH KOMaH bl crsiero pexkuma it UBIT win rpynmst
poszetrok. Korga MUBII uinu rpynna po3eTok BBIKIIOYAKOTCS, OHUM CHOBA BKIIIOUYAIOTCS MTOCIE
3aJJaHHOTO 3/1eCh BPEMEHH B CIISIIEM PEXUME ¢ J0OaBICHUEM BpeMEHH BO3BpaTa HiIu
3aJICP>KKU TIPH BKITIOYSHUH MTUTAHMS JJIs TPYII po3eToK. Ecii muTaHue oT ceTH He ObLIo
B0O300HOBIIEHO K 3TOMY MOMeHTY, VBIT mogoxmeT ero BO30OHOBICHUS 10 BKIIFOUCHHUS.

CwM. pazgen ««I pymIbl po3eTok» B MEHIO KOHPHUTYpaumy Ha cTp. 24.

Komanny crisitiiero pexuma MoxHoO nozath ¢ nomoibto aucruies UBII, «BIT B meHto
ynpasieHus», komaasl SNMP wim mporpammer PowerChute Business Edition.
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MapameTpbl BbiktoyeHusa PowerChute

OHpCI[eJ'IeHI/IC napaMCTPOB BBIKIIFOUYCHU S, UCITOJIb3YCMbBIX MTPU CETEBOM BBIKIIIOYCHUUN PowerChute.

Mone

OnucaHue

Makc. Tpedyemast
3a/iepiKKa -
BbIHYyXK/I€HHOE
corjiacoBanme

INpu BriIIOYEHUHU MTapaMeTpa Buinyocoennoe coenacosanue BHIIONHIETCA cOPOC 3HAUCHUS
«Makc. Tpebyemas 3aepxKa» Ha 3HaueHue napamerpa «[IpogomkurensHoCcTh paboTH IpH
HIBKOM 3apsizie 6arapen». [ICY oTtmpasiiseT makeT OOHOBIEHHOTO COCTOSIHUS Ha BCE
3apeructpupoBaHHbie areHThl PowerChute. 3atem nporpamma PowerChute cpaBHuBaer
NPOJIOSDKUTENFHOCTD PaOOThI PU HU3KOM 3apsiie 0aTapeu, OTIIPaBICHHYIO B 9TOM HaKeTe,

C 06I_HI/IM Tpe6yeMbIM BPEMCHEM BBIKITIOYCHUS U YBCIIMYUBACT COOTBETCTBYIOIIUM 06pa30M
3HaveHne «Makc. Tpedyemast 3a/iepKKay» WM «3a/IeprKKa IPU OTKIIIOYEHUH TTHTaHUSD) JIIs
TPYIIBI PO3ETOK, B KOTOPOW OHA 3aperucTpUpoOBaHa.

[Tporpamma PowerChute BINONHSET NPOBEPKY OCTABIIErocs BpeMeHU paboThl OT Oarapen
kaxable 30 cekyH], CpaBHHBAs IIPH 3TOM o01iee TpeOyeMoe BpeMs BHIKITIOYCHUS C
MPOJIOJKUTENFHOCTBIO paOOThI IPU HU3KOM 3apsifie 6aTapen, ycraHoBieHHOH Ha [ICY.

[Tpu BEIOOpE BEIHY)KACHHOTO COTTIACOBAHUS 33/IePiKKa IIPU OTKIIOYESHUH ITUTAHUS IS BCEX
TPYIII PO3ETOK cOpachIBaeTCs HA TaKOE K€ 3HAUCHHUE, YTO U MIPOJOIDKUTENFHOCTE PAabOTHI IIPH
HU3KOM 3apsijie O6aTapeu.

st pacyera 3HaueHus, HeoOXxoquMoro BceM kineHtam PowerChute, kotopsie
3apeructpupoBanbl Ha [ICY, GyHKIIMN BBIHYKICHHOTO COTVIACOBAHUS MOXKET MOTPEOOBATHCS
0 J€CATU MUHYT. ﬂOHOHHHTeHBHLIe CBE€ACHUA CM. B pa3aiciic <<3auep)1<1<a BBIKJIFOUCHUA U
ceteBoe BoikroueHue PowerChute» Ha ctp. 30.

IloBenenue B
pexume
«OT daTapen»

Omnpenenenue noseaenus UbII mocie BRIKITIOYSHHS TUTAHUS:
* [Tepesamyck nocie BO30OHOBJICHHUS ITUTAHHS — TIOCIIe BO30OHOBJICHHUS IIUTAHUS OT CETH
UBII nepezamyckaercs.
* Brixmouenue 6e3 nepesarycka — MBI ocraercst BEIKIIIOUSHHBIM TKETIOCTIE
BO300HOBJICHUS TUTAHUS OT CETH.

HMms moib30BaTes

BBenure nms nosip3oBarens y4eTHOH 3amic, HacTpoeHHol it PowerChute.

®pa3sa
ayTeHTH(PUKAIUH

Orta (paza ucnonpdyercs uist ayreHTrdukaunu Mmexay PowerChute u IICY Ilo ymosuanuio
aTa (ppasza mycra. Ee Heobxoammo BBectu mo aktuBaru PowerChute.

«KoHTponupyemMoe paHHee BbIKIlOUeHUEe» U «3aBepLUeHUNe BbIKITHOUYEHUs».

Otr pyskuuu noctynHsl He A Becex UBIL. Otu pynkium HemocTynHbl 1 Mmoaeneit Smart-UPS
SMT, SMX, SRC, SURTD u SRT. Nu¢popmanuio 06 ynpaBiieHUH PaHHUM BBIKJIIOYEHHUEM TPYIIIT
PO3€eTOoK Ui 3TUX MoJelel cM. B pazaene «Ilapamerpsl cOpoca Harpy3Ku» Ha cTp. 25.

Oyuknnu «KoHTponupyeMoe paHHEe BBIKIFOUEHUE) TTO3BOJISIOT BRIKIIIOYUTH yeTpoiicTBo MBI, paboTaromiee
ot 6arapew, ipu cobmoaeHuu JIObOI'O n3 yka3aHHBIX YCIOBHIA:

* TIpU NpEBHIIICHIH BpeMeHH paboThl OT OaTaper B MUHYTaX;

*  IIPU AOCTH)KEHUHM MHUHUMAJIBHOT'O OCTaTOYHOTO BpeMeHH paboTs! MBIl B MunyTax; (Bpems paboTs —
3TO MPOJOIKUTENBHOCTE paboThl MBII ot OaTapen s moanepkaHus TEKyIEH Harpy3Ku);

* mpu 3apsje Oarapen HIKE yCTaHOBJICHHOTO TPOIICHTA OT €€ 00IIei eMKOCTH;

¢ IIpyU CHUKXCHUU HATI'PY3KH HaA HBII A0 3aJaHHOTO 3HAUCHU B IIPOLICHTAX.

C nmomoripto nmapamerpa
MOJKHO TaKKe yKa3aTb, HoJnkeH i MIBI1 cHOBa BKIIFOUUTBCS TIOCIIE BOCCTAHOBIICHHS TUTAHUS
MEPEMEHHOTO TOKA B CETH.

OyHKINK 3aBeplieHne BBIKJIIOYEeHHS T03BOJISIIOT YCTAHOBUTH YCIIOBUE M BPEMS 3a€P>KKH [UIs CIydacs,
korza MBII MoxeT cHOBa BKJIFOUMTHCS NTOCIIE BOCCTAHOBIICHUS MUTAHUS IEPEMEHHOTO TOKA B CETH.
B 3aBucumocTu ot moznenu MBII MOXkHO yka3ars 3HaUeHHE b5 8105

Jo moTopHoro Bkmouenust MBII.
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3agepkka BbIKNKO4YeHUs1 U ceTeBoe Bbikn4veHne PowerChute.

B crnenyromem paznene onrcano, kKak mapameTpsl «I1pomomKuTeTbHOCTS paboTh TP HU3KOM 3aps/ie
Oarapen», «Makc. TpeOyemas 3aJiepiKKay» U 3aJePKKU BBIKIIFOUEHUS ISl TPYII PO3ETOK BIUSIOT Ha
MOCIIeI0OBATENILHOCTh BhIKIIOueHUs: PowerChute.

JlonoHUTENBHY 0 HH(POPMAILIMIO O MOCIIEA0BATENBHOCTSIX BhiKIItoueHUsI PowerChute cm.
B svixnrouenuro PowerChute.

Jnst o6omx tumoB MBI, ¢ rpymmamu po3eTok U 6e3 HUX, BPeMs BRIKITIOUCHHS ONPEACIIICTCS ITyTeM
B3aumogeiicteus [ICY ¢ mporpammotii cereBoro BeikitoueHust PowerChute cinenyrommm o6pazom.

HBII 6e3 rpynn po3eTok

s UBIT BE3 rpymnn po3eTok Bpemst BRIKIIOUECHUS — 3TO OoJiblliee U3 3HaYeHu Vakc. Tpedyemas
3ajepikka u [IpogokuTe/IbHOCTL Pa00ThHI IPH HU3KOM 3apsijie 0aTapeu Ha SKpaHe BhIk/I04YeHne IUIATHI
CETEeBOTr0 yIpaBJeHUs IJII0OC HEHACTpanBaemas 2-MUHYTHas 3aJepKKa TTtoc Bpems 3aaepxku g MBI

Hauvano BbiknioyeHus UBI MBI BbIkNoYeH
L 4 l
MpogomknTenbHOCTL PaboTh NPK HU3KOM 3apage baTapeu unu HeacTpauBaemas 3anepxka
Makc. TpeGyemas 3agepxka ABYXMUHYTHas B""“;I'g‘l‘_le"““
3aepxka

® | | | | | | | | |

MBI Ge3 rpynn po3eTok — BPeMsi BbIKIHYEHNS B MUHYTaX

pumeyanus:

«Ecnu BbIKIIIOYEHUE OBUIO MHUIIMMPOBAHO COCTOSHUEM HU3KOIO YPOBHS 3apsiia Oarapew,
MPOJIOJDKUTEINBHOCTD pabOTHI IPH HU3KOM 3apsizie OaTapen nmeeT 0oJiee BBICOKHUIH MPUOPUTET, YeEM
MaKcHUMalbHas Tpedyemasi 3a/IepiKKa.

«Uckmouenuem spisirores Monenu MUBIT ¢ npedukcom SUM, Ha KOTOPBIX TPYIIIBI PO3ETOK UCIOIb3YIOT
merton st UBIT 6e3 rpymm po3eTok [yt pacueta BpeMeHH BbikitoueHus UBII.

HUBII ¢ rpynnamMu po3eToxk

s MBI C rpynmnamMu po3eTOK BpeMsl BEIKITFOUEHUS — 3TO 3HAYCHUE 3a/1ePIKKA IIPU OTKIHYeHUN TN TAHNS
Ha KkpaHe [ pyInbl po3eToK IJIaThl CETEBOTO YIPaBICHUs, CM. ««['pyIIIbl PO3eTOK» B MEHIO KOH(PUTYPAITUNY.
(HdoctymHo He Ha Bcex ycrpoiictBax UBIL.)

Havano BbIkntoyeHus 'pynna poseTok
rpynnbl PO3eToK BbIKINIOYEHa

3apepxkka Npu BbIKIHYEHUM ANIA TPYNNbI PO3ETOK
(akpaH «pynnbl po3eToK» NMaThl CETEBOro ynpaseHus)

&L | I_ |

MBI ¢ rpynnamu po3eTok — BpeMs BbIKIOYEHUSA B MUHYTaX
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IIpumeyanus:

JIONOMHUTENBHYI0 HHOOPMAIIHIO 0 TIOCIEA0BATeIbHOCTAX BhIktoueHuss PowerChute cM. B paszaene
«Sample Shutdown Scenarios» (OOpa3ITbl ClIeHAPHEB BBIKITIOUCHI )

[pu cpaBHEeHNH TpeOyemoro BpemeHH BhIKITIOUeHM PowerChute 1 MakcumanbHOH TpeOyemoit
3aJIEpKKH JIN0O 3a7ep KK MPH BBIKITIOUEHUH 1S TpynIisl po3eTok Ha [ICY ucnoneiyercs Gobluee
3HaueHue. Hampumep, ecinu 111 IpOIOKUTENBHOCTH BBIKITFOUEHHUS B KOMAaHIHOM CTPOKE KIIMEHTa
PowerChute yctaHOBIIEHO 3HaYeHHE 8 MUHYT, HO IPOJIOIDKUTENBHOCTD paboTsl MBI mpu Hu3KoM
3apsne 6arapeu cocrapisier 10 munyT, [ICY Gyner ucrons3oBars Oombinee u3 3HadeHui (10 MuHyT)
JUTS. MAaKCUMAaJIbHOU TpeOyeMOit 3a/IepiKKH.

[Ipu BeHYX)HcHHOM cornacoBanuu [ICY onpammBaet kueaToB PowerChute Ha mpeamer
YCTaHOBJICHHOTO Ha HUX TpeOyeMOro BpeMEHH BRIKIIIOUYCHUS. B pe3ynbraTe 111 OOHOBIICHHS
3HAYCHUI MaKCUMAJIbHOM TpeOyeMOol 3aJIepKH WK 337 KKU TPU BBIKITFOUSHHH JIJISI TPYTIITBI
PO3ETOK MOKET MOTPeOOBATHCS J0 ICCSTH MUHYT.

PowerChute He n3MeHseT 3HaUeHUE
Ha IIJIaTe CETEBOTO YIPABJIECHUS.

3HaveHue PowerChute Network Shutdown Bepcuu 3.x u BbIlIe He
HCIIOJIB3YETCs IIJIATOM CETEBOr0 ympasiieHus 1o oTHoleHuo k UBII ¢ rpynnamu po3erok.

JKpaH «UBIl: obwee»

MyTb: Kondwmrypauusa > UBT

OTOT 3KpaH noctymeH He ais Beex UBIIL.

Hexkoropslie n3 hyuknmii, onucanHbIX najee, MoryT HE oroOpaxatncst mis HekoTopbix WBIL.

Mone OnucaHue
HNmsa UBII Wwms qist unentugukanmu MBI,
®usznyeckas ycraHoBka UBII: ycTaHOBKa B CTOMKE WM B BUAE OTAEIBLHOTO
IMo3umusa UBIT Y Y A
6J10Ka (HaroJbHas ).
3BYKOBOIi cCUTHAJI BxuttoueHue 1M BBIKIIFOYEHNE 3ByKOBOM CUTHATIM3ALIMH, & IJIs1 HEKOTOPBIX YCTPOICTB
TpeBOrn UBIT MoxxHO 3a7aTh yCI0BHE, IPU KOTOPOM paboTaeT 3BYKOBAsi CUTHAJIM3AIHS.

S3bIKOBBIE HACTPOMKH
JKUIKOKpUCTAINYeckoro | OmpeneneHue sA3bIKa, ncnoiabp3yeMoro Ha quciiee VBIT
JUCILIest

BeikitioueHre 1y BKIFOUSHHE IOCTyIa K 3anuck B uHTepdeiice qucruiest UBIT.

Ecimm JAOCTYII BBIKJIFOYUCH, IMOJIB30BATECJIb MO-MIPEKHEMY UMECT JOCTYII HA YTCHUEC

KK-nucniei
OOJIBIITMHCTBA KPAHOB, HO HE BIOKCHHBIX SKPAHOB MCHIO « Y TIPABICHHUE) U

«Konduryparmsy.
Bpewmst npexynpesxaenusi | YcTaHOBKa BpeMeHH (B IHSX) J0 MOSIBICHUS] KPUTHYECKOTO CUTHAIIA TPEBOTH O
CUI'HAJIA TPEBOTH O 3amene Oatapen Ha JKK-gucmiee UBI1. Ycranosure 3Hauenue -1, aroOsr HE
COCTOSTHHM DaTapen 0TOOpaXkaTh MPEIYNPEKIAAIONICE YBEIOMIICHHE.

YcraHoBka BpeMeHH (B JHAX), B TEYCHUH KOTOPOT'O CUTHAJI TPEBOTH OaTtapen
KK-3xpana UBII He oToOpakascs mocie mepBoro MoATBEPKACHUSA. Y CTAHOBUTE
3Ha4YeHUE -1, YTOOBI HE 0TOOPaXKATh AOMOTHUTEIILHBIX MPEIYNPEKICHAN OCIIe
MOJTBEPKACHUS IEPBOTO NPEAYIPEKICHHUS.

Bpems cHa, curaJ
TPEBOTHU 0 COCTOSTHUM
O6aTapen

IMocaennss 3aMmeHa

BBox mecsmia u rona mocnennei 3amMmensl 6atapen MBI
O0aTapen
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Mone OnucaHue

Konuyectso Oarapeii, HCKITIOYast BCTpOCHHBIC OaTtapeu, umeroruecs B IBI1. Ha
HEKOTOPBIX YCTPOMCTBAX, B KOTOPBIX HCIONB3yeTcs Ooee 16 Garapeii, Hy)KHO
nmobaBiathk mo 16 Gatapeit (16, 32, 48 u T. 11.), HO 3aTEM ATO YUCIO MOXKHO
CKOPPEKTHPOBATH JI0 HY)KHOTO 3HAYCHUSI.

Yucao 0arapeit
HnJIn

BHewmnue 6aTapen

Buemnnii 6aTapeiiHbIii HopmupoBaHHble amrep-4acsl (eMKOCTh Oartapeii) OarapeiiHoro mkada s
mkad BHEITHEro 0aTapeifHOro NCTOYHHUKA ITUTaHMUSI.

C HIOMOILIBIO 3TOTO MOJISi MOYKHO U3MEHHUTh CKOPOCTH 3apsiaku Oarapeit UBII B
nporienTax. 3aech 100% mpeacTaBisiOT CKOPOCTh 3apSAKU, PEKOMEHIYEMYIO
npousBoanTeneM. Hanpumep, 4ToObI yBEIHYHTH B JBA Pa3a CKOPOCTh 3apsIKH,
yctanoBure 3HaueHue 200%.

Hanpumep, korja asisi CKOpocTH 3apsiiku 6aTapen ycTaHoieHo 3HaueHue 100%:

* [Ipu yBenmaeHnn o01Ieii eMKOCTH OaTapeu TOK 3apsaKu OaTapew,
MOTaBaeMBbIii 3apsiTHBIM yeTpoicTBOM [utst OaTapen MBI, aBTomatndaeckn
YBEIMYUBACTCS, YTOOBI COXPAaHUTH CKOPOCTh 3apsuku 100%, u ckopocTb

3apsIKH MEHATH HE TpeOyeTcs..
CxopocThb 3apsiiku P Tpedy

Garapen * [Ipu ymeHbIIeHHN 00IIel eMKOCTH OaTaper TOK 3apsiIKku OaTapew,

M0TaBaeMBbIii 3apsTHBIM yCTpoicTBOM [yt Oatapen MBII, aBTomatndaeckn
YMEHBIIIAETCs, YTOOBI COXPAHUTh CKOPOCTH 3apsaku 100%, 1 ckopocTh
3apsIIKH MEHATh HE TpedyeTcs.
JlononHUTENbHY0 MHOOPMALIHIO O EMKOCTH 0aTapen cM. B pyKOBOJICTBE
nons3oBarens UBIL
Brumanwne! 3apsaka mpu CIUIIKOM BEICOKOH CKOPOCTH MOYKET TIPUBECTH K
3aKUITAHUIO W/UIn YTCUKE 3JICKTPOJINTA W/VUTH TIOBBIIIIEHHIO JaBJICHUA ras3a.
He u3MeHsiiTe 3Ty HACTPOWKY, €Cii He 001a/1aeTe TOCTATOYHBIMU 3HAHUSIMU
B 3TOI obmacTu.

VYxkaxute tun 6arapey, rae VRLA — 3to «Valve Regulated Lead Acid» (cBuHIIOBO-
Tun 6aTapen KHUCIIOTHAsE OaTapesi ¢ KJIanaHHBIM PEryIHpOBaHHeM), 2 BeHTHIMpYyeMas siuelika —
9TO0 GaTapest ¢ JKMAKAM JJIEKTPOITUTOM (KaK B aBTOMOOKJISIX).

Hcnonp3yiiTe 3TOT MapaMeTp s OnpeesieH st 001ieit emxocTu 6arapeii UBIT ot
7 1o 200 ammep-yacoB (A-4). ITO 3HAUCHUE UCIIOJIB3YETCS ISl OLICHKU BPEMCHH
paboTHI M oIpeieNIeH s TOKa, He0OXOMMOTO JUI 3apsaaKy Oarapei. Ecim Ha
O0mas emrocThb 6aTapen | ucnonszyemoMm MBII nmeercs mapamerp «O0mas eMKOCTb 6aTapeny,
OOHOBIISIITE €ro 3HaueHue rpu Jodasiaenun 6atapeii B MBII wnu u3Bneuennn nx
n3 UBI1. lonomHuTeNpHYI0 HH)OPMALIIIO O EMKOCTH OaTaper CM. B pyKOBOJICTBE
nonb3oBarens UBII.

JKpaH «PacnucaHne camoanarHoOCTUKN»

Mytb: UBM > KoHdurypauma > PacnucaHme camoanarHoCTUKN

Hcnonp3yiiTe 3TOT mapaMeTp sl HACTPOMKU BPEMEHU 3amycka caMmoauarnocTuku Ha MBI
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nHaHVIpOBaHVIe BbIKITHO4YEeHUA

MyTb: KoHdurypauma > MNnaHmpoBaHue

Ora ¢pyHkuus nocrynHa He i Becex MBIl OyHKInM mIaHupOBaHUS CaMOTECTHPOBAHUS OTJIMIAIOTCS IS
paznbix ycrpoiicts UBIL.

IIpumeyanne. He co3naBaiite HakmaapIBaroOLMECs ApYr Ha Apyra pacnvcanust. [Ipumep HakiaabIBarOIMXCs JpYyT
Ha JJpyTa pacIiCaHUi BEIKIIOUEHN: exkeHeBHoe BoikmoueHue ¢ 20:00 no 21:00 u pa3oBoe BoikoueHue ¢ 20:10 no
20:30. Hanosxenue pacnvcaHmnii BEIKITFOYESHUS MOYKET IPHBECTU K HEM3BECTHBIM U HEITPOBEPEHHBIM PE3yIIbTaTaM.

Ona oboux napameTtpoB: UBI n «pynnbl po3eTok»

Moxno HacTpouts BoiKIroueHue a7t UBII B o6nactu UBIT unu A7 OTASIBHON TPYIIIBI EPEKII0YaeMbIX
PO3eTOK (eCIT BO3MOXKHO) B 00J1aCTH [ PyIIbI po3eToK.

[Tpu Be1O0Ope UL wmm I'pyniisl pozeTok M00bIe HACTPOCHHBIC PACIIHCAHMS OTOOPAKATOTCS BIOIb BEPXHEH
4acTH IKpaHa C MOAPOOHBIMU CBEACHUSMU, BKJIFOYAst CBEJACHUS O TOM, BKIIFOUCHBI OHU WJIN BHIKITFOUCHBI.

PepakTtupoBaHue, BKIIHOYEHME, OTKIIOYEHUE UNnn yaarneHue 3annaHMpoBaHHOIO BbIKMHOYEHUS.
[llenkHuTEe UM pacIIUCaHUS B CIIMCKE PacIUCaHUM, pacnoiokeHHOM BioJib dkpaHa MBI umu ['pyniibi
pozetok. OToOpakatoTCs MOJTHBIE CBEICHUS, © MO’KHO U3MEHHUTH TTapaMeTphl. B TOM 4rciie MOXXKHO BpeMEHHO
BBIKJTIOUHUTH YCTPOHCTBO, CHSB (PrIakoK Br/i0unTh, MK yJAIUTh YCTPOHCTBO MOTHOCTBIO.

Co3paHue pacnucaHus BbiknoveHun BT nnu rpynnbl nepekntovyaemMbix pO3eTOK.

1. B pazgene Ilnanuposanue BeiOepure UBII wim rpynimy pozetok.

2. HUcnonw3yiiTe nepekoyaTesy Iy BeIOOpa THIIA BHIKIIOYCHUS, KOTOPOE HAJI0 3aIlJIaHUPOBATh:
OnHopa3oBoe BoIKiIIOUYeHHE, E:keTHeBHOE BHIKIIOYeHHEe Wn EikeHee/ibHOe BHIKJIIYEHUE, 3aTEM
HICTKHUTE KHOMIKY /lasee,

3. UYroObl BpeMEHHO OTKIIOYUTH PacTiCaHUe, CHUMHUTE (QIaXoK BrIiounTh.

4. VYkaxuTe UM, a TaKKe JaTy U BpeMs ISl paCIHCaHUS.
J1s1 exxeHeIeTbHOT0 BBHIKITIOUCHUS YKKUTE HHTEPBAI B PACKPBIBAIOIIIEMCSI TIOJIE.

5. yKa)KI/ITe, JOJIDKHO JIU YCTPOﬁCTBO HWJIN TpyIina poO3€TOK MOBTOPHO BKIIFOYATHCS IMMOCJIC BBIKIITFOYCHUS !

[ToBTOpHOE BRIIOUEHNE: YKOKATE, OyaeT 1 BKitodathes BI1 B KOHKpETHBIN JeHL M B KOHKPETHOE
Bpemsi: Huroria (MBI Bkiarouaercs Bpyunyto) unu Hemennenno (MBI BkirounTes mocie oXuganus
B 6 MUHYT).

TonpKko TS TPYIIBI PO3ETOK YKAXKHUTE TPYTITY AJIS BBIKIIOUSHHS, IIETKHYB COOTBETCTBYIOIIYIO KHOTIKY.

KauenTsl ceTeBoro Buikaudenns no curaany PowerChute: ykaxwure, cIeayeT JIM YBEAOMIIATH KIINESHTHI
PowerChute; cMm. paznen «KmmenTs! cereBoro BeikioueHus PowerChutey.

Ot napaMeTphbl MMO3BOJIAIOT UCIIOJIb30BATh YTUJIUTY CETCBOT'O BBIKJIIFOUCHU S PowerChute JJIsL
BBIKJIFOYCHUA 10 50 CCPBCPOB B CCTHU, TAC UCIIOJIB3YCTCA KIIMCHTCKAsA BEPCUA 3TOM YTUIIUTHI.

JKpaH «OOHOBMEeHUe NPOLUNBKU»

MyTb: UBMN > KoHdurypauma > O6HoBNeHMe NPOLUMBKU

Ora ¢pyHKuus qoctynHa He i Becex UBIL.

OT0 0OHOBIEHNE OTHOCUTCS K npoususke Ha MBII. He myTaiite ¢ oOHOBIeHHeM npoutuBku [ICY
(cm. paznen «Ilepenaua daitnosy).

CrenyiiTe MHCTPYKUUAM Ha 9kpane OOHoB/IeHNe NPOIINBKI, YTOOBI OTPENEIUTD, HYKHO JIH
BBIKITIOUNTH BEIX07 MBII mepen 0OHOBIEHHEM TPOITMBKHA. JTO 3aBHCHT OT OIPEACTICHHON MOICITH
UBIL
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IIpumeuanne. [y mpocMoTpa sKpaHa B Internet Explorer®

HCHOHLByﬁTC BEpPCULIO 6pay3epa 10 vy BEIIIE ¢ BEIKIIOUCHHBIM IMPOCMOTPOM B PEIKUMEC

COBMECTUMOCTH. DKpaH OOHOBJICHUS MTPOIIUBKH HECOBMECTHM C Opay3epoM Edge®.

Brimonnute 310 feiicTBus A5t 0OHOBJIEHNUS IPOLIMBKH. (AJBTEPHATUBHBINA CIIOCO0 CM. TaKXkKe B paszeie
«Ucnonb3oBanue FTP ans o6noBneHus npomusky MBID».)

1. HMudopmarmmro 1o nmosyueHuo ¢aiia ¢ 0OHOBICHHEM MPOIIUBKY U JANbHEHIINE HHCTPYKIHN CM.
B CTaThsIX C WACHTH(PHUKATOPAMH u B 0a3e 3HaHMU Ha

Bribepute -
[llenkHUTE KHOTIKY W HAWANTE 3arpy>KEHHBIN (aily1 0OHOBIIEHHS Ha KOMITBIOTEPE.

[[enkHUTE KHONKY , 9T0OBI 00HOBUTH TIpormBKy MBI

nok wn

ITo 3aBepieHMH OOHOBICHHS IPOBEPHTE COCTOSHHUE B paszeiie u
WIH B )KypHaJe COOBITHH.

Oonosaenne npomusku UBII ¢ USB-nakonuress (Toiabko AP9641 nin AP9643)

IIpexne yem oOHOBIATH NpowmuBKy WUBII, yoeanutecs, uto USB-nakonmurens nognepxusaer USB v1.1 u
otdhopmatupoBat B ¢aitnoBoii cucteme FAT, FAT16 wm FAT32.

1. BcraBsTe USB-nakonurens B moptT USB Ha koMIbIOTEpE.

2. OTKpoOHTE CTaThU u B 0a3e 3HaHMII Ha , UTOOBI 3arpy3UTh
NpaBWIBHBIN (aiin oOHoBeHus npomuBky it MBI, u coxpanute daiin B kopHeBoM karanore USB-
HakonuTe s Wik B karajore /upsfw/ na USB-nakomnuTerne.

3. Ussnekute ycrpoiictBo USB, comepkaiee haiiyl NpOLIMBKY, U3 IOPTa KOMIIBIOTEPA U BCTaBbTE €0 B
nopt USB nHa IICY.

4. Ortkpoiite BeO-unTepdeiic IICY u nepeitnure B pasnen
Br16epute daitsr mpommBKY B pacKpHIBAIOIIEMCS CITHCKE IO ITaHeIbi0 00HOBIeHHs ¢ USB-HakomuTemsI.
6. Haxwmwure KHOTIKY , 4TOOBI 00HOBUTH TpomKBKY MBII.
MNPUMEYAHHUE. JI1s1 0OHOBJICHHS MOXET MOTPEOOBATHCS HECKOJIBKO MUHYT. He
n3pnekaite yctpoiictBo USB u3 IICY, noka o6HoBNeHue npommmeky MBI He Oynet
3aBepmreHo. Econ USB-HakomuTe s OyIeT W3BJICUCH 0 3aBEPIICHUS OOHOBIICHNUS,
0OHOBJIEHUE HEe OyJET BHIIOJHEHO YCIEIIHO.

7. Tlo 3aBepireHnH OOHOBIICHHUS POBEPHTE COCTOSTHUE B Pa3/Ieie
WJIH B KypHAJe COOBITHIA

Ucnonb3oBaHue FTP ansa o6HoBneHnsa npowunsku UBII

Ecnu Heo6x0muMo 0OHOBHTH CIUIIIKOM MHOTO ycTporicTB MBI, MoxHO cnenaTs 3To O6picTpee ¢ momortsio FTP.
[Ipumep HY)HBIX JeHCTBUI IPUBEEH B CIEMyIOIIeH Ipolienype. TOT CIOco0 SBISIETCS aJIbTePHATHBHBIM
croco0y «Ikpan «OOHOBIIEHUE TIPOIITHUBKU»Y.

HNPUMEYAHHE. IIpotokon FTP oTkmtodeH mo ymon4aHuio. Bkiounre ero, npexie uem
poxosnkuTh. CM. pazaen «kpaHn cepBepa FTPy».

1. Wuadopmanuro 1o moaydeHuto ¢aiiiaa ¢ 0OHOBICHHEM MPOIIUBKHU U JATBHEHINIE HHCTPYKIIUHA CM. B
CTaThsIX C HJCHTH()HUKATOPAMU u B 0a3e 3HaHMIT HA

2. Tlepenaiite daiinm ooHOBIIeHU 10 FTP B katanor upsfw Ha miate, 9T00BI Ha4aTh MTPOIIECC OOHOBICHHUS.

ITepenada mpomuBku 1o FTP MoxkeT ObITh IpepBaHa, eciiu daiiia 0OHOBJICHUS TOBPEKICH HUITH
Henpumenum ais UBIT.
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[Tpumep 3arpy3ku ¢aiina odHoBIEHUS ¢ mOMOILbI0 KoMaHasl DOS FTP:

S ftp <Ampec cereBoll njaTe IICY>
Connected to <Anpec ceTreroMm mjaTe I[ICY>.
220 AP9641 Network Management Card AOS vX.Y.Z FTP server ready.

User (<Azmpec cereBol njatTe [ICY>: (none)): apc
331 User name okay, need password.

Password:

230 User logged in, proceed.

ftp> bin

200 TYPE Command okay.

ftp> hash

Hash mark printing On ftp: (2048 bytes/hash mark).

ftp> cd upstw

250 CWD requested file action okay, completed.

ftp> put «<IyTp k odalny npoumBku MVBII>»

200 PORT Command okay.

150 File status okay; about to open data connection.
226 Closing data connection.

ftp: 121984 bytes sent in 1.39Seconds 87.70Kbytes/sec.
ftp> quit

221 Goodbye.

3. Ilo 3aBepuieHUU OOHOBICHHS MPOBEPHTE COCTOSHHUE B pasaese PezyinTart nociieneroo0noBiaeHns
Ha CTpaHHIle OOHOBJICHUS MTPOIIMBKY BeO-MHTEep(eiica UK B )KypHaIe COOBITHH.

KnueHTbl ceTeBoro Bbiknw4yeHnsa PowerChute

MNyTte: UBM > KoHdurypauus > PowerChute

CeteBoe Brikmouyenne PowerChute mo3Bonsiet yjaneHHO BEIKITIOUUTE yeTpoiicta BT

[Ipu ycranoBke KireHTa ceTeBoro BikitoueHust PowerChute oH mo6aBnsieTcst B 3TOT CIIUCOK aBTOMAaTHIECKH.
[Ipu ynanenuu xnmeHTa ceteBoro BeikioueHus: PowerChute oH aBTOMaTHYECKH yIANSETCA.

enxaure /lo6aBuTh KINeHT, 9TOOBI 700aBUTH IP-aipec HOBOTO KIIMEHTA CETEBOTO BHIKIIFOUEHUS
PowerChute. /{1 ynanenus kimeHTa menkauTe [P-agpec 3Toro KimMeHTa B CIHCKE, a 3aTeM IIETKHATE
Ynanute kianent. B atom criucke moxet 0bITh 10 50 [P-anpecoB kaneHTOR.

[Tpy HaMWYUK TPYII PO3ETOK HEOOXOANMO TAKKE YKa3aTh, KaKas IPyIa PO3ETOK MPEAOCTABIISICT TUTAHKUE
kimenty PowerChute.

IMPUMEYAHME. PowerChute He mokeT coequauthes ¢ IICY, ecnu Ha [ICY BeIKITIOUEH
npotokoia HTTP. Yto6sr Bxirounts npotokoia HTTP umu HTTPS, cm. paszmen
«OKpaH BeO-T0CTyIIay.

JKpaH «YHUBepcanbHbIN BBOA-BbIBOAY

MeHnto Y HuBepcalbHbI BBOJI-BBLIB0O/I IPUMEHUMO, €CIIH YCTAHOBJICHBI JATYUKH TEMIICPATYPhI
u BnaxxHoctu (AP9335T/TH) unu ycTpoiicTBO BBOIa-BBIBO/IA € CyXHM KOHTaKTOM (AP9810).
Hcnonb30BaHKe 3TUX YCTPOMCTB YACTO HA3BIBAIOT MOHUTOPUHIOM OKPYIKArOIIEH Cpebl.

AkpaH «TeMmnepaTtypa v BNaXHOCTb»

MyTb: YHMBepcanbHbIN BBOA-BbIBOA > TeMmnepaTtypa U BlIaXHOCTb

3neck oToOpakaeTcst UM, COCTOSIHHE TPEBOTH, TEMIIEpaTypa U BIAXHOCTH (€CIIH MOIIepKUBACTCS) IS
Kakaoro aaryuka. Ll{enxkHuTe MM gaT4rKa, YTOOB! U3MEHUTH UMS U MECTOTIOJI0KEHHUE WIIK HACTPOUTh
MOPOTOBBIE 3HAUCHUS U TUCTEPE3HC.

MoporoBbie 3Ha4eHUA. [ KaXKI0ro JaTdrKa 331aF0TCs IOPOTOBBIE 3HAUSHHS TEMITEPaTyPhl U BIAYKHOCTH (€Cin
TIOJIEPKUBAETCS Takoe n3Mepenne). [Ipu BeIXo/ie mokasaTesis 3a MOPOTrOBbIe 3HAYCHUS 3BYIUT CUTHA TPEBOIH.

Coobmmenust Bricoxoe u Huzkoe spustorcs npeaynpexaaomumu. Cooduierns Makcenviym 1 Munnmym
SIBIISIFOTCSA KPUTUYECKUMHU U TPeOYIOT BHUMAHMSL.
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F'ucTtepesunc. Mcnonk3yiiTe 3HaUeHNE TUCTEPE3NCa BO N30eKaHUE TOBTOPHBIX CUTHAJIOB TPEBOTH IS OJTHOTO
Y TOTO K€ HapyIIEHUS TIOPOTOB TEMIEPATYPHI WIIN BIAKHOCTH.

Kor;[a TEMIICPATypa UK BJIAXKXHOCTD, BbI3bIBAIOIIAAd BbIXO/ 3a IOPOTrOBOC 3HAUCHHUEC, CKJIOHHA K
HE3HAYUTCIbHOMY KOJICOAHUIO BBCPX U BHU3, OHA MOKCT MHOTOKPATHO I'CHCPUPOBATH CUTHAJL. bonbimee
3HAaYCHHUEC TUCTEPE3UCA MOKET 3TO NIPEAOTBPATHUTb.

Ecim 3HauecHme THUCTEPE3NCA HEAOCTATOYHO BEIIMKO, KoJIeOaHHEe MOKET CHaYajIa BbI3BIBATh HapyHIICHHUEC IMOPOTOBBIX
3HaIIeHI/II71, a IOTOM BOCCTaHAaBJIMBATh HOPMAJIbHYIO CUTYallUIO0, YTO O3HAYACT, YTO CUTHAJI TPEBOI' MOXKET
Cpa6aTI:IBaTI: HECKOJIBKO pas. Cwm. MpUMEPLI JAJICC, IPECABAPUTCIIBHO 06paTI/IB BHUMAaHUEC Ha CJICAYIOIINEC 3aMCUaHMs.

* B ciyuae BrIX0oza 3a BepxHee U HIDKHEE IIOPOTOBbIe 3HAYSHHS TOUKON cOpoca CUTHAJIa TPEBOTH
SBJISIETCS IOPOTOBOE 3HAYCHHE MUHYC YKa3aHHOE 3HaUE€HUE THCTEpe3Hca.

* Jlng HapyIIeHUs MUHUMAIBHOTO M HU3KOT'O MIOPOTOBOTO 3HAYEHHH TOUKa cOpOca — 3TO MOPOTOBOE
3HAUYEHHE NI0C 3HAYCHUE THCTepEe3uca.

[Tpumep NOBBILIEHHUS BIQKHOCTH ¢ KoJeOaHUAMU. [lonyCTHM, MakcuManbHoe TIOPOTOBOE 3HAUCHHUE
BJIQ)KHOCTH cocTaBisieT 65%, a ructepesnc BinaxxHocTH paBeH 10%. [lomycTuM, 4TO BIaXKHOCTH [TOTHUMAETCS
BoIte 65%, BeI3bIBas cUrHal TpeBord. Ilocie 3Toro ona MHOTOKpaTHO omyckaercs 10 60% u mogHuMaeTcst 10
70%, onHako — Onarozmaps 3HaueHHIO rucrepesnca B 10% — curHan TpeBoru He cOpachIBaeTCs U IO3TOMY
HUKaKoW HOBOW TPEBOTH HE BO3HUKaeT. J{s cOpoca cylecTBYIOIEro CUTHANIA TPEBOTH BIaYKHOCTD JOJDKHA
ynacTh Hke 55% (4To cOOTBETCTBYET 3HaUeHUIo 65% munyc 10%).

[Mpumep mageHus TEMIIEPATYPHI ¢ KOJICOaHUAMU. JIOMyCTHM, MUHUMATbHOE TIOPOTOBOE 3HAYCHHE
Temnepatypsl paBHo 12°C, a ructepesuc temnepatypsl — 2°C. [lomycTuM, 4To TeMIepaTypa majgaeT HUxKe
12°C, BeI3BIBas cUTHAN TpeBoru. [locie 3Toro oHa MHOTOKpaTHO ogauMaeTcs 10 13°C u omyckaercs 1o
11°C, ogHako — Onarojaps 3Ha4eHHIO ructepesuca B 2°C — CHUTHAJ TPEBOTH HE COPACchIBACTCS U TTOITOMY
HUKaKOH HOBOIl TpeBOTH HE BO3HHUKAeET. [l cOpoca CyIecTBYIONIero CUrHalla TPEBOTH TeMITepaTypa A0DKHA
noHAThCs Bhiie 14°C (uto cooTBeTcTBYeT 3HaUeHuto 12°C nawoc 2°C).

OKpaH «BxoAHble KOHTaKTbI»

MyTb: YHMBepcanbHbin BBOA/BbIBOA > BXOOHbIe KOHTAKTbI

Ha skpane Bxo/inbie KOHTAKTBLI OTOOpa)kaeTcsi UM, COCTOSIHAE TPEBOTH U COCTOSIHUE (OTKPBIT UM 3aKPBIT)
KaXI0T0 KOHTaKTa. JTH JaHHbIE aBTOMATHUECKH IOJIy4ar0TCs M 0TOOpaskaroTcs 3[eCh IIPU YCTAHOBKE
YCTPOMCTBA JUIsl MOHUTOPHHIA OKPYXKAIOLIEH Cpeapl.

IlenkHUTE UMS BXOAHOTO KOHTAKTA VIS OJTY4EHHsI TOIAPOOHOTO OMMCAHUS COCTOSIHUS MITH [T HACTPONKH
3HaueHuH. [Ipu OTKIIOYeHNH TaHHBIH KOHTAKT He (POPMHUPYET aBapUHHOTO CUT'HAJA, 1aXKe €CIIM OH HaXOIUTCS
B aHOMAJIbHOM I0JI0’KeHUU. OCTalbHbIE [I0JIS1 PACCMOTPEHBI Jajiee.

Mone OnucaHue
CocTostme Hopmasnbnoe, eciy JaHHBIM BXOIXHON KOHTAKT HE cooOmiaeT 00 aBapuitHOM CUrHajle Wi He
rpesorn €O00IIaeT 0 CTETIeH! OIIACHOCTH TPH cooOmeHnn 00 aBapuitHoM curaaie. Eciu 3To mose

BBIKJTIOUEHO JUIsl KOHTaKTa, oTo0paxkaercss OTKIII0Meno.
CocTosiHue Teky1iee cOCTOSHUE TaHHOTO BXOAHOIO KOHTAKTA: 3aKphLITO WK OTKPLITO.

HopmanbHoe HopmanbsHoe (HeaBapuitHOE) COCTOSIHUE JAHHOTO BXOJHOT'O KOHTAKTA: 3AKPLITO HIH
COCTOsSIHUE OTtkpbITO.

CTeneHb OnacHOCTH aBapHﬁHOFO CUTHaJIa, TECHEPHUPYEMOT'0 aHOMAJIBHBIM COCTOSITHUEM
JaHHOI'O BXOJJHOI'O KOHTAaKTa:
I l])C,]_\'I'lp(‘flllTCIll)llOL‘ HUIn K|)IITH‘ICCI\‘ZI'FI.

Crenenpb
ONACHOCTH

JkpaH «BbixogHoe pene»
MyTb: YHMBepcanbHbIn BBOA-BbIBOA > BbixogHoe perne

Brixo/iHOe pesie — 371eCh 0TOOPAKACTCSI UMS M COCTOSIHUE KaXKIOTO pelie (OTKPBITO WM 3aKPBITO). ITH
JTAaHHBIC ABTOMATUYECKU TIOJYUYAIOTCS U 0TOOPAXKAIOTCS 3/I€Ch IPU YCTAHOBKE YCTPOMCTBA JIJIT MOHUTOPHHTA
OKpYXaroIeH cpepl.

[lenxHUTE UM BXOAHOTO KOHTAKTa JJISl TIOJTYYSHHS MTOIPOOHOTO OMMCAHUS COCTOSIHUS WITH JIJIST HACTPOHKH
3HayeHuM. [1ons paccMoTpeHsl najee.

Mone OnucaHune
Cocrosinue Teky1iee cOCTOSHUE JAHHOTO BBIXOJIHOTO pene. 3aKkpbiTo Wi OTKPLITO.
HopmanbHoe . , )
HopmanbsHoe (HeaBapuifHOE) COCTOSIHUE JAHHOTO BBIXOAHOTO pele. 3aKphiTo Wi OTKPLITO.
COCTOSIHUE
JIsSt '3MEHEHUS! TEKYILEro COCTOSIHHS JAHHOTO BBIXOIHOTO PEJIe yCTAHOBUTE 3TOT (IIaXKOK U
Ynpasaenue A yi A A peney b

IICIIKHUTC <<HpI/IMeHI/ITb>>.
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Mone OnucaHue

Bpewmsi B cekyH1ax, B Te4€HHE KOTOPOTO BHIOPaHHBII CUTHAJI TPEBOT'H JJOJDKEH CYIIIECTBOBATS,
Mpex/Ie 4eM cpaboTaeT BhIXOAHOE petie. VICnonb3yiTe 3Ty HAaCTPOIKY, 4TOOBI H30eKaATh
3axepixkka aKTHBAIlMM CUT'HAJIa TPEBOTU BO BPEMS KOPOTKHX MEPEXOIHBIX IMMPOLIECCOB.

Eciu nocrne Havasa rneproia 3a1epKku (JOpMUPYIOTCS JIOTIONHUTEbHBIC CUTHAIIBI TPEBOTH,
3ajIepIKKa He TIepe3aIyCcKaeTcs, a POJI0IDKASTCSI 10 TeX 0P, MOKa He CpaboTaeT BHIXOHOE pejie.

MuHnManbHOE BPEMsl B CEKyH/IaX, B TEUEHHE KOTOPOTO BBIXOJIHOE PeJIe OCTAETCSI AKTHBHBIM
HOCJIE T10/1a4U CUTHAJIA TPEBOTH.

Jaxe B ciydae KOPPEKTUPOBKH aKTHBU3UPYIOIIETO CUT'HANIA TPEBOTH BBIXOHOE Pele
0CTaeTCsl BKIIIOYEHHBIM, TIOKa HE 3aKOHYUTCS JaHHBIM MEpUOI.

Ynep:xanue

HacTtpoiika nonuTtukn ynpasneHus

MyTb: YHMBepcanbHbIn BBOA-BbIBOA > [MonnTuKa ynpasneHus

HaTICY AP9641 unu AP9643, k KOTOpOi OAKITIOYEHBI YCTPOICTBAa BBOAA-BBIBOJIA C CyXHUM KOHTAKTOM
(AP9810), MOXHO BBINONHUTE CIEAYIOLINE NeHCTBUS:

* HACTPOWTH BBEIXOIHBIC pPeliec Ha OTKPHITHE HIIA 3aKPHITHE Ha OCHOBAaHWHU coObITHI Ha MBI 1 BXOMHBIX
KOHTaKTax; cM. pazaen «Hactpoiika BeIxo/a ISl peakiiui Ha COOBITHEY;

» HactpouTbh UBII Ha BhINOTHEHHE IEUCTBUI Ha OCHOBAHUM BXOJHBIX KOHTAKTOB; CM. pa3Jien
«Hactpoiika UBII unu BeIxoaa Ajs peakuuu Ha BXOJHOW CUTHANI TPEBOTW.

He Bce yctpoiictBa MBI MOXHO HACTpOUTH Ha PEAKLUIO Ha BXOJHBIC KOHTAKTHI.

HacTpoiika Bbixoga ons peakuum Ha cobbiTue.

1. B mento Kondurypanusi Beioepure Y HuBepcaibHbIi BBOA-BBIBOI U [loTuTnkaynpasJienus.
[lenkuute kKHOMIKY JL0OABUTE MOJIUTHKY.
[lenxHUTE UMS KATETOPUH WK TIOAKATETOPHH JIJISl IPOCMOTPa COOTBETCTBYIOIINX COOBITHH.

JIs HACTPOMKY MISIIKHUTE UMS COOBITHSI, yCTAHOBUTE (DIIaXKOK BBIXOIHOTO pelie, KOTopoe OyaeT
MEHSTh COCTOSIHUE B CITy4ae 3TOT0 COOBITHS, U MENKHUTE COXPAHUTE MOJINTHKY.

Bl

Hactpowka UBI1 unu Bbixoga onsa peakuun Ha BXOGHOW CUrHan TpeBoOru.
1. B mento Konpurypauus Beioepure Y HuBepcaibHbIi BBOA-BbIBOI U [lotuTnkaynpas/ienus.
[lenkuute kKHOMKY JL0OABUTE MOJIUTHKY.

[Mlenkuute nogkareroputo Konraxkt BBoa-BbIBO/IA.

bl

BBI6CpI/IT€ COOBITHE C TOM K€ CCPLE3HOCTHIO, YTO U BXO,Z[HOﬁ KOHTAaKT. HaHpI/IMCp, €CJIM JJIs1 BXOAHOTI'O
KOHTAKTa YCTAaHOBJICHA KPUTHYCCKAasA CEPbC3HOCTD, BLI6epI/ITC KPpUTHUYCCKOC COOBITHE.

TICY noanep:kuBaeT 10 YeThipeX BXoa0B. HeoOXomumo yka3ath BX0J, KOTOPBIH OyIeT CBA3aH ¢ 3THM
COOBITHEM.

5. B packpsiBaromiemcs ciicke [lopT BeIOepruTe HOMEp YHUBEPCANBHOTO 1opTa Aatunka (1 umu?2),
K KOTOPOMY TOAKIIIOUAETCS YCTPOMCTBO BBOJIA-BBIBOA C CYXHM KOHTaKTOM.

6. B packpsiBaromemcs cuucke 30m1a Beioepute OykBY [Uis 30HbI (A miu B) KoHTaKTa, Ha KOTOPBIi
YCTaHOBJIEH BXO[I.

7. Omnpenenute aetictue, koropoe MBI1 Oyaer BBIMOMHATE (€ciii OHO TpeOyeTcs ), KOTa COCTOSTHIE BX0Ia
W3MEHSETCH.

8. BriOepuTe BBIXOJ, KOTOPHIH OyeT OTKPHIBATHCS WM 3aKPBIBATHCS (€CIM 3TO TpedyeTcs).
lenxkaure CoxpaHuTh HOJUTUKY.

HaCTpaI/IBaCMaSI orepanus NporucxoauT OJUH pas.

Ecnu BoccTaHOBUTH Ha BXOA€ HOPMAJILHOC COCTOAHUC OO C6p003, YCJIOBHA TPEBOI'U, Ha BBIXOAEC
COCTOSIHUC HEC USMCHUTCH, IIOKA YCJIIOBHUC TPEBOTHU HE 6y,Z[GT C6pOH_ICHO, a 3aTCM CHOBA YCTAaHOBJICHO.
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MeH0 «Be3onacHoOCTb»

AKkpaH «YnpaBneHue ceaHCoOM»

MNyTb: KoHdurypauua > BesonacHocTb > YnpaBneHue ceaHCOM

Brutouenue pynkiuu PazpeminTs 0JlHOBpPeMeHHBIE BX0/1bI 03HAYAET, YTO B CHCTEMY MOTYT OJIHOBPEMEHHO
BOWTH JIBa MOJIB30BaTeNs K OoJiee. KaxaoMy moap30BaTeNio MPEIOCTABISICTCS PaBHBIN JOCTYT, U KaXK/IbIH
untepdeiic (HTTP, FTP, xoncomns telnet, koHCOb ¢ mocnenoBaTebubiM nHTepdeticom (CLI) u 1. 1.)
paccMaTpHuBaeTCs Kak MOIb30BaTeNb, BOIIEAMNN B cucTeMy. OyHKIusg Pazpemuts ogHoBpeMennbie BX0/IbI
o0ecrnieunBaeT BO3MOXKHOCTh OJJHOBPEMEHHOI'O BXO/1a BOCHMH I0JIb30BaTelel B BeO-unTepderic, nitu — B
nHTEpdeiic KOMaHAHON CTPOKH M OJHOTO — B KOHCOJIB C ITOCIIEIOBATEIHLHBIM HHTEPGEHCOM.

Ynanennas ayrentudukannsa zadaoxuporana. [ICY momnepxxuBaet xpaneane Radius mist maposeit Ha
ceprepe. OaHAKO, €CITU BKIIOYUTH ATO miepeonpezenenue, [ICY mo3BoauT T0KaIsHOMY MOJIE30BATEITIO
BBITIOJTHUTE BXO7I ¢ Tomortsio napoist ais [ICY, coxpanennoro gokanbao Ha [ICY. Cm. Taxke «JlokambHbIE
MOJIL30BATENIN» U «AyTCHTU(UKALUS YIAICHHBIX T0JIb30BATEICH.

OTBeT ping

MyTte: KoHndwmrypauusa > BesonacHocTb > OTBeT ping

Ycranosute diaxkok IPv4 Ping Response (OtBeT ping IPv4), 4TO0BI I1aTa CETEBOTO YIIPABJICHUS 3 MOTJIa
OTBEYATh Ha CUTHAJIBI 9X0-TeCTUPOBaHUs. Takol pexuM He npuMensieTcs s [Pvo6.

NokanbHble Nnonb3oBaTenu

Hcrionp3yiiTe 5T MyHKTHI MEHIO JIJIsl IPOCMOTPA W HACTPOUKHU JOCTYTA M OTACIBHBIX MapaMeTpoB (HarpuMmep,
(dbopMmaTa oToOpaxeHus aathl) naTepdericor monb3osares [ICY. OTo NPUMEHUMO K MOJIB30BATENSIM B
COOTBETCTBHMH C UX UMCHAMHU BXOJIa.

MyTb: KoHdurypauma > BesonacHocTb > JlokanbHble Nonb3oBaTenu > YnpaBneHue

HacTtpoiika noctyna nonb3oBarens. C NOMOILIbIO 3TOH QYHKIMH aAMUHUCTPATOP WIH
CYIIepIOJIbh30BaTEIh MOXKET COCTABUTH CIMCOK TOJIh30BaTENeH, KOTOPBIM TOCTYTIeH WHTep(delic monp30BaTes,
Y HACTPOUTh ATUX MoJib3oBaresei. I1{enKkHuTe CChIIKY MMEHH 1711 IPOCMOTPA CBEICHUM, U3MEHEHUS NN
yIaJICHUS [TOJIb30BATENS.

enxaute /l00aBuThH MOJBL30BATE s IS TOOABICHHS MOJIb30BaTelNsl. Ha OTKphIBIIEMCs SKpaHe
Kondurypamus nonnzosaTtesisi MOKHO JOOABUTH ITOJIB30BATENS U OTO3BATh JOCTYTI, CHAB (uiakok /locTyi.
MakcuManbHas IJTMHA UIMEHH U TIapoJisi COCTaBIsieT 64 Oaiita, TPy NCIOIb30BAaHHNA MHOTOOAHTOBBIX CHMBOJIOB
3TO COOTBETCTBYET MEHBIIIEMY YHCITy CHMBOJIOB. Heo0X0anMO BBECTH apOJIb.

3uauenus JuHHEee 64 6aiiTOB B MOJSX UMEHH U TIAPOJIT MOTYT OBITh YCEUEHBI!
Cozpaiite naposb, UCIONb3Ys COUYETAHNE CUMBOJIOB BEPXHETO U HMYKHETO PETUCTPA, YHCEN U
CIIeITHaIBHBIX CUMBOJIOB. J[JTHA TTaposieit He MoXeT mpeBhImath 64 cumBoia B hopmare ASCII.

Ucnonw3yiite napametp [lpeBbiiiieno BpeMsi 03KHIaHNs ceaHca A1 HACTPOWKH BPEMEHU OKUAAHUS, TI0
HCTEUEHUH KOTOPOro HHTepQeliC MoIb30BaTeNs BEINOIHIET IPUHYAUTEIBHBIA BBIXO]] TOJB30BATENS U3
CUCTEMBHI (IT0 YMOIYaHUIO — TPU MUHYTHI). [Ipr N3MEeHEeHNH 3TOro 3HaUYeHUST HEOOXOMMO BBIUTH U3 CHCTEMBI,
YTOOBI U3MEHEHHE BCTYTHIIO B CHITY.

YnajieHHasi ayTeHTHQUKAIMS M0CJIe0BATEILHOTO MOAKJII0YeHUsI 3a010knpoBana. Briopas a1y
¢yHKIMI0, MOKHO 000 TH RADIUS, HCnosp3ys MOAKIIOYEHHE KOHCOH C MOCIeJ0BATeIbHBIM HHTEpheiicoM
(CLI). Ha »ToM skpaHe MOKHO BKITFOUNTH JAaHHYIO QYHKITUIO TSI BRIOPAHHOTO MTOJIB30BATEIIS, OJTHAKO €¢
MO’KHO BKJIFOUHTH H TJI00AJBHO; CM. pa3ael «KpaH «YTpaBlIeHHEe CEaHCOM».

Cwm. Take «Koundurypanus > be3onacHocts > JIokanbHbIC [10JIb30BaTENX > HacTPOWKY 110 YMOJTUAHHUIO)
nanee. JlomomHUTENpHYI0 HHPOPMANHIO 00 YUETHBIX 3aIUCAX CM. B pasfiene « TUIbl yaeTHBIX 3amucein.
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MapameTpbl nonb3oBaTena. . YcranoBuTe Giaakok LiBeTorasi KOAMPOBKA KYPHAIA COOBITHI, YTOOBI
BKITIOUUTH (DYHKIIMIO BBIJICJICHHS [[BETOM TEKCTa COOOIICHUI 00 aBapUITHBIX CUTHAIAX, PETHCTPUPYEMBIX
B )KypHaJle cOOBITHH. (3anrcu CHCTEMHBIX COOBITHI 1 M3MEHEHHSI KOHQUTYPallMU HE H3MEHST CBOIl LIBET.)

Liset TeKcrta Cepbe3HOCTb aBapUINHOTO CUrHaNa

KpacHbiii Kpurnueckasi: KpUTHYECKUN aBapUIHBINA CUTHAN, TPEOYIOIINI HEME/JICHHOTO TIPHUHSATHS MEp.

Opanskenbiii IlpexynpennTebHoe: aBapUAHBIA CUTHAT TpeOyeT BHUMAHUS, IOCKOJIBKY HE YCTPaHEHHAs
BOBpeMs Ipo0iieMa MOXKET IPUBECTH K IOTEPEe JaHHBIX U TIOpUYe 000pYAOBaHHS.

3eJsieHblii Curnag cOpouies: yCIoBHs, KOTOPbIE BBI3BAIN CUT'HAJI, yCTPAHEHBI.

YepHiii Hopmasibnoe: curHaioB TpeBord HeT. [lnara cereBoro ynpasieHus U BCe MOJIKIIOUYEHHBIE K HEl

ycTpoiicTBa paboTaloT HOPMAJIBHO.

Mudopmannonnas: CHTHAT TPEBOTH, PeOCTaBIsFONNH HH(popmMarmio. [nara cereBoro

Cunmnii o .
yHIpaBJeHUs U BCe TIOAKITIOYEHHBIE K Hell yCTpolicTBa paboTaloT HOPMaIbHO.

Dopmar KypHAIA IKCIOPTA. DKCIOPTHPOBAHHBIE (Dbl )KYPHAIOB MOTYT OBITH OT()OPMATHPOBAHBI B BHIC
3HAYCHUIl, pa3IeIeHHBIX 3aMsAThIMU (comma-separated values — CSV) wnu 3Hakamu taOyssinun. CM. paszaen
«OToOpakeHune KypHaJa COOBITHI.

BribepuTe mkamy TeMIiepaTyphl 11 H3MEepeHui B 3ToM HHTepdetice moms3oBarens. 3nauenue CILIA,
00b1uHasi cOOTBETCTBYET rpagycam dapenreiira, a Merpuueckas — rpagycam Lenscust.

SI3BIK ITOJIE30BATEIHLCKOIO I/IHTep(i)ef/’Ica MOKHO YKa3aTh B IIOJIC 31K, SI3BIK MOYKHO TaKKe YKa3aTh IIpHU 3arpy3kKe.

Mo3KHO TakXe 3a/1aBaTh pPa3IUYHbIE A3BIKH IS IOIyYaTeei 3J1eKTPOHHOM MOYThl U IPUEMHUKOB
npepeiBanuit SNMP. Cwm. pasnenst «Ilomydarenu anekTpoHHOM nmoutel» u «llomyuyarenu
HIPEPBIBAHUIY.

nyTb: KOH(*)VIpraLI,VIFI > be3onacHoOCTb > JlokanbHble Nonb3oBaTenu > HaCTPOﬁKM no ymoJst4yaHuro

Hacrpoiika 3Ha4eHMI 10 yMOTIaHUIO MOKET YCKOPUTH J00aBICHUE TIOJb30BaTeNneil. MICmoap3yiTe 3T0 MEHIO
JUTSL HACTPOMKK 3HAYCHUH 10 YMOYaHUIO ISl MHOTHX TapaMeTpoB; cM. pasnien «Kondurypanms >
bezomnacHocth > JlokanbHbIE TOJIB30BATENN > YTIPABICHUE) BBHIIIIE.

AyTeHTUdUKaLMA yaaneHHbIX Nofib3oBaTenen

MyTb: KoHdurypauma > BezonacHocTb > YaaneHHble nonb3oBaTenu > ayTeHTUudukauma

AyTeHTUdMKaumusa. YKaknare crmocod ayTeHTH()HUKAITIN TI0JIE30BaTeNICH TP BXOJIE B CHCTEMY .

HNudopmaruio o mokaasHON ayTeHTHGUKAINN (0€3 NCTIOIB30BaHMS [IEHTPATH30BAaHHOM
ayrenTudukauu cepeepa RADIUS) cm. B , IOCTYITHOM Ha

[MonnepxuBarorcs cnenyroomme GyHKIUU ayTeHTHGrKanuu u nposepku nommuHHocTd RADIUS (Remote
Authentication Dial-In User Service — city>x0a yaaneHHO! ayTeHTH(UKALIMK OTIb30BaTeNei 10 TeeGOHHBIM
JTAHUSM )

» Korna nosip30BaTeNb OCYIIECTBIAET JOCTYI K IJIaTE€ CETEBOIO YNPABICHHS WIH K IPYTOMY CETEBOMY
YCTPOMCTBY ¢ BKMoYeHHBIMU QyHKIHIMU RADIUS, 3anpoc ayrenTuduKanny nepegaercst Ha cepsep
RADIUS, uTo05bl OnpeAenanTs YpOBEHb JOMYCKa MOIb30BaTENS.

» Jlimuaa umen nons3oBareneit RADIUS, ucnonsizyembix B IICY, orpanndena 32 CHMBOJIAMH.
Bribepute oivH U3 CIEAYIONINX BAPUAHTOB:
o Toubko okanbuas ayrentuduranus. RADIUS otkmouen. Cwm. pazaen «JlokanbHbie

IIOJIB30BATCIIN .

e RADIUS, zarem sokansuas ayrentuduranus. Bomoyenst 06e yHkimuy. CHadana 3armpanimBaeTcst
aytentudukanus ot cepepa RADIUS. Ecnu cepsep RADIUS He oTBeuaeTt, TO HCHONB3yeTCs
JIOKaJbHAs ayTeHTHU()HUKALUS.

*  Toabko RADIUS. JlokansHas ayTeHTH(PUKALIAI OTCYTCTBYET.
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Ecmu Beibupaercs Toanko RADIUS, a cepBep RADIUS Henmoctynen, HempaBUIIbHO
UACHTU()UIIPOBAH WX HENPABWIBHO CKOH(OUIYPUPOBAH, TO YAAJICHHBIN 1OCTYII
HEBO3MOJKEH ISl BCEX IMOJIb30Bareiei. [yt BOCCTaHOBIICHHS OCTYIIa HEOOXOMMO
MCIIOJIB30BaTh NOAKIIOYCHNE K HHTepdeiicy KOMaHIHON CTPOKH IO MOCIEA0BATEIEHOMY
KaHaJly CBSI3U M U3MEHUTH HACTPOIKY access Ha local wim radiusLocal.

Hampumep, koMana ©3MEHEHHs HAaCTPOMKH nocTyna Ha local uMmeer cinenyromuii BUn:
radius -a local

Cwum. Taxke pasgen «kpan RADIUSy nanee n «Kondurypuposanue cepepa RADIUSY.

AkpaH RADIUS

MyTb: KoHdurypauma > BesonacHocTb > YaaneHHble nonb3oBatenu > RADIUS
st ayTeHTHUKALNY yAaTeHHBIX 0JIb30BaTeNe MOXKHO HcIonb30Bath cepsep RADIUS. HMcnone3syiite Ty
(YHKLUIO UTS BBIITOJHEHUS CIIELYIOINX ACHCTBUI:

* IIpocmortpets ciiricok cepBepoB RADIUS (makcumym aBa), noctynHbix 1uist [ICY, 1 mepuos BpeMeHn
OKUJIAHUS IJ151 KAKIOTO U3 HUX.

* HactpouTs napameTpsl ayTeHTU(QHKALWH U1 HOBOTO WK CcyluecTByomero cepepa RADIUS,
HIeNKHYB ceblIKy Cepeep RADIUS.

Hactpoiika RADIUS OnucaHue

Wwms umm [P-aapec cepsepa (IPv4 umu [Pv6).

IMpumeuanue. /{ns ayrentudukanuu noas3osareneii ceppep RADIUS mo

Cepeep RADIUS YMOJTYAHHIO UCHOJL3YeT opT 1812. UTo6bl HCHO/IB30BaTh JPYroil HOPT, 100aBbTE K
nmenn wi [P-agpecy cepsepa RADIUS aBoeToune ¢ mocienyromuM ykazaHueM
HoMepa HoBoro nopra. [ICY nognepxkusaet noptsr 1812, 5000-32768.

Cexper OO6mmit cexper s cepBepa RADIUS u maTel c€TeBOTro ynpaBiIeHUS.

Bpemst o:xxupanust Bpewmsi B cekyHax, B TeU€HHE KOTOPOTO IUIaTa CETEBOT0 YIPABJICHUS 0’KUIAET OTBETA
oTBeTa ot cepsepa RADIUS.

Hacrpoiikun Bemute nMs 1 mapo aIMHHACTPATOPA, YTOOBI MIPOTECTUPOBATh HACTPOSHHBIH Ty Th
TeCTHPOBAHUS K cepepy RADIUS.

IIponycTurth

TeCTHPOBAHUE U IIponyck Tecra myTtH k cepsepy RADIUS.

INPUMEHUTDH

CM. Taxoke pazien « AyTeHTU(HUKAIM YAAJICHHBIX MOJIb30BaTeneii» Bollie U « Konpurypupopanue
cepBepa RADIUS» nanee.

KoHndurypupoBaHue cepsepa RADIUS

CBogHble AaHHbIe O npoueaype HaCTPOUKM.
Heo0xomanmo HacTpouts cepep RADIUS Ha paboty ¢ IICY; cM. AelicTBuUs aajee.

[Mpumeps! nonmb3oBarenbekux ¢aiinoB RADIUS ¢ arpubyramu, 3aBucsimiMu oT nocTtasinuka (VSA), u
MpUMep 3aIKCH B cI0BapHbIH (aiin Ha cepBepe RADIUS npuBeneHs! B
Ha

1. Ho6Gaewte IP-anpec IICY B cincok (¢aiin) knueHToB cepBepa RADIUS.

2. Ilonb3oBaTenu HOMKHBI OBITh HACTPOEHBI C aTPUOYTaMHU «THIT OOCITYKHUBaHHA», €CIIH HE 3aJ[aHbl
aTpuOyTHI mocTaBInKa. Eciin HacTpoeHHBIE aTpUOYTHI «THIT 00CITY>)KUBAHUSD) OTCYTCTBYIOT,
MTOJTB30BATENIA OYAyT UMETh TOJIBKO TOCTYII TS YTEHUS (TOJIBKO B MHTEp(deice oIb30BaTes).

HNudopmaruro o daitne monp3oBateneir RADIUS cM. B TOKyMEHTAITHHU K CEPBEPY
RADIUS, a npumep — B TOKyMEHTE
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3. Bwmecro aTpuOyTOB «TUI OOCITYKUBaHUSD), IpelycMaTpuBaeMbIx cepBepoM RADIUS, moxHO
UCIOIb30BaTh VSA.
Jns VSA tpeOyercs 3amich B clioBape U B nonb3oBateibekoM ¢aiine RADIUS. B cioBapHoM daiine
omnpezaenute nMeHa i KnodeBbix ¢ioB ATPUBYT u 3HAUYEHUE, Ho He 1 n(pOBIX 3HAYCHHIA.
[Mpu n3meHeHny MPPOBBIX 3HAYCHNH QyHKIMHM ayTeHTHHKanun 1 apTopr3aumu RADIUS mepecrator
(GyHKIMOHUPOBaTh. VSA MMeeT MperMyILecTBO Tiepell cTaHaapTHeIMU atpudyramu RADIUS.

HacTtpoiika cepBepa RADIUS B UNIX® ¢ TeHeBbIMU naponsmu.
Ecmu daitner TereBoro maponst UNIX (/etc/passwd) HCTIONB3YIOTCS BMECTE CO CIIOBapHBIMHE (haiimaMu
RADIUS, o ayis ayTeHTH(UKAIINN TTOJIH30BaTENIeH MOKHO TPUMEHHUTH JIBa CICAYIOMNX METOA!

* Ecnu Bce monp3oBarenn UNIX nmeroT npaBa aqiMHUHUACTpPATOpa, 100aBbTe B (paiii moap3oBaTenei
RADIUS cnenyromuye naaubie. YToObI AOMYCTHTH TONBKO IOJIB30BaTENel YCTPOKCTB, 3aMeHuTe Tun
obcyxuBanus APC Ha Device (yCTpOHCTBO).

DEFAULT Auth-Type = System
APC-Service-Type = Admin
+ JloGaBbTe HMEHA MOJIB30BATENEH U aTPUOYTHI K «110JIb30BaTenbeckomMy» (aiiry RADIUS u npoBepsTe
naponu 1uis /etc/passwd. Huke npuBeseH npumMep 1uisl mosib3oBaTeield bconnersu thawk:
bconners Auth-Type = System
APC-Service-Type = Admin
thawk Auth-Type = System

APC-Service-Type = Device

MoppepxuBaemblie cepBepbl RADIUS.

[MognepxxuBarorcs FreeRADIUS Bepcwmii 1.x u 2.X, a Taxke cepBep noautuku cetd (NPS) Microsoft Server
2008 1 2012. Mo>XHO MCTIONIB30BaTh Apyrue odmeaocTynHele npuioxkenns RADIUS, HO, BO3MOXHO, OHU HE
OBUIM IPOTECTUPOBAHEI B MOJHOM Mepe.

JKpaHbl 6paHamayapa
MyTb: KoHdurypauuma > BesonacHoctb > BpaHgmayap > KoHdurypauus
Bxnrouenue wiu BoIkITtoueHHe QyHKIMH OpaHaMayspa. [lo yMoruaHuio yka3aHa HaCTpOCHHAs IMOJIMTHKA.

YcranoBute aaskok BriiiounTs, 4TOOB! BKIIOYUTE Opanamayasp. [1o yMordanuto 3ToT GuiaxkoK CHST.

* Haxwure kHonky IIpuveHnTE, 4TOOBI MOATBEPAUT BKIFOUYCHUE BRIOPAHHOMN MTOJIMTHKHY.
OtkpsiBaetcs crpanuna [oareepsxaenne Opanamayspa.

— Ha cTpanuue noaTeep)kaeHUs IPUBEICHA PEKOMEH AN TECTUPOBATh OpaHaMay3p nepen
BKJIIOUEHHEM. DTa Onepalus ABJsieTcsl 003aTeIbHOM.

— IlepBas runepccbuika BeET Ha CTPAHUILY OJUTHKH OpaHaAMay3pa.
— Bropas runepccbuika BeeT Ha CTpaHHUILy MOJUTHKH TECTUPOBAaHUS OpaHaMayaspa.

— Haxmure kHonKy IIpuvenuTs, YTOOBI BKIIOUYUTH OpaHIMAaydp U BEPHYTHCS HA CTPAHUILY
KoH(pHUTypanmm.

— Haxwmure kHOTIKY OTMeHA, 9TOOBI BEPHYTHCS HA CTPAHHUITY KOH(MHTYPAITIH, He BKITFOUast OpaHIMaydp.

*  Haxwmure kHOnKy OTvena: BRIOpaHHas MOJIUTHKA HE BKIIOYaeTcs. Bel ocTaeTech HacTpaHuIe
KOH(HTYpaLuu.

MyTb: KoHdurypauma > BesonacHoctb > BpaHgmayap > AKTUBHasA NONUTHUKA
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Bb100p akTUBHOM MONUTHKY B PACKPBIBAIOILEMCS CIHCKE «/lOCTYIHBIE MOJUTUKNY, a TAKXKE IPOCMOTP CPOKa
ee neiictBusl. [lo ymomuanuio oToOpaskaercsi TeKyILasi akKTUBHAsI ITOJIUTHKA, P HEOOXOIUMOCTH BBl MOXKETE
BBIOPATh B COUCKE APYTYIO HOJIHUTHKY.

* Haxwmure kHOnKy [IpumennTsb, 4ToOb! MPUMEHNTH M3MeHeHus. Ecii Ob11 BEIOpaH U BKIIIOYEH APYTroi
OpaHzIMaysp, 3To H3MEHEHHe IpuMeHsieTcst HememieHHo. Eciu Opiia BeIOpaHa HOBast HACTPOCHHAs
TMIOJINTUKA, PEKOMEHYeTCs TPOTECTUPOBATH HOBBIH OpaHaMaysp nepern BkirodeHneM. (CM. puBeIeHHOEe
BBIIIE ONKCaHUE KOHPHUTYpaLiH.)

¢  Haxwmure KHOIIKY O'l‘\leH‘d, YTOOBI BOCCTAHOBHUTE HUCXOOHYIO aKTUBHYIO MMOJIMTUKY U OCTAaTbCAHA
CTpaHHuLIEC AKTUBHOM TTOJIUTHKH.

MyTb: KoHdurypauma > besonacHocTb > bpaHamayap > AKTUBHbIE NpaBuna
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Ecnu GpanamMaysp BKIIIOUEH, Ha 5TOH CTpaHUIIE, JOCTYITHOM TOJIBKO ISl YTEHHsI, 0TOOpa)kaeTcsi CIUCOK
OTIIENBHBIX IPABUII, IPUHYAUTEIBHO IPUMEHEHHBIX TEKYIEH akTUBHOM MonuTuKoi. CM. pasnen Cozjpanne/
pelaKTHPOBAHNE 0JUTHKN, TAe onucansl nons «IIpuopurer», «Haznauenuey, «ctouHuk», «IIpoTokomy,
«/[erictBue» u « XypHam».

MyTb: KoHdurypaums > BesonacHoctb > Bpanamayap > Co3gaHue/pepaktupoBaHue NOSIUTUKN

Co3znanre HOBOM MOJIMTUKY JINOO yAAICHUE WM U3MEHEHHUE CYIIECTBYIOMICH:

IIpumeuanue. XoTa yAIUTh aKTUBHYIO BKIIFOUEHHYIO MOJIMTHKY OpaHaMayspa Hellb3sl, HCTIONIb3YEeMYIO MOIUTHKY
MO>KHO M3MEeHUTh. OHAKO JeNaTh 3T0 HE PEKOMEHYETCs, TaK KaK M3MEHEHHS IPHMEHSIIOTCA HeMeUIeHHO. Bmecto
3TOrO OTKJIIOUUTE OpaHAMAay3p, H3MEHUTE TOJUTHUKY, IPOTECTUPYHTE €€ M CHOBA BKIIFOUHTE.

Coznanue nosmtuku: Haxxmure kHonky /Lo0aBuTh M0OJMTHKY U BBEAUTE UMsI TSI HOBOTO (haiiia
OpanaMayspa. DTo UMsI JOJKHO UMeTh paciimpenue .fwl. Eciu He yka3biBaTh paciiipenue, K iMeHu (daiina
aBTOMAaTU4YeCKH nodasisgercs .fwl.

*  Haxwmure kHOTKY [Ipunmennts: Ecnu umst ¢aiina gonyctuMo, cozaaercs mycToi (aii ajst HOJTHTHKA
Opanamayaspa. OH HaxoauTCs B manke /fwl BMecTe ¢ IpyruMu MOJIMTHKAMH CUCTEMBI.

* Haxwmure kHonIKy OTMena, 4TOObI BEpHYTHCS Ha MPEIBIAYILYIO CTPaHHILy, HE co3/aBast (aiin
Opangmayspa.

N3meHeHMue CyLI.l,eCTByI'OLIJ,EVI NMOJINTUKWN:

Bri6epure M3vMeHuTs 101 THKY, YTOOBI IEPEHTH HA CTPAHULLY PeJAKTUPOBaHMs. MOXHO W3MEHUTD MTOJIUTHKY
OpaHaMayspa, KOTopasi He SIBJISICTCS] AaKTUBHOM.

Crpannna npenymnpexaeans: Eciy BbI monpITaeTech N3MEHUTH aKTUBHYIO BKITIOUEHHYIO ITOJIUTHKY,
OTKpBIBAeTCS CTPAHUIIA MPEAYIIPEKACHHUS:

«A3MeHeHne aKTHBHOM MOJIMTHKH OpaHIMAaydpa NpUBeAeT K HEMEIJIeHHOMY NPUMEHEHHI0 BCeX
mmeHenni. [lepen BKII0OUeHHEM MOJUTHKH PEKOMEHAYETCSH OTKJIIOYUTH OpaHIMaylp u
MPOTECTHPOBATH €€.»

— Haxwmute xkHOTIKY [lprvennTs, 9TOOBI TOKHHYTH CTPAHHILY IPEAYIPEXKACHUS M BEPHYTHCSA HA
cTpaHuny «VI3MeHeHne TOJIUTHKIY.

— Haxwmure kaHOTIKY O TMeHA, 9TO0B HOKUHYTH CTPAHHUITY MIPEIyTIPEKICHIS H BEPHYTHCS HA CTPAHHITY
«Co31anne/peJTak TUPOBAHUE TTOJIUTUKIY.

1. Bribepute u3MeHsAEMYIO OJUTHKY B PACKPBIBAIOIIEM S cricke Vvt moJinTHKH, a 3aTeM HaKMUTE
KHOTIKY M3MeHuTE MoJIMTHKY.

2. Haxwmure xHOTIKY /l00aBuTh npasunsio wim Beidoepure lipunopureT s CyIeCcTBYIOIIETO MpaBua,
9TOOKI TepelTH Ha cTpanuIy VizMenenne npasuia, Ha 3Tolt cTpanuile MOKHO H3MEHUTH HACTPOUKH
TIpaBHJIa WU YIAJIUTH BRIOpaHHOE TIPaBUJIO.

Hacrpoiika Onucanue

Ecmu 2 npaBuia KOHQIUKTYIOT MEXIy OO0, IPUMEHSIETCS IPABUIIO ¢ HANOOIBIITUM

Priorit . o
y npuoputeroM. Hanbompimmit mpuopureT paBeH |, HanmeHbmmit — 250.

host: B nose «IP/any» BBenute otaensHbIi [P-anpec.
Type subnet: B mone «IP/any» BBeauTe aapec nojaceru.
range: B rosie «IP/any» BBeauTe nuanason IP-anpecos.

Vxkaxwure [P-agpec mwim quamna3zon [P-agpecos, kK KOTOPEIM MIPUMEHSETCS 3TO MIPABHIIO, JIHOO
BBIOEPUTE OIHO U3 CIEAYIOIMUX 3HAYCHHUMH:

IP/any * any: NpaBHJIO IPUMEHAETC He3aBUCHMO OT IP-anpeca.
* anyipv4: npaBuiio npuMeHsiercs 1uis iroooro IPv4-anpeca.

* anyipv6: mpaBmiIo npuMenseTcs s ardoro [Pv6-anpeca.

YxaxuTe nopT, K KOTOPOMY IPUMEHSETCS ITPABUIIO.

P * None: npaBuiIo He IPUMEHAETCS HH K OJTHOMY U3 IIOPTOB.
ort

* Common Configured ports: BeiOepuTe cTaHAAPTHBIN MOPT.

* Other: yxaxure HeCTaHIAPTHBIA HOMEp MOPTA.
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Hacrpoiika Onucanne

YKaXuTe IpoTOKOJI, K KOTOPOMY MPUMEHSIETCS IPABUIIO.
* any: 1000 NPOTOKOJI.
* tep: McHoub3yeTes U1 HaJexHOU nepenadn MHPOPMaLK MEXIY PUI0KEHUIMH.
* udp: ansTepHaruBa nporokony TCP, ucnonszyemas 11 yCKOpEHHs IEpeadu B yCIOBHAX
Protocol MEHBIIEH MPOIYyCKHON crtocoOHOCTH. X0TA B ipoTokoiie UDP MeHbIIe 3a1epKKH, IPOTOKOI
TCP nanexuee.
* icmp: ucnonb3yercs Uil BBIBOJA CBECHUI 00 OIMOKaX JJIsl yCTpaHEeHHUs HETIOJIaloK.
* icmpv6: ucnons3yeTes 111 BBIBOAA CBEACHHUH 00 OMMOKax ISl yCTPaHEHHS HeTIOIa0K
B MIPHJIOKEHUSX, UCTIONB3YyIomux [Pv6-anapeca.

allow: pa3peluTh NakeT, COOTBETCTBYIOLIUI 3TOMY IIPABUILY.

Action

discard: oTMEHUTH MTAKET, COOTBETCTBYOIIUI STOMY MTPABUITY.

Ecnu 3T0 mpaBHiIo IpUMEHSETCS K MaKeTy, TO HE3aBICHMO OT TOTO, Pa3pelIaeTcs JIM MaKeT WIN
Log Onokupyercs, B )KypHai Opanamayapa gobasisiercs 3amuch. Cm. paszaen «Kyphan

OpanamMayspay.

Pexomenmyercs 100aBUTH OAHO U3 CIEAYIONINX MPaBUII B KAUYECTBE HU3KOIIPHOPUTETHOTO MPaBHiIa B
MOJIUTUKY OpaHaMayspa:

*  YroObl HCNIOIB30BATh OpaHIMAaydp B PEXKHUME CITUCKA Pa3pelieHNnH, T00aBbTe
250 Dest any / Source any / protocol any / discard

*  YroObl HCIIOIBH30BATH OpaHIMaydp B PEKUME CIHCKa OJOKUPOBOK, 100aBbTe
250 Dest any / Source any / protocol any / allow

YpaneHue nonuTuku:
Bri6epure YV 1aauTh moJauTuKy, 9To0BI OTKPEITH CTpaHUIly «[loaTBepKacHIE YOaTCHUS.

Haxxmure kaonKy [IpuMeHuTs sl TOATBEPKICHNS YIAIICHNS BRIOpaHHOTO (aiina OpaHaMayspa n3 (hairoBoit
CHCTEMBI.

MyTtb: MyTb: KoHdurypauma > BesonacHocTb > BpaHgmayap > 3arpy3ka nonmMTUKK

3arpy3ka MouTHKY (¢ pacmmpenneM .fwl) U3 HCTOIHMKA, BHEITHETO I JaHHOTO YCTPOUCTBA.

Mytb: MNyTb: KoHdurypauusa > bezonacHocTb > BpaHamayap > lNpoBepka

BpemenHoe nprMeHeHre paByuil BHIOPAHHOW NOJIUTUKHY HA YKa3aHHBIN MIEPUOI.
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802.1 X KoHdmrypauus 6e3onacHocTH

MyTb: KoHdurypauma > BesonacHoctb > Be3onacHoctb 802.1 X

MCY bepeT Ha cebsa ponb 3anpalumBaroLLero ycTponctea B apxutektype EAPoL (Paclumpsiembii npoTokon
ayTeHTUdMKaLUM No NokanbHOW ceTn), NCMOorb3yeMon A5a ynpasneHms JoCTyrnoM K ceTu no nopty B IEEE

802.1 X. MCY nogpepxuneaeT EAP-TLS kak meToq ayTeHTUdUKaLuUN, KOTOPbIA TpebyeT 3arpysku Tpex
KITMEHTCKNX CepTUEMKATOB. 3aKpbITbIN KITHOY XPaHUTCS B 3aluMdpoBaHHOM dhopmaTte. Bbl 4OMKHbBI yka3aTb
OENCTBUTENbHYIO NaporbHyo dpady, YTobbl NoNy4MTb 4OCTYN K KoHdUrypaumm 6esonacHoctn 802.1 X.

MPUMEYAHMUE: MNCY nogaepxmBaeT TOMNbKo meTon ayTeHTudumkauumn EAP-TLS.

BebG-nHTepdenc npegnaraeT cnefyowme BapnaHTbl HacTponkn EAPoL.

MapameTpbl

OnuncaHue

Doctyn k EAPoL

Wcnonb3yeTcs Ans BKMIOYEHUS UMK OTKNI0YEHNA gocTyna K 6e3onacHoCTu
802.1 X.

MPUMEYAHME: no ymonyaHuio goctyn k 6esonacHoctn 802.1X oTkno4eH.
[ocTyn MOXHO BKMIOYUTb TOMBKO MPU HANUYnmM AeCTBUTENbHbIX
cepTuUdunKaToB N ENCTBUTENBHOM NapOonbHOWM hpasbl AN1s 3aKpbITOro Kritovya.

lMo3BonseT 3agatb COGCTBEHHBIN MAEHTU(UKATOP 3anpalunBatoLero

3aKpbITOro Knr4ya

WpeHTucunkatop ycTponcTBa (A0 32 CMMBOMOB, BKMoYas npobenst).
3anpawwueawwero | NMPUMEYAHUE: no ymonyaHuio naeHTUgrkaTop 3anpalwmsaroero
ycTpoucTBa ycrponctea umeet 3HadeHne «NMC-Supplicant-xx:XX:XX:XX:XX:XX»,
roe Habop «xx» aTo MAC-ID MNCY.
3arpyavTe/3amennTe unu yganute KopHesown ceptndmkat LIC. NognepxvBaemble
CepTudmkar LIC ¢opmaTbl cpav_lnoa: PEM (nouta c yCOBEPLUEHCTBOBAHHOW 3aLUMTON Privacy .
Enhanced Mail), DER (ocobkle npasuna koguposaHus Distinguished Encoding
Rules) n pacwuupenuna cdannos .pem, .PEM, .der, n .DER.
3arpyaute/3ameHuTe nnv yaanure 3awmndpoBaHHbIN 3aKpbIThINA KoY.
MopaepxuBaemble hopmaThl dannos: PEM (noyta ¢ ycoBepLLEHCTBOBAHHOM
Ceptudmkar

3awmTon Privacy Enhanced Mail), DER (ocobble npasuna koguposaHus
Distinguished Encoding Rules) n pacwupeHnus daiinos .key n .KEY.

MPUMEYAHUE: He3awmndpoBaHHbIE 3aKpbITble KITHYN HEAOMYCTUMBI.

MaponbHaa dpa3sa
3aKpbITOro Knro4a

YKkaxvte naponbHyto dpasy Ans gewngpoBkn 3awnmpoBaHHOro 3akpbIToro
kntoya. Jiumut: 64 cumBona Bkntovasa npobensi.

Monb3oBaTtenb-
CKUW/OTKPbITbIN
cepTucukar

3arpysute/zameHuTe Nnu yaanuTe nornb30BaTenbCKUN/OTKPLITLIN cepTudmkar.
Moppepxusaemble chopmaTsl hannos: PEM (noyta ¢ ycoBepLLeHCTBOBaHHOM
3awwmTon Privacy Enhanced Mail), DER (ocob6ble npaBuna kogupoBaHus
Distinguished Encoding Rules) n pacwmnpenus dannos .pem, .PEM, .der,

n .DER.
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HacTtpouka napameTtpoB: 2

C noMOIIbIO AIIEMEHTOB MEHIO KOH(UTYpaIMi MOKHO YCTAaHOBUTH 3HAUCHUS] OCHOBHBIX Pa00O4HX MapaMeTpoB
UBIT u IICY.

Cwu. caenyromue paszaensl U paznen «Hacrpolika mapamerpos: 1».
*  ««CeTb» B MEHIO KOHGHUTYpanum»
*  «MeH0 yBe1OMIICHUID
*  «Mento «O0mme»»
*  «KypHaibsl B MEHIO KOHQUTYpALIHI

NPUMEYAHHME. Hekotopble mapaMeTpbl KOHPHUTYpaIH MOKHO YBUAETH Ha 3KpaHe ¢ 0030poM
koHurypauuu Configuration Summary (Configuration > Network > Summary).

«CeTb» B MEHIO KOH(purypauumm

AkpaH HacTtpoek TCP/IP ansa IPv4
MyTb: KoHdurypauua > Cetb > TCP/IP > HacTpownku IPv4

Jannas GpyHKIHS IO3BOJISIET MPOCMOTPETH 000 TeKymid anpec [Pv4, Macky mojcery, U3 1o
ymomganuio, MAC-anpec u pexkuM 3arpy3ku miatel cereBoro ynpasienus 3 (IICY) mas UBII. Huxasas gacts
SKpaHa UCTIOJIB3YETCs Il HACTPOUKH ATHX MapaMeTPOB, B TOM YHUCIIE U JUTS OTKIFOUeHus [Pv4.

HNudopmaruro o DHCP u napamerpax DHCP cm. B ctangaprax u
Mapametp OnucaHue
Py4noii B s1OM paznene MoxxHO yka3aTh agpec [Pv4, macky nmoaceTy U UTIO3 10 YMOTYAHHIO.

YcrpoiicTBo 3anpammBaeT yepes 32-ceKyHAHbIE HHTEPBaJIbl CETeBbIe HACTPOUKH Y JIF000ro U3
cepsepoB BOOTP:

* Eciu oHa nosy4aeT 1OMyCTUMBIN OTBET, TO 3aIlyCKAeT CETEBHIE CITY)KOBI.

BOOTP* * [Ipn HanM4ny paHee 3alaHHBIX CETEBBIX TApAMETPOB U IPH OTCYTCTBUH JIOIyCTUMOIO OTBETA Ha
ITh 3aIPOCOB (MCXOIHBIM M YETHIPE IIOBTOPHBIX) CHCTEMA 110 YMOJIYaHHUIO UCIIONB3YEeT 3TH
mapamMeTpsl. ITO 00ecTednBaeT TOCTYITHOCTh YCTpoiicTBa, eciu cepsep BOOTP nenoctymeH.

* Eciim yerpotictBo Haxoqut cepsep BOOTP, Ho HanpaBieHHBIH eMy 3ampoc He cpabaThIBaeT MK
3aBepIIACTCS MO TalM-ayTy, YCTPOMCTBO MPEKPAIACT 3aIpOC CETEBBIX MApaMETPOB JI0 TIepe3aIrycKa.

VYcrpoiicTBo 3ampammBacTt yepe3 32-CeKyHIHBIC HHTEPBAJIbl CETEBBIC HACTPOHKH Y JIF0O0TO U3
cepsepoB DHCP:
*Ecmu cepep DHCP Oyner HaiineH, HO HampaBIEHHBIH eMy 3ampoc HE cpabaThIBaeT WIH

DHCP* 3aBEPLLIAETCS M0 TakM-ayTy, CUCTEMA MPEKpaIIaeT 3apoc CETEBBIX apaMeTPOB J0 [lepe3anycka.
* Kpome Toro, MO>XHO HAaCTPOUTH YCTPOUCTBO C MMOMOIIBI0 TapameTpa Tpedosarts haiia cookie,

Xﬂp&]I\'TCleL[ii AJId MoCTaBIIUKA, YTOOBI IMPUHHATH aapec DHCP, 4ro no3Boser MNPUHHUMATDb
BBIZIaBA€MBIC 3HAYCHHUS 1 3aITyCKaTh CETEBBIC CJ'Iy)KGI:I.

Cwm. paznen «Ilapametpsr orBeToB DHCP».

*Kiacc nocrasmuka: APC.
I/II[CHTI/I(i)I/IKaTOp KIJIUCHTA: MAC-a/:[pec yCTpOﬁCTBa. ECIII/I HU3MCHUTH 3TO 3HAUYCHUC, HOBOC 3HAUYCHUC JOJIDKHO 6I)ITI)

yHUKanbHbeIM B JIC.
Knacc mone3oBatens: Ha3BaHHE MOyl MUKPOIIPOTPaMMHOT0 obectiedeHust; cM. pasjen «Ilepenaua daitiaosy.
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AKpaH HacTtpoek TCP/IP ansa IPv6
MyTb: KoHdurypauma > Cetb > TCP/IP > HacTtpouku IPv6

Jannas GpyHKOHS O3BOMSET MPOCMOTPETH JI0OBIe TeKyIIHe HacTpoiiku [Pv6 mmaTel ceTeBoro ympasieHus 3
(IICY) UBII. HuxHss 9acTh 3KpaHa UCTONb3YETCs 71 HACTPOMKHU ATUX TapaMeTpoB, B TOM YHCIIE U JJIs
oTkmoueHus [Pvo.

MoXHO UCIIOJIB30BATh PYUYHYIO WM aBTOMaTtnueckyto IP-anpecannio. MoXHO Takke OJTHOBPEMEHHO
WCIIOIB30BaTh 00e HacTpoku. [y pydaHoit agpecanuu ( ) ycraHoBUTE (PIIasKOK U BBEIUTE
vo u

YcraHoBuTe (hIaxoK , 4TOOBI cucTeMa nosryyasna npe(uKcel aApecoB OT
MapupyTu3aTopa (ecnu TakoBoi umeercs). Cucrema OyAeT HCIOIb30BaTh YKa3aHHbIE MPEeHUKCHI IS
aBTOMAaTUYECKOM HacTpoiiku aapecoB IPvo.

Bo3mokHble popmarbi IPv6 OnucaHue
fe80:0000:0000:0000:0204:61 ff:fe9d:f156 noiHas popma [Pv6
fe80:0:0:0:204:611ff:fe9d:f156 MIPOITYCK HadaJIbHBIX HYJIEH
fe80:204:611{f:fe9d:f156 CBOpaYMBaHKNE HECKOJIBKUX HYJEH B :: B afpece IPv6

IPv4 ¢ OTACJIbHBIMU YE€TBIPbMS CUMBOJIAMH, OTACJICHHBIMU

£e80:0000:0000:0000:0204:611f:254.157.241.86 .
TOYKOH B KOHIIE

MIPOIYCK Ha4aIbHBIX HyJeH, [Pv4 ¢ oTnenbHBIMH Y€ THIPBMS

fe80:0:0:0:0204:611f:254.157.241.86 .
CHMBOJIaMH, OTJICJICHHBIMH TOUKOH B KOHIIE

C OTACJIBHBIMU YE€TBIPbMSA CUMBOJIaMHU, OTACIIEHHBIMHA

fe80:204:6111:254.157.241.86 . N
TOYKOH B KOHIIE, CBOPAYNBAaHUE HECKOIBKHUX HYJIEeH

:1 localhost
fe80: mpedukc link-local
2001: rII00aTbHBIH OTHOAIPECHBIH Mpedukce

Mnata ceTeBoro ynpasneHus 3 ana UBIM PykoBoacTtBo nonb3oBartens 47



Huns CM. CIIEIYIOIIYIO TaOuILy.

Pexxum DHCPv6 gna koHpurypaumm IPve

Mapametp OnucaHue

Korpa sror dnaxkok ycranosnen, DHCPv6 ynpasnsiercst haramu
M (Managed Address Configuration Flag) u O (Other Stateful Configuration Flag),
MOJTy4aeMbIMH B COOOIIEHUAX MapipyTu3aropa [Pv6.

[Tpu nonmy4gennu coobmenus Mapuipytuzaropa [ICY nmposepsiet, ycraHOBIECHBI 1 (hiaru «M»
u «Oy». IICY uHTepnpeTHpyeT uX CIEAYIOMNUM 00pa3oM:

* Hu onun ¢orar ne 3agan. O3Havaer, 4To JIOKaJIbHAsI CETh HE UMEET HH(PPACTPYKTYPHI
DHCPv6. [Tnara cereBoro ynpasiieHuUs UCIIOIb3YET COOOIICHHS MapIIPyTH3aTOPa U pyYHbIE
HACTPOUKH JJIs1 TIOJTYUCHHS apecoB, He sBisttomuxcs «link-local» (Mcmonb3yembIx s
CBSI3U B IIpeJieNiaX OJJHOTO CETMEHTA CETH), a TaKKe JPYyTHe HaCTPOUKH.

*3apanbl paaru «M» wim «M» 1 «O». B 3Tom ciydae nmeeTcs noiaHas KoHGUTYpanus
agpeca DHCPv6. DHCPv6 nucnonb3yeTcst [UTs OTy9eHus aIpecoB M IPOYX HACTPOEK
KoH}uryparmu. IToT pexxuM HazpBaetcss « DHCPv6 ¢ coxpaneHmeM agpecoBy.

[Mocne nonmy4enust dara «My» kondurypaius aapeca DHCPv6 ocraercst 1elicTBUTENbHOIM,
MOKa paccMaTpuBaeMbIi HHTEp(eiic He OyIET 3aKpPhIT, aKE €CIIU NMOCTIEIYIOIINE TaKEeThI
coo0LIeHNH MapIIPyTH3aTOpa MOCTYNAIOT 0e3 yCTaHOBJIEHHOTO (iara «My.

Ecnu neperiM Oy et mosyueH duar «O», a 3aTeM ¢utar « My, 1marta CeTEBOro yIpaBJICHHs
MPOM3BEIET MOJHYI0 KOHPUIYpaIHIo afpeca no noiydeHud duara «Mpy.

Yupasasiemblii
MapUIpyTH3aTOP

*3ajaH TosibKO uiar «O». B 3TOM cityuae miiata ceTeBOro yrnpapieHHUs] OTChLIAET MaKeT
DHCPv6 Info-Request (maker 3ampoca unpopmanuun). DHCPv6 ucnonbs3yercs st
HACTPOUKHU «IPYTUX» MapaMeTpoB (Takux kak mecromnonoxkenue DNS-cepeepos), HO HE
JUIsl TIOJTy4YeHus afipecoB. DTOT pexuM HasbiBaeTcss « DHCPv6 6e3 coxpaHeHus aipecoBy.

Anpec u apyrue DHCPv6 ucrionb3yeTcs i NOTyYeHHs aJpecoB M NPOUYUX HACTPOeK KoHpuryparmu. Itot
CBeJeHUS pexxuM HaszbiBaetcsa « DHCPv6 ¢ coxpaneHueM agpecoBy.

Toabko cBenennsi, | DHCPv6 ucrions3yercs aist HACTPOMKH «IPYTHX» MapaMeTpoB (TaKUX KaK MECTOIOJIOKEHNE
32 HCKJ/II0YeHHEeM DNS-cepsepos), HO HE nnst nosiydenus anpecoB. 1ot pesxxum HasbiBaetcsi «K DHCPv6 6e3
ajgpecoB COXPaHEHHUsI afIpECOBY.

Huxoraa DHCPv6 HE ucnonb3yetcs Ui KaKAX-TH00 HACTPOSK KOH(PHUTYpaIIHH.

MapameTtpbl otBeTOB DHCP

Kaxnpriit neiicrButensubiii orBer DHCP conepxut napamerpsl ¢ Hactpoiikamu TCP/IP, koTopble He0OX0ANMBI
[ICY anst paboThl B ceT. Kax bl OTBET TaKkKe COAEPKHUT APYTYI0 HH(popMalHio, BIUSIONIYI0 Ha padoTy IICY.
CM. TaxKe CTaTbio B 0a3e 3HaHMU.

CBefeHusi 0 KOHKpeTHOM nocTtaBwuke (napameTp 43). IICY ucnonp3yeT 3TOT mapamerp otkinka DHCP
IS OTIpEZIeTIeHUsI JOCTOBEPHOCTH OTBeTa. JlaHHBIN mapameTp coaepkut oTHocsmuecs Kk APC mapamerpsl B
¢dopmate TAG/LEN/DATA, nazpiBaeMmbie cookie APC. 1o ymouaHUIO 3TOT apaMeTp OTKITFOYEH.

*  Cookie APC. Tag 1, Len 4, Data «1APC»
[Tapametp 43 coobmaet IICY, uro cepeep DHCP HacTpoen Ha 00OCITy:)KMBaHUE YCTPOICTB.

Jlanee B mecTHaIaTepuIHOM (hopMarTe MpeaCcTaBlIeH IpuMep HHGOPMAINH, 3aBHCAIIEH OT
MOCTaBIINKA, B KOTOPOH coneprkarcs nanubie cookie APC:

Mapamerp 43 = 0x01 0x04 O0x31 0x41 0x50 0x43
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MapameTpbl TCP/IP. TICY ucnonb3yet s onpenencHus ceoux Hactpoek TCP/IP ciemyrontue mapamMeTpsi,
coxepxammuecs B moctoBepHoM oTkimke DHCP. Bee ykazanasie mapamMeTphl, 3a HCKIIOUSHHEM TIEPBOTO,
onucanbl B RFC2132.

o IP-aapec (u3 mons yiaddr orknuka DHCP, ormmcannoro B RFC2131): IP-anpec, BeinaBaembirii
cepsepom DHCP IICY.

*  Macka noaceru (rmapametp 1). Macka rmojceTn onpeaesnseT 3HaueHue, Heooxoaumoe st paboTs! [ICY
B ceTn.

*  MapmpyTu3arop, T.e. IIJTF03 TI0 YMOJTYaHUIO (mapaMerp 3). AJpec NuIr3a Mo YMOITYaHHO,
HEOO0XOAUMBIH 11 paboThl IICY B CeTH.

*  Bpewms Boimaun IP-agpeca (mapamerp 51). [IpomexxyTok BpeMEeHH, B TEICHHE KOTOPOTO BBIIACTCS
[P-anpec ansa IICY.

*  Bpewms oonoBienusi, T1 (mapamerp 58): Bpemst, koropoe IICY H0KHA 0KHAATH TOCIE BELIaYN
[P-agpeca mepen TeM, Kak OHa CMOKET 3alPOCUTH OOHOBIICHHE 3TOTO HAa3HAYCHHSI.

* Bpewms npoasienust ucnoJsis3oanusi, T2 (mapamerp 59). Bpems, kotopoe IICY 1omKHA 0)KUAATH
nocie Belnaun [P-agpeca nepen TeM, Kak OHa CMOKET IPOJJIMTE MCIOIb30BaHHUE afpeca.

Opyrve napameTtpsbl. I[ICY Takke UCIOIB3YET CIEAYIONINE TapaMeTPhl, COAEPKAIIUEC B TOCTOBEPHOM
otxinke DHCP. Bee yka3zaHHbBIE mapaMeTphl, 32 UCKIIIOUCHHUEM JIBYX MOCIIEIHUX, onmrucansl B RFC2132.

* CepBepbl NpoTOKO0JIa ceTeBOro Bpemenu (mapametp 42). Jlo nsyx NTP-cepBepoB (nepBU9HBII
(OCHOBHOI1) M BTOPUYHBIH (BCTIOMOTATENIbHBII)), KOTOPbIE MOXET UCIOB30BaTh [ICY.

* Cnsur Bpemenu (mapametp 2). Caur Bpemenu nozcetd I[ICY OTHOCHUTENFHO YHUBEPCATBHOTO
koopauHupoBaHHoro Bpemenu (UTC), 3amaBaeMblii B ceKyHIaX.

*  CepBep noMeHHBIX UMeH (TTapametp 6). Jlo aByX cepBepoB momMeHHBIX uMeH (DNS) (mepBudHbBIN 1
BTOPUYHBII), KOTOpBIE MOKET UCTOIb30BaTh IICY.

*  MHmsa xocta (mapametp 12). Ums xoct-y3na, koTopoe ucnois3yer [ICY (MakcuManbHas JyinHa — 32
CHMBOJIA).

+  Hmsa nomena (mapametp 15). Uma nomena, kotopoe ucnonb3yeT [ICY (MakcumanpHas anuHa — 64
CHMBOJIA).

* Boot File Name (13 noss file orkimuka DHCP, onncannoro 8 RFC2131). ITonHocThIO OnpeeeHHbIH Ty Th
JT0 TIOJTB30BAaTENBCKOrO (haita KoHpuryparwy (ini-(aiina), ucroiabp3yeMoro mpH 3arpyske. [Tome siaddr
orBera DHCP omnpenenser [P-aapec cepsepa, ¢ kotoporo [ICY ocyiiecTBiseT 3arpy3Ky ini-¢atina. [Tocne
3arpy3ku [ICY ucromb3yer ini-(haiisl B KagecTBe 3arpy304HOTO (haiiya C MeNIbI0 H3MEHEHHST HACTPOCK.

* Tloanoctsio onpenesenHoe umsa gomena (FQDN, mapametp 81). [TomHOCTEIO OTIpeieIeHHOE UMS
nomena IICY.

AkpaH «CKopocTb nopTa»
MyTb: KoHdurypauusa > Cetb > CKkopocTb nopTa
[TapaMeTp CKOPOCTH MOpTa 3a1aeT CKOPOCTh 0OMeHa naHHbIMU nopta Ethernet. Texyuuit mapamerp
oToOpakaercs B pasaene Texyliasi CKOPOCTh.
[TapameTp MOXHO U3MEHHTB, BRIOPAB MEpEKIItoUaTelsb B pazaeie CropocTs nopra:

* IIpu3HaueHuu ApTocorjacosanue (0 yMOTUYAHHIO) CETEBBIE yCTPONUCTBA ONPEACISIOT MaKCHMaIbHO
BO3MO’KHYIO CKOPOCTb ITepelaun JaHHbIX. ECM pu 3TOM CKOpOCTH Nepejaun JaHHbIX IBYX YCTPOUCTB
HE COBIAJAl0T, 0OMEH OyJeT OCYLIECTBIATHCS Ha O0jiee HU3KOH CKOPOCTH.

*  MoxHo Taxke BeiOpars 10 wmm 100 MOuT/c; A1 KayKI0To U3 STHX apaMeTpOB MOYKHO yKa3aTh 3HAUCHHE:
— mnoayaymiexc (meperaya JaHHBIX TOJIBKO B OTHOM HAIIPABJIICHUH 3a SAMHUILY BPEMEHH) HIIH

—  10JIHBI gynuiekce (OAMH KaHAI MOXKET UCII0Ib30BaThCs IS IIepelaur JaHHbIX CPa3y B IBYX
HaIpPaBJICHUIX).

HNPUMEYAHHE. M3MeHUTh MOKHO TOIBKO CKOpOCTh TopTa A0 1000 M6uT/c, BRIOpaB OMIIHIO
aBTOCOINIACOBaHMs Auto-negotiation.

AkpaH DNS

MyTb: Kondurypauumsa > Cetb > DNS > Kondmrypaums
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3HaueHUd B pasacie 0T06pa>1<a}0T TCKYIICC COCTOSAHUEC U HaCTpOﬁKy.

[TapameTps! B pa3nene HCTIONB3YIOTCS Tl HACTPONKH
cucteMbl ToMeHHbIX UMeH (DNS):

* BriroueHue MEHIO MO3BOJISICT YCTAHOBUTD, UTOOBI IAHHBIC
KOH(HTYpaluK OT APYTHX UCTOYHHUKOB, Takux kak DHCP, uMenu npuopuTeT rnepe; BhIMOITHESHHON B
3TOM pasjiesic PyIHOH KOHPUTYpaIUeH.

*  Vkaxwure aapeca IPv4 wium [Pv6 mst mapamerpa Y TIpY HEOOXOAUMOCTH ISt

napaMerpa . UTOOBI OTIPABIATH ANEKTPOHHYIO MOYTY ¢ MOMOINBIO0 [ICY,
HE00X0MMO KaKk MUHUMYM yKa3aTh [P-anpec nepsuanoro DNS-cepgepa.

— TICY xaet otBeTa 0 15 cexkyHa OT mepBUYHOro Wik Bropuunoro DNS-cepsepa. Ecnu TICY He
MOJyYaeT OTBET B YKa3aHHOE BpEMsl, COOOIIECHHE AIIEKTPOHHOM NOYTHI HE OyZAET OTIPaBIICHO.
Hcnons3zyiite DNS-cepBepsl B TOM ke CerMeHTe, rae pacnonoxeHna IICY, Ui B coCceTHEM
CErMeHTe, HO HE B ApYTuX yaaieHHbIX cermeHTax cetu (I'C).

— Tlocne onpenenenust IP-anpeco cepeepoB DNS BbINONMHNUTE UX TPOBEPKY; CM. pa3aen «IKpaH
npoBepku DNS».

. . Ilo3BonsieT cunxponusupoBath uMs xocta DNS ¢ umenem 1ICY.
[lenkuure cebky «Ms cUCTEMBI) 11 ONIPEACIICHUS 3HAUEHHUA.

Ecmm mvst xocta DNS  nmst cucteMsl [ICY cHHXpOHU3UPOBAHBI, JJIMHA UMEHU CUCTEMBI
OTpaHUYCHA OIPEICICHHBIM KOJUIECTBOM CUMBOJIOB B 3aBUcHMOCTH OT DNS RFC. Ecim
OHH HE CHHXPOHHU3UPOBAHBI, IMsI CHCTEMBI MOXET COJIEPKaTh 10 255 CHMBOIIOB.

. . [Tocne 3amanust 31eCh UMEHH XOCT-Y3J1a M YKa3aHUs IOMEHHOT'O MMEHH B TIOJE
, TTIOJIE30BaTEINIb MOKET YKa3bIBaTh UM XOCT-y3J1a B I000M 1ose uaTepdeiica IICY (kpome
a/IpecoB 3JIEKTPOHHOH MOYTHI), KOTOPbIE pab0TaIOT C JOMECHHBIM HMEHEM.

. . Mnst uarepdetica [ICY B aToMm pazzene motpedyercs yKazaTh TOIBKO UM
noMeHa. Bo Bcex ocTanbHBIX OJISIX HHTepdeiica monb3oBaTens [ICY (kpome mosnei aapecoB
AJIEKTPOHHOW MOYTHI), pabOTAIONIHUX C JOMCHHBIMU UMEHAMH, TTATa CETEBOTO YIPABICHUSI 1O
YMOJTYaHUIO JI00aBUT JJAHHOE JOMEHHOE UM, €CIIH OY/IET BBEJICHO TOJBKO UMl XOCT-Y3TIa.

— YroOsl nepeonpeaAenTh paciiupeHe YKa3aHHOTO UMEHHU XOCTa ITOCPEIICTBOM JT00ABIICHUS
WMEHH JIOMEHA, 3aJIaliTe B [0JIe UMEHH JIOMEHA 3HAUCHHE 110 YMOJTYaHHIO0 somedomain.com
Wi 3Hadenue 0.0.0.0.

— YT0OBI I3BMEHUTD PaACIIUPEHNE KOHKPEMHO20 TIMEHH XOCT-y371a (Harpumep, Ipy OnpeieieHH
MOJTyYaTens MpephIBaHMI ), TOCTaBbTE KOHEUHYIO TOUKY. [ICY pacno3HaeT HMs XOCT-Y3/1a ¢ TOUKOH
(nampumMep, mySnmpServer . ) KaK MOJHOLEHHOE JOMEHHOE UMS M HE 100aBIIsieT JOMEHHOC IMSL.

. . Ykaxute nomeHHoe umd IPv6.
AkpaH npoBepkn DNS
MyTb: Kondurypauuma > Cetb > DNS > TectupoBaHue

JarHas GyHKIMS Benoap3yeTces Tt oTIpaBky 3ampoca DNS, KoTopslil mpoBepsieT HacTpoiiky DNS-cepBepa myTtem
rorcka 1o [P-aapecy. [pomeaypy HaCTpOHKH cepBEpPOB CM. B BHIIICHIPUBEICHHOM pazzeie «xpad DNSy.

[IpocmoTpuTe pe3yabTaThl MPOBEPKHU B TIOJIE

» Jlns mapamerpa YKKUTE METOJT MCTIOB30BaHws 3arpocoB DNS; cM. crieyrornyro Ta0miry.
* Bone YKaXHUTe 3HaUeHHe, KOTOpoe OyJIeT HCTIOIB30BaThCS ATl BRIOPAHHOTO THIIA
3arpoca B COOTBETCTBUU C JAHHBIMU TAOIUIIBL.
Bbi6bpaHHbIii TMN 3anpoca Ucnonb3ayembii 3anpoc
1o X0CTy Nms xocra, URL
110 MOJTHOMY JOMEHHOMY ITommoe JOMCHHOC UM BUA
HMEeHH MOV _CepBep.MOM HOMEH.Com
no IP-agpecy IP-angpec cepsepa
no MX Anpec Mail Exchange
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AKpaH Beb6-gocTyna
MyTb: KoHdwmrypauuma > Cetb > WWW > [loctyn

JlanHast pyHKIMS UCIONIB3YeTCs sl HACTPOWKU METO/1a IOCTyNa K BeO-uHTepdeiicy. (st akTuBanuu 006X
W3MEHEHUH, BHIMTOTHEHHBIX B 3TOM pasjeie, moTpedyercs nepe3arpys3utsb [ICY. Cwm. paspen ««CeTb» B MEHIO
yIpaBieHus» Ha cTp. 23.)

C nomonipio (praskkoB « BKITIOUUTE» MOXKHO BKITFOUHTH IOCTYTI K MHTepdeiicy mop3oBareds mo npotokory HTTP
wm HTTPS (nm no oboum niporokonam). [Iporokon HTTP orkimouen o ymonmuanuto, a nporokon HTTPS
BKJTFOUeH 1o ymorrdanuto. [Iporokom HTTP He Bemonmser mmdpoBaHue.

HTTPS rtakxke BoimonuseT ayrentudukanuto [ICY ¢ momorsio mudposoro ceprudukara. OnucaHue
Pa3ITUIHBIX CIIOCOOOB HUCITOB30BaHUS ITUPPOBBIX cepTU(HUKATOB CM. B pasfene «Co3maHne U yCTaHOBKa
U(QPOBBIX CEPTUPUKATOBY B Ha .

st nomoTHUTENbHOM 6€30MacHOCTH ISl TapaMeTpa MOPThl MOXHO U3MEHUTDH 3HAUEHHE, YKa3aB 0001
HEHCIoNb3yeMblii TopT B Auanazone 5000-32768. Heo6xoaumMo UCTIONB30BaTh ABOSTOUHE () B AAPECHOM I10JIE
Opay3epa JuIs yKazaHusi Homepa nopta. Hanpumep, mis Homepa nopta 5000 u [P-ampeca 152.214.12.114:

http(s)://152.214.12.114:5000

Beb6-akpaH cepTtudmkaTa SSL

MyTb: KoHdurypauusa > Cetb > WWW > SSL-ceptudomkar

JlobaBnenue, 3aMeHa 1 yaaneHnue cepTudukaTos 6e3omacHoctu. SSL (Secure Socket Layer) — 3To npoTokout,
MCIOJIB3yeMBbIH IS UG POBAHUS TaHHBIX, IEPEIaBACMbIX MEX Ty Opay3epoM U BeO-CEpBEpPOM.

MOI‘YT HCIIOJIb30BATHCA CIACAYIOIINEC 3HAUCHHUA TapaMeTpa CocTosiHue:

o Toausiii cepruduar. IlnaToit cereBoro ynpaieHus ObUT YCTAHOBIICH WITH CO3/IaH ICHCTBUTENBHBIN
ceprudukar. ll{eTkHUTE 3Ty CCBUIKY, YTOOBI YBHACTH COAEPKUMOE cepTU(dHKaTa.

o Ceprudmurat ne yecranonien. CepTudukar He ycTaHoBIIeH v 0611 yeTanosiieH FTP wim SCP B
HenpaBuIbHOM MecTe. C TOMOIIBI0 KOMaHAb! /l00aBuTh niin 3aMeHuTh (aiin ceprudurara
ycTaHOBUTE cepTUdHKAT B Hajuiexamiee Mecto: /ssl Ha [ICY.

» Coznanne, [Inata ceTeBOro ynpasieHus co3aeT cepTU(HUKAT, TOCKOIbKY HEe OOHApPYKEH
JEHCTBYIONUH CEpTHU(HKAT.
* 3arpyska. BelmosHseTCS akTHBAIUS CEpTU(HUKATA HA TUIATE CETEBOTO YIIPABJICHUS.
Ecnu 6vin yemanognen nedeticmeumenvHulil cepmughuxam uny cepmughuxam He Obll 3a2pyicel npu
extouenHom SSL, niama cemegoeo ynpagneHusi co30aem cepmugpuram no YMoauauuo; 3mom
npoyecc Modicem 8bI36ams 3A0ePIICKY 0Opaujenus K unmepgheticy npumepHo Ha 00HY MUHYNY.
CepTuduKar 1o yMOJIYaHHIO MOXHO UCIIOIb30BaTh IS 00CCIICYCHUSI OCHOBHBIX (DYHKITHMIA

0€30IacHOCTH ITyTeM IMN(POBAHHS JaHHBIX, HO TIPH 3TOM IIPH BXO/E B CUCTEMY OyZIeT BBIBOJUTHCS
MIpeAynpexIeHue O Oe30MacHOCTH.

JlobapuTs nau 3amennTs (Gaiin ceprudurara. Haiiqure daiin ceprudukara, co3gaHHbINA ¢ TOMOIIBIO
Mactepa 6e3onacHocTH. s BBIOOpa METOJa HCTIONB30BaHHS HUPPOBHIX CEPTU(UKATOB, CO3TaHHBIX
MacTepoM Oe3onacHocTy 1 crenepupoBanHbix [ICY, cM. pazgen «Co3naHue U ycTaHOBKA HU(PPOBBIX
cepTu(UKaTOB» B Ha .

Yiannte. Y panenue ceptudurara. CM. TakKe TEKCT HA SKpaHe.

OKpaH KOHCcONKn

MyTb: KoHdurypauumsa > Cetb > KoHconb > [loctyn
MyTb: KoHdurypaumsa > Cetb > KoHconb > Kntou xocta SSH

HocTtyn k koHconu. [{ns obHoBnenus mukpomnporpamMMel MBI moTpeOyeTcs BKIIIOYHTE TOCTYI K KOHCOJIH;
cM. pazgen «Okpad «OOHOBIEHHE MPOIIUBKU»Y». JIOCTYI K KOHCOJIM MO3BOJISIET UCTIONIB30BAaTh HHTEP(dEHC
KOMaHIHOM CTPOKH.
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C momomipio QIiakkoB « BKIFOYUTH» MOYXKHO BKIIOYUTH JOCTYI K HHTep(delcy KOMaHIHON CTPOKH IO
MIPOTOKOIY WITH (wmm o o6omM mpoTokoyam). [Ipotokon Telnet oTKITIOUEH MO YMOTIAHHIO, &
npotokoi SSH BkiroueH o ymordanuto. Telnet He mudpyeT nMeHa moJib3oBaTelied, TapoIu U JaHHBIE BO
BpeMs iepeiauy, a mpotokod SSH BeImonHseT mudpoBaHue.

Ipumeuanue. [Ipu Brmrouernu SSH Brimouaercs takke SCP (SeCure CoPy) amst 3amuiieHHon nepeaadn
¢aiinos. JJonomaurensHyo nHpopmanuio 06 ucrnonszoBanuu SCP cM. B paznene «[lepenaya daitnosy.

Jns mapaMeTpa mopThI, KOTOPBIA OyaeT ucnob3oBathest i cBsi3u ¢ [ICY, MoxxHO MpUCBOUTSH 000
cBOOOTHEIH TTOPT B muamnazone 5000-32768 ms obecrieueHUs JOTTOTHATEIHLHOM 3aIIHTHI.

. . ITo ymomyanuto umeet 3Haduenue 23. J{7s onpeneneHus nopra, He 3aIaHHOTO 110 YMOJTYaHHIO,
HEOOXOIMMO MCIIONB30BaTh ABOCTOYHE () MM IPOo0e, Kak TpeOyeT Toro KiaueHTcKas nporpamma Telnet.

Hanpumep, muist mopra 5000 u [P-agpeca 152.214.12.114 knuentckas nporpamma Telnet TpeOyer
WCIOJIB30BaHMsI OHOM U3 CIEeIYIOMNX KOMaH/I;

telnet 152.214.12.114:5000 wiau telnet 152.214.12.114 5000

. . [lo ymomyanuto umeer 3HaueHune 22. Gopmar KOMaHIHON CTPOKH, HEOOXOAUMBIH IS
3a/IaHus HE UCITOJIE3YEMOr0 TI0 YMOITYaHHIO TIOPTa, TIPUBEACH B IOKYMEHTAIINH IPOTPaMMbI-KITHEHTa
SSH. Cwm. takxke «Kimrou xocta SSH» nanee.

Kntou xocta SSH. [Ipu ncnonsizoBannu mpotokona SSH (Secure Shell Protocol) miist moctyma k KoHCOTH
MOJKHO JTOOABJIATh, 3aMEHSTh WU YIAIAThH KITFOY XocTa Ha 3kpaHe «Kirrou xocta SSLy.

YKa3bIBacCT, SABJACTCA JIK KJIIFOY XOCTa (CereTHBIfI KJIIO‘{) HeﬁCTBHTCHBHBIM. MOFyT
HCIIOJIb30BAaTHCA CICAYIOIINEC 3HAYCHHU ITapaMeTpa «CocTosiHHEY

. . OTCYTCTBYIOT UCTIOJIB3yEMBIE KIIFOUH XOCTa.

. . IImaTa cereBoTO yIIpaBIieHUS CO3/IaeT KITFOY XOCTa, TOCKOIBKY He ObLTO0 HalIeHO HU OJTHOTO
JIEUCTBYIOIETO KI0Ya.

. . BemoHaseTcs akTHBaIis KITI0Ya XOCTa Ha IIaTe CeTEeBOTO YIPABICHHUS.

. . OIvH U3 CAeAyIOMUX TOMYCTHMBIX KITFOUEH X0CTa HAXOAUTCS B KaTanore /ssh

(pexoMeHIyeMOoe MECTOIIOJIOKEHNE Ha IUIATEe CETEBOr0 yIPaBICHUS):
— 1024- nnu 2048-pa3psAHBIN KITIIOY XOCTa, CO3IaHHBI MacTepOM HACTPOUKH O€30MacHOCTH

— 2048-pa3psaausiii kiod xocta RSA, co3naHHbI IaTON CETEBOrO YIPABICHUS.

. 3arpysure ¢aiin Kiroda XocTa, CO3AaHHOI0 MacTepOM HACTPONKH
6e3onacHoctu. MHpopmaryio 06 NCIIONB30BaHIK MacTepa 0e30MacHOCTH CM. B PYKOBOZICTBE 110 O€3011aCHOCTH Ha
. UToOBI HCTIOJIB30BaTh BHELIHHUI KITIOY XOCTA, 3arpy3UTe €ro repe]] BKIIFOUEHHEM (CM. pa3ziesn
«ocTyn K KOHCONM» BBILIE).

Ipumeuanne. YToOBI cCOKpaTuTh BpeMs, HeoOXoaumMoe Jutst BKiroueHuss SSH, co3maiite u 3arpy3ure K4
X0cTa 3a0JaroBpeMeHHo. Ecau exntouums SSH, He 3a2py3us Koy xocma, niama cemegozo ynpasieHus
ROMPAmum npuUMepHoO MUHymy 0Jist CO30anus Karouda, a cepeep SSH 6ydem 6 smo epems HedoCmyneH.

. Yz[ane}me Kmoda xocta. CM. TakKe TEKCT Ha OKpaHe.

YroOr! ucnions3oBatk SSH, HE0OX0MMO UMETH ycTaHOBIEHHBIH KiueHT SSH. bonbmmHcTBO
miatdopm Linux u UNIX umeroT B cBoeM cocTtaBe KiueHT SSH, HO B onepallMoHHBIX CHCTEMax
Microsoft Windows oH otcytcTByeT (32 nckimtouenuem Windows 10). JlocTymmHBI KJIHEHTCKHE
nporpaMmbl Windows paznuyHbIX pa3paboTunkoB, HanpuMmep nporpamma PuTTY, nocrymnHas mo
agpecy

AkpaHbl SNMP

Bce nmena, maponu u mmeHa cooOrecTB it SNMP niepenarorces o ceTu B BuAe 00BIYHOTO TeKcTa. Ecim ceTh
TpeOyeT BBICOKYIO CTeNeHb 0€30MacHOCTH u(poBanus, oTkiIounTe 1octyn SNMP unu ycranosute s
Ka)IIOTO U3 COOOIIECTB MpaBa focTyna Ha ureHue. (Coo0IecTBO ¢ JOCTYIIOM Ha YTCHUE MOJKET MOIydaTh
WH(GOPMAIIIIO O CTaTyCe U UCIIONB30BaTh NpepbiBanus SNMP).
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IIpu ncnons3oBanuu cpenctsa StruxureWare Data Center Expert ms ynpasnerus UBII B oTkpsITOl cetn
cucteMbl StruxureWare reodxooumo Bkmouante SNMPv1 mwm SNMPv3 B uatepdeiice IICY. Joctym Ha
YTEeHHE MO3BOJIAET YCTPOUCTBY Struxure Ware nomnydaTs npepbiBanus oT [ICY, a JOCTyH Ha 3aHCh HEOOXOAUM
pu pabote ¢ uaTepdeiicom monp3oatens [ICY mis ucmob30BaHmus yeTpoicTBa StruxureWare B KadecTBe
MOJTy4yaTessl IpepbIBaHMU.

I[OHOJ'IHI/ITCJ'II)HyIO I/IHq)OpMaI_II/IIO 110 YIIpaBJICHUTO 0€30IMaCHOCTBIO CHCTEMBI CM. B
Ha

SNMPv1.

MyTb: KoHdurypauma > Cetb > SNMPv1 > [loctyn n KoHTponb gocrtyna

[TapameTtp HCIIONB3yeTCsl ISl BKItoueHus win BeikimoueHuss SNMP Bepcun 1 kak meTona
B3aumoneicrtaus ¢ [ICY.

o ymomganuto SNMPv1 otkimouen. Heobxoaumo onpenenuTs uMs cood1ecTsa
JI0 TOTO, Kak OyZieT yCTaHOBJIEHA CBSI3b ¢ MpoTokoioM SNMPv1.

HUcnonszoBanne SNMPv2c nonnepxkuBaercs ¢ moMoinsio gy SNMPv1.

KoHTponb goctyna. MoXHO HACTPOUTH JIO YETHIPEX 3aIUCei KOHTPOIIS JIOCTYIIA, YTOOBI OTIPEIeIHTh, KaKas U3
ceteBbIX cucteM ynpasnenust (NMS) meer nocryn k [ICY. JIns penaktipoBaHus IETKHATE UM COOOIIECTBA.

[To ymoirganuo o/THa 3amvCh HAa3HAYASTCS HAa KXKIOE U3 YeThIPeX JOCTYIMHBIX coodmecTB SNMPv1. Ber moxkete
M3MEHSTh 3TH HACTPOWUKH, YTOOBI MPUMEHHTH H0Jiee 00HOU 3anuci 075 1100020 co0OWecmaa, I IPEIOCTABICHUS
JIOCTYTIA TT0 HECKOJIFKHM OTpeieieHHbIM anpecam [Pv4 u [Pv6, mvenam xoctoB mimm mackam [P-agpecos.

+ Ilo ymomuanuto coobuiectBo umeet goctyn k I[ICY n3 moboro mecra B ceTu.

* Ilpu HacTpolike HECKOIBKUX 3aITUCEH YIPaBICHUS JOCTYIIOM ISl COOOIIECTBA C JIIOOBIM UMEHEM 3TO
3HAYUT, YTO OJTHO MJIM HECKOJIBKO COOOIIIECTB UMEET JOCTYII K YCTPOMCTRY.

. M1, xoTopoe cucrema ynpasnenus cetbio (Network Management Station — NMS)
JIOJDKHA MCTIONB30BaTh IS IOCTYIa K cooOIecTBy. MakcuManbHas JuinHa — 16 cumBosioB B popmate ASCIL.

. Anpec IPv4 nnu [Pv6, macka IP-anpeca nimm umst XocT-y31a, KOTOPbI YIIPaBsSeT
noctynoM cucteM NMS. Mms xocT-y3ma unu onpenenensslii [P-anpec (manpumep, 149.225.12.1) otkpriBaeT
JocTyT ToibKo cucteme NMS B manHOM cermenTe cetu. [P-aapeca, comepkamue 255, orpaHHYUBAIOT JOCTYT
CIIEIYIOMNM 00pa3oM:

* 149.225.12.255: noctyn NMS tonbko B cermente 149.225.12.
e 149.225. : noctynt NMS Tonbko B cermenTe 149.225.
«  149. : moctyrt NMS Tonbko B cermenTe 149.

* 0.0.0.0 (HacTpOIKH MO YMOIYaHHIO), KOTOPBIE MOTYT OBITh TAK)KE MPEICTABIICHBI B BUJIE
255.255.255.255: moctyn mo6oi cucteMbl NMS B J11000M CerMeHTe.

. JleficTBUS, KOTOpBIE MOXET BHIMOTHITE NMS B coolmiecTBe.

. . Tomeko onepartuu GET, B 1r060€ Bpems.

. . Homyuats (GET) B mro6oe Bpems u pazmemiats (SET) urdpopmanuto, eciu apyrue
0JIb30BATEIN He paboTaoT B MHTepdelice Moabp30BaTeNs WK B HHTepdelice KOMaHTHOH CTPOKU.

. . [lonyuats (GET) u pasmemars (SET) nadopmaruio B 1r0060€ BpeMs.
. . 3anpemteno noiyuats (GET) u pasmemats (SET) nnpopmanuio B 1r0060€ Bpemsi.
SNMPv3.

MyTb: KoHdurypauua > Cetb > SNMPv3 > [loctyn, MNpocdmnu nonb3oBarenen n KoHTponb
pocTtyna
Huns 3anpocoB GET u SET u nmomry4dareneii npepsiBanuii B SNMPv3 nipu naentndykannym moinp3oBaresiei
HCITOJIB3yeTCs cucTeMa mpodrurert monb3oBareneil. [lomp3oBarens SNMPv3 nomken umeTs podws

MOJIb30BaTeNsl, Ha3HaUYeHHBIN B iporpamme MIB st Beimonunenus onepaunit GET/SET, npocmotpa MIB u
MOJTy4EeHHsI TPEPBIBAHUM.
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Jo ymonuanuto nporokon SNMPv3 otkimtoueH. HeoOXouiMo akTHBHPOBATh JCHCTBUTEIBHBII
po(UIb MOJIL30BATENIS, HCIIOJB3YS MapoIbHbIE (Ppasb (
) 1o ToTO, KaK OyAeT yCTaHOBIICHA CBA3h C MPoTOoKoJIoM SNMPv3.

st ucionwzoBanuss SNMPv3 Heobxoqumo uMmets nporpammy MIB ¢ mognepsxkoit SNMPv3.

[ICY nmonnepxuBaetr ayreatudukannto SHA wmm MDS3, a Takoke 3amuty ¢ momomeio AES wmn
DES (umdposanue).

[ICY nonaepxuBaet ayreHTudukanuo SHA nmm MDS, a takke mudposanne AES nnu DES.

[TapameTp Brmrounts moctyn kK SNMPv3 mo3BossieT HCTIOIb30BaTh JAHHBINA METO/T
B3aUMO/ICUCTBUS C YCTPOUCTBOM.

Mpodunu nonb3oBatenen. [To ymoruanuto oroOpaxaeT CIMCOK HACTPOEK JJIsl YEThIPEX
npoduIieii moJib30BaTeNiel ¢ UMEHAMH OT it} , HE UCTIOJIb3YIOIIHNX
ayTeHTU(HUKAINIO U 3amuTy (ndppoBanue). YToObI H3MEHUTH CIIEAYIOIIUE HACTPOHKH MOJIb30BATEIBCKOTO
npodusl, METKHATE UMSI TI0JIb30BaTeNsl B YKa3aHHOM CIIHCKE.

. . Unentudukarop nmpoduis monszoBarens. SNMP Bepcun 3 otobpakaer
¢ynkuun GET, SET u obecnieunBaeT 3aXBaT B I0JIb30BATEIBCKAN MTPOQHUITL ITyTEM COMTOCTABICHHS
WMEHH TI0JIb30BaTeN sl MPOHIIs C UMEHEM I0JIb30BATEN B TIEpelaBacMOM TMaKeTe AaHHBIX. M
MOJIB30BATEIISI MOXKET cofepkaTh 10 32 cumBosioB ASCII.

. . ®paza u3 15-32 cumsonos ASCII, mposepsttornias B3auMoeCTBIE
cucteMbl NMS ¢ ycrpoiictBoM o nipotokoiy SNMPv3, nomkHa ObITh ycTaHOBIeHa B cucteMe NMS. Ona
TakKXe MPOBEPSIET, YTOOBI COOOIIEHNE He MEHSIIOCH BO BpeMs Iiepeiauy, a TakyKe CBsI3b C COOOIICHUEM
TIEPUOIMIECKH TOAICPKIBAJIack. JTO TIO3BOJISIET Y3HATh, YTO COOOIICHUE HE 3a]ep KaHo U He ObLUIO
CKOIMMPOBAHO 1 TIOBTOPHO OTIPABJIEHO B HECOOTBETCTBYIOILIEE BPEMSI.

. . ®paza u3 15-32 cumBonoB ASCII, xoropas obecieyuBaeT
KOH(HICHINAIBFHOCTD JaHHBIX, OTIIPABIsIEMBIX cucTeMoit NMS Ha naHHOeE ycTpoiicTBO Win
MPUHUMAEMBIX OT JAHHOrO ycTponcTBa yepes SNMPv3.

. . [Iporoxon SNMPv3, noxnep:xuBatommii ayreHTuGuKannio SHAu
MDS5. JIomKHO OBITH BBIOPAHO OJHO M3 3TUX 3HAYCHHI.

. . [Ipotokon SNMPv3, moaaepKuBaromuii B KA4Y€CTBE MIPOTOKOJIOB
mmdpoBaHus U nemudpoBanus naHHbIX npoTokonbl AES u DES. HeoOxomiMo ucmons30Bath Kak
IPOTOKOJ KOH(HAEHINATBFHOCTH, TaK U MapoJIb KOHPUICHINATBHOCTH, B IPOTUBHOM CITydae 3arpoc
SNMP ne Oynet 3ammudpoBaH.

OpHAKO HENb3s BBIOPATh MPOTOKOJ KOH(MUACHIIMAIBHOCTH, €CJIM HE BBIOPAH MMPOTOKOJ
ayTeHTU(HUKAIIH.

KoHTponb goctyna. MoXHO HACTPOUTB 10 YETHIPEX 3arceil KOHTPOJISL IOCTYIIa, YTOObI ONPEACINTh, Kakast 13
cereBbIX cucteM ymnpasieHus (NMS) umeet noctyn k TICY. [l peaakTHpoBaHus IIEIKHUTE UMS NTOJIb30BaTEs.

[o ymoiyanuto 0/1Ha 3aMMCh HA3HAYACTCS HAa KKIIBIN U3 YeThIPEX MpodUieii moik30BaTeneid. Ber Moxere
W3MEHSTh 3TH HACTPONKH, YTOOBI IPUMEHHTE O0J1ee 00HOU 3anucu 051 NPOQUIisL HOTb308aMeNs, IS
MIPEIOCTaBICHUS TOCTYIIA [0 HECKOJILKUM onpeenieHHbIM [P-aapecaM, nmenaM XocToB min Mackam [P-anpecos.

* [lo ymomuanuro Bce cuctembl NMS, UCTIONB3YIOIIUE 3TOT MPOQPHIIb, UMEIOT JIOCTYI K 3TOMY YCTPOWCTRBY.

* IIpu HacTpoOIiKe HECKOIBKUX 3alUCEeil YIPaBICHHUsI JOCTYIIOM AJIsl OAHOTO MPOMHIIS TOIB30BATENS 3TO
3HAYUT, YTO OZIMH MJIN HECKOJIBKO JPYTUX MpoduIiel MoNp30BaTeNei JOJKHBI UMETh IOCTYTI K YCTPOUCTBY.

. B packpeiBaromemcs cnucke BeiOepuTe Npoduib Moap30BaTeNs, Ui KOTOporo Oyaer
NPUMEHEHa JaHHas 3alMCh YIPaBICHUS 10cTynoM. i1t BeIOOpa JOCTYIHBI YeThIpe MMEHH MOJIb30BAaTeNs,
HACTPOEHHBIX ¢ oMouIsio GpyHKmK «IIpodmin mons3oBarenein.

. IP-agpec, macka [P-agpeca unu uMst XoCT-y371a, KOTOPBIA YIPABIAET JOCTYIIOM
NMS. NUms xoct-y3na wim ornpeneneHnsblii [P-anpec (Hanpumep, 149.225.12.1) oTKpbIBaeT AOCTYII TOJIBKO
cucteme NMS B nannom cermente cetu. Macka IP-agpeca, koTopast conepKUT 4ucio 255, orpaHuYuBaeT
JOCTYII CIEAYIOIUM 00pa3oM:

e 149.225.12. : moctynt NMS Tomnbko B cermente 149.225.12.
e 149.225. : noctynt NMS Tonbko B cermenTe 149.225.
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« 149. : noctynnt NMS Tonbeko B cermenTe 149.

e 0.0.0.0 (HacTpO¥iKH MO YMOJIYAHHIO), KOTOPBIE MOTYT OBITh TAKKE MPEICTABIICHBI B BU]IE
255.255.255.255: noctyn moboit cucremsl NMS B 11000M CerMEHTE.

AKpaHbl Modbus

HUcnomszyiite mapamerpst Modbus, uro6st HacTpouts [ICY Ha ricnionp3oBanue potokona Modbus [Tt ToKITFOYeHAS
CHCTEMBI JUCTIETYEPU3ALI HHKeHepHOoTo 00opynoBanus (Building Management System — BMS). [Tnara [ICY
AP9640 nonnepxusaet untepdeiic Modbus TCP, a mnats! [ICY AP9641 u AP9643 noanepsxusaror
riocreoBaTenbHbIi naTepdeiic Modbus.

JlonomauTenpayto nHGOpMAaIIio 06 ncmonp3oBaHuy npoTokosia Modbus Ha IICY, cM. B
Jlononnumenvroti dokymenmayuu no npomoxoiy Modbus u Kapmax pecucmpog npomokona
Modbus, xoTopbIe TOCTYIIHEI Ha

Jns momydeHns vHGOpMAIMU 00 YIpaBICHUH IPYIIION NEPEKIIF0YaeMbIX PO3ETOK C TIOMOIIBIO
Modbus miis mozeneit Smart-UPS ¢ npepukcamu SMT, SMX, SURTD, SRC u SRT oGpaturecs k
, ToCcTymHOH Ha BeO-caiite APC.

INPUMEYAHMUE. /JaTuvku TeMIIEpaTypsl U BIaXKHOCTY, MOAKIIOUAEMbIE K YHUBEPCAIbHBIM
noptam BBoja-BeiBoja [ICY AP9641 u AP9643, He nojiepKUBaOTCs IpU UCTioNb3oBanuu Modbus.

MocnepoBatenbHbIM NopT Modbus (Tonbko AP9641 unn AP9643).
MyTb: KoHdurypauua > Cetb > Modbus > NocnegoBaTtenbHbIN NopT

1. Ilapamerp HCIIONIB3YETCSI IS BKITFOUCHHUS MJTH BRIKJTFOUCHHS ITOCIICI0BATEeILHOTO IOPTa
Modbus kak merona B3aumonencteus ¢ [ICY.

2. 3apaiiTe mapaMeTpsl MOAKIIOYEHHS 110 TOCIeA0BaTeNbHOMY TopTy Modbus:

— — CKOPOCTb Tepelau JAaHHBIX B OUTaxX B CEKyHIy. MOXHO 3a/1aTh
3raverne 9600 (o ymomganuto) i 19200.

— — OUT VIS TPOBEPKHU YETHOCTH. MOXKHO YCTAHOBUTH 3HaUCHUE «YeTHBIN,
«HeuetHriii» nin «Het».

- — YHUKaJIbHBIN HACHTH()HUKATOP LIETEBOTO
ycTpoiicTBa. M0OXHO yCTaHOBUTD 3HaUeHue oT 1 110 247.

3. Ulenknure «[IpuMeHHUTHY, 9TOOBI COXPaHUTH U3MEHEHUSI.

Modbus TCP.
MyTb: KoHdurypauua > Cetb > Modbus > TCP

1. ITapametp UCIIOJNIL3YETCS ISl BKIIIOUCHUS HITH BBIKITFOUEHHst ipoTokoia Modbus TCP kak
Merona B3aumozeicteus ¢ IICY.

2. 3apnaiiTe HOMEp st coequaennss TCP. MokHo ycTaHOBUTE 3HaueHHe 502 (110 yMOT4aHHIo) WK
3nagerne ot 5000 mo 32768.

3. Ienkuute «lIpuMeHUTH», 4TOOBI COXPAHUTH U3MEHEHUSI.

AkpaH BACnet

HUcnonw3yiite napametpbl BACnet, uro0sr HacTpouts [ICY Ha ucnons3oBanue npotokoiia BACnet as
npenocraBneHus qaHHbIX 00 UBI1 cucreMe aBTOMaTU3UPOBAHHOTO YIIPABICHUS 3JJAHHCM.

JomonauTensHble cBeAeHNs 0 Toukax nanubix UBII, mpenocraBnsemsrx mocpeactsom BACnet,
cM. B fokymeHTax BACnet Application Maps (Kaptsl peanuzanuun BACnet) Ha Be6-calite APC
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Kongurypauus BACnet

ITapamerp Onucanue
YcranoBute 3T10T (hr1askok, 4ToObI BKiIIoUnTh BACnet. B nporiBHOM ciiyvae k [ICY
Henb3s Oyner ooparuthes yepe3 BACnet. ITo ymomganmo BACnet oTkimroueH.
Hoctyn NNPUMEYAHMUE. HeBo3MOXHO aKTHUBHPOBATH MPOTOKOII BACnet, 1oka He yCTaHOBIIEH

MapoJIb TSI YIIPaBIEHHA CB3bI0 ¢ ycTporicTBoM Device Communication Control
Password.

ID ycrpoiicTBa

YHUKaNbHBIN HASHTHPHUKATOP A5 yeTpoiicTBa BACnet, MCIONB3yeMbIit 17151 0OpaIieHus
K HeMy. [lomyctumslit muamaszon: 0—4194303.

HUms ycrpoiicTBa

Wmst nanHoro ycrpoiicrBa BACnet, KOTOpoe JOIDKHO ObITh YHHUKAJIBHBIM B paAMKaX CETH
BAChet. ITo ymomyaHuro Juisl yCTpOKCTBa ncHonb3yercs uMsi B popmare «BACn+mocnentne
BoceMs udp MAC-anpeca [ICY». MuHIMAaNbHas [UTHHA paBHA | CHMBOITY, MAaKCUMATTbHAS —
150, ipu 3TOM paspereHo UCTIOIB30BaTh CIEIUATTHHBIC CHMBOJIBL.

CeTeBoii IPOTOKOJI

BeiGepuTe Hy>KHBIH IPOTOKOJI:
*  BACnet/IP

Bpems o:xxuganust
APDU

Cpok B MuIIIHceKkyHaax, B TeueHue koroporo IICY oxunaer orser Ha 3ampoc BACnet.
Honycrumsrii quanazon: 1000-30000. Crannaptaoe 3nauenne — 6000.

IoBTOPHBIE MONBITKH
APDU

Uwcro MOBTOPHBIX MOIBITOK BRITOIHUTH 3arpoc BACnet, mpemmnpranmaemsix [ICY, pexxe
geM 3anpoc Oyzer npepsaH. [lomyctumenii auanaszon: 1-10. CranmaptHoe 3Ha4deHne — 3.

Cayx6a Device Communication Control ncrionssyercst kianearom BACnet, 4To0b! 1aTh
KOMaH/ly yJlaJIeHHOMY ycTpoicTBY (Hanpumep, [ICY ¢ noxnepsxkoit BACnet)
MPEeKPaTUTh OTHPaBIATH 3ampockl APDU mnm oTBewaTs Ha HUX (KpOME OTHOCSIITUXCS K
ciyx6e Device Communication Control) B TedeHHe 3aJaHHOTO MEepHOAa. DTy CIyKOy
MOXXHO HUCIIOJIB30BAaTh AJIA JHUArHOCTUKHU.

ITapoan VYxaxwure napoins Device Communication Control, yro6s1 xieHT BACnet He Mor ynpasisTh
Device B3auMozeiicteueM ¢ IICY uepe3s BACnet, He penocTaBUB 3a4aHHbIN 3/1€Ch NAPOIb. ITOT
Communication HapoJIb JIOJKEH MMETh JUIMHY OT 8 10 20 CMMBOJIOB M COJIEPKaTh CIIELyIOmIee:
Control
* Uucno
* CHMBOJ B BEpXHEM PETHCTPE.
* CUMBOJI B HUKHEM PETUCTPE.
* CrienianbHbIN CUMBOIIL.
Pexomenayercst ”3BMEHHUTH apoJib NpH HepBoM BKIoueHHH BACnet. 15 3TOr0 3HaTh
TEKYIIMH 1apoiib He TpedyeTcsl.
BACnet/IP
IMapametp Onucanne

JlokaJbHBIH OPT

[Mopr UDP/IP, ncrione3yemsiii [ICY st otipaBku 1 notydenust coooiernii BACnet/IP.
Homyctumsrit nuana3on: 5000-65535. Hactpoiika mo ymomuaamto: 47808.

IIpumeuanne. Anpec [ICY ¢ nonnepxkkoit BACnet/IP onpenensiercst B Bune IP-anpeca
IICY u nokansHOrO Nopra.
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IMapametp Onucanne

YcraHoBuTe 3TOT (IiaXkok, 4To0bI 3apeructpuposath [ICY Ha ycTpoiicTBe yrpaBieHus
mupokoBemmanneM BACnet (BBMD).

Ipumeuanue. Bam HyxHO 3apeructpupoats [ICY B kauecTBe CTOPOHHETO
ycTpoiicTBa Ha ycTpoiictee BBMD, ecniu B moacetu [ICY ceiiuac HeT ycTpoiicTBa
BBMD 160 IICY ucnonssyer npyro# iokaipHbli mopT st BBMD.

| IP Router |
BBMD A BBMD B
NMC Vv NMC X NMC z
BKJIIOYUTH Port: 47808 Port: 47809 Port: 48100
perucrpanuio ‘ ‘
CTOPOHHMX YCTPOHCTB e W ey

Port: 47808 Port: 47809

Subnet 1 Subnet 2 Subnet 3

B npuBeneHHOM BBIIIE IPUMeEpE:
* BBMD A ynpasnsieT IHIpoKoBeaTeIbHBIMU cooomienusiMu Ha [ICY V u W.
* BBMD B ympasnser mupoxoBeniatenbHpIMu coobmennsmu Ha IICY X n Y.

* Tonsko IICY Z nyxHO 3apeructpupoBath Ha ycTpoiictee BBMD A unu B B
KauecTBE CTOPOHHEI0 YCTPOMCTBA, TaK Kak B ee nojacetu Her BBMD.

* [Tocne peructparmu [ICY Z MoeT PUHAMATH ITMPOKOBEIIATENHHBIE COOOIIEHHS OT
BBMD, Ha KOTOpOM OHa 3apErHCTPHPOBAHA, & TAKKE OTIPABIIATH Ha HETO COOOIICHHMS,
kotopsie BBMD tpancimipyeT Ha Bce yCTpoICTBa B CBOEH MOJICETH, a TAKKE Ha APYTHE
ycrpoiictea BBMD B cetu uepes IP-mapuipyuszarop.

Craryc peructpaunu ctoponsero ycrpoiictsa (FDR):
e Perucrpauusi CTOpOHHMX YCTPOCTB HEAKTUBHA
FDR sBnsieTCsl HEaKTUBHOM B CJIEAYIOIIUX CIIy4asX:
— FDR Bkirouena, a BACnetotkiroueH.
— FDR otkmtouena, a BACnetBxiroueH.
— FDR u BACnet oTKITI04Y€HBI.
* Perncrpanust BbInoJiHeHA

Perucrpanus FDR ycnemHo BelnosHeHa.

Craryc
* Perncrpanusi OTKJI0OHEHA
Perucrpanus FDR 3aBepmiena ¢ omuokoii. [ICY aBTOMaTHYecKu MOBTOPUT
MOMBITKY PErUCTPALIUK, HO MOYKHO YCTaHOBHUTH (DJIAsKOK
, ur0o0b1 IICY noBTOpMIIA MOMBITKY
PEerucTpanuy.
e Peructpanus oTnpasJieHa
3anpoc FDR otmpasieH, HO ellie He BBITIOJTHEH.
YerpoiicTBo
ynpaBJeHust IP-agpec uny nojHOE JOMEHHOE UMS YCTPOUCTBA YIPABICHUS IIUPOKOBELIAHUEM
INMPOKOBeaHHEM BACnet, ¢ xotopsM OyzeT 3apeructpupoBana ganuas [ICY.
BACnet/IP
Hopt [opt ycrpotictea BBMD, ¢ koTopsiM OyneT 3apeructpupoBana 3ta [ICY.
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IMapametp Onucanne

[epuon B cekynnax, B Tedenue koroporo BBMD Oyner cuurars gannyto [ICY
3apeructpupoBanHbIM ycrpoiictBoM. Eciu IICY He noBTOPUT peructpanuro 10
HCTEUCHHS 3TOTO cpoka, BBMD ymanut ee u3 cBoei TabIHIIBI CTOPOHHHUX YCTPOHCTB,
Cpoxk :KM3HH nocie uero IICY He cMOXeT OTIpaBIATh WK IPUHUMAThH HIMPOKOBEIIATEIbHBIC
coobmeHus yepes 3to ycrpoiicteo BBMD. JlanHbIi apamMeTp onpeaessieT, Kak 4acTo
[ICY perucrpupyetcs Ha ycrpoiictee BBMD, tak kak I[ICY nomnbiTaetcst mnoBTOpUTh
PETUCTPALUIO JO UCTEYEHHS 3TOTO CPOKA.

9KpaH cepBepa FTP
MyTb: KoHdurypauma > Cetb > CepBep FTP

Hcnonp3yiiTe 3TOT 3KpaH JuIs paspelieHus noctyna k cepepy FTP u onpenenenus nopra.

Mapametp OnucaHue

Cepeep FTP nepenaer daiinst 06e3 mmdposanus. [1o ymoruanuto nmpotokos FTP oTkimroueH.

st mmmdpoBanHO# nepenaunt QaiiyioB KCIONB3YiiTe 3allUIIEHHBIH TPOTOKON KorupoBanus Secure CoPy
(SCP). ITporokon SCP (¢ nomoripto nporokona SSH) BrtroueH o ymordanuto. OiHako nepenaya ¢Gaiios
OyzieT HEeBO3MO)KHa, ITOKa HEe M3MEHEH IapoJib CyepIoib30Bareis (apc), yCTaHOBJICHHBIH 110 YMOTYaHHIO.
Hocryn IMPUMEYAHMUE. B imo60e Bpemsi, Koraa noTpedyeTcst A0CTYII K yCTPOHCTBY uepes StruxureWare
Data Center Expert mim Operations, cepep FTP noimkeH ObITh pa3pelieH B HaCTpOIKax IiaThl
ceTeBoro ynpasieHus ganioro UbBII.

JlononHuTeNnbHY10 HH(GOPMALIHIO 110 YIIPABIECHHIO 0€30MaCHOCTHIO CHCTEMBI CM. B
Ha .

[opt TCP/IP cepsepa FTP (1o ymomuanuto 21).

Cepgep FTP ucnons3yer kak yKa3aHHBIH TOPT, TAaK U TIOPT C HOMEPOM Ha €IUHHUITY MEHBIIIE.
PasperieHHble, He yCTAHOBJIEHHBIE IO YMOUaHUIO HOMEpa OPTOB yKa3aHbI Ha dkpane: 21 u 5001-32768.

Hopt IIpumeuanue. Vcnons3oBanue B HacTpoiikax cepBepa FTP mopra, He 3aJaHHOTO 1O YMOJYaHUIO,
YCHJIMBAET 3alIUTY, TOCKOJIbKY 3aCTaBJISICT NOJIb30BaTeseil 100aBiIaTh UMs ropTa K aapecy IP B
komanaHoi crpoke FTP. [lepen no0aBiieHHBIM MMEHEM ITOpTa AOJDKEH OBITH TPOOEIT MM ABOETOYHE,
B 3aBUCUMOCTH OT UcHoib3yemoro kiauenrta FTP.

AkpaH Wi-Fi (tonbko AP9641 n AP9643)

MyTb: Kondwurypauusa > Cetb > Wi-Fi

INPUMEYAHME. [{anHblii 5KpaH akTyaieH, Korna qonoanurensHoe yerpoiictBo APC USB Wi-Fi
(AP9834) BcraBnsercs B USB-niopT tutatel AP9641/AP9643.

IIPOBOJHBIM COEMHEHHEM, Ha yCTPOHUCTBO, noakitoueHoe 1o Wi-Fi. Takxke He pekoMeHtyeTcs
3arpy’kath 1eibii ¢ain config.ini, B3ATHIN ¢ ycTpoicTBa, noAKoueHHOT0 o Wi-Fi, Ha
YCTPOMCTBO C MPOBO/IHBIM COEMHEHNUEM, €CIIM TOJIBKO BeCh paznien [NetworkWiFi] He Oynmer
yJlaJIeH WIIN 3aKOMMEHTHPOBAH C MTOMOIIBIO TOUKH C 3amsToH (HanpumMep, ; WiFi = enabled).
Paznmen [NetworkWiFi] comepKHUT HACTPOHKH YCTPOWCTBA, CIICIIM(PUIHBIE T UCTIONB30BaHMUS
Wi-Fi. DT HacTpolKu He clieyeT BEIrPYy>KaTh Ha YCTPOHCTBO C MPOBOAHBIM COETHHEHHEM.

g BAJKHO: He pexomenayercs 3arpy>kath neiblii paiin config.ini, B3ATHIH ¢ yCTPOHCTBA C

Hcnonp3yiiTe MaHHBIN 3KpaH Ul MPOCMOTPA TEKYIIETo COCTOSHUSI ceTH Wi-Fi, BKITIOUeHUS/OTKITIOUCHUS
Wi-Fi u uamenenus nactpoek cetu Wi-Fi.

INPUMEYAHMUE. Bxarouenne/otkmodenre Wi-Fi oTKIFOUNT/BKITIOYUT MTPOBOJIHOE COSTUHEHHE
110 JiokansHO# cetr. [ICY 3 OyneT mepesarpyskeHa mociie BHeceHus Hactpoek Wi-Fi. [Tocie
repe3arpy3Ku nmpoBojHas ceTh OyneT oTkiatoueHa u [ICY 3 mombiTaeTcsl MOAKIIOYUTHCS K TAHHOMY

VYxaxure cereBoe ums (SSID) cetn Wi-Fi. MakcumanbsHas amuaa — 32 cUMBOJIA.
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VYxaxure Tun 6e3onacHocty cetd Wi-Fi u mpenoctaBbTe cBeeHUs 7151 ay TEHTU(DUKALIH.

Mapametp OnucaHue
WPA
WPA2-AES
Yxkaxwure napons g cetr Wi-Fi. MakcumanbsHast [uimHa — 64 cUMBoOTIA.
WPA2-Mixed
WPA2-TKIP

WPAZ2-Enterprise

. Wmst nonb3oBarenst i ayTeHTH(UKAIMN B Cpezie
WPA2-Enterprise. MakcumanbHast 1jiiHa — 32 CUMBOJIA.

. [Mapons s ayrentuduxarum B cpene WPA2-Enterprise. MakcuManbHast
JUITMHA — 32 CUMBOJIA.

. YKa)XuTe BHEIIHIOI WACHTH(UKALNIO
WPA-2-Enterprise. to pononHuTenbHas HelmmppoBaHHas UISHTUDHUKALUSL,
ucrons3yemas cepsepom WPA-2-Enterprise. Hanpumep: user@example.com
aHOHMMHO. MakcumanbHas JyinHa — 32 CUMBOJIA.

st monmyuenus undopManuu o nopsiike ooOHoBneHus npowusky yerporictea APC USB Wi-Fi
(AP9834) cm. komanay wifi B

[Nopsinok ycTpaHeHus HeNoiaaa0K npu noakiaroueHnu k yerpoictsy APC USB Wi-Fi (AP9834) u

OIMCaHNE CBETOIUOIOB YCTPOUCTBA — CM. paszen « HencnpaBHOCTH anmapaTHOro Kio4ya
ycrpoiictBa APC USB Wi-Fi (AP9834)».

MeHI0 yBEOAOMNEHUN

CM. criepyroniye pa3aeisl:

*  «Twumnel yBeJOMIICHUI»

*  «Kondurypuposanue qeHCTBUH I COOBITHID

*  «OKpaH yBEIOMJICHHH 1O IEKTPOHHONITOUTE)

*  «OKpaH TecTUpOBaHUsA pepbiBaHnit SNMP»»

* «DKpaH nojxy4aresnei CuCTeMHBIX IpepbiBaHuit SNMP»

Tunbl yBegoMneHnn

MOKHO HACTPOUTD JCHCTBUS YBEIOMIICHUS MPU BO3HUKHOBEHUH OIPEICTICHHOTO COOBITHS. MOXHO
YBEIOMJISITH TIOJIB30BATENS O COOBITHH JIFOOBIM U3 YKa3aHHBIX CIIOCOOOB:

*  AKTHBHOE, aBTOMAaTUYECKOE YBEAOMIICHHUE. Y Ka3aHHBIE MOJIH30BATEIIN KOHTPOIUPYEMBIX YCTPOHCTB
OyIyT yBEZOMIIATHCS HETIOCPEICTBEHHO.

— YBemomIleHHE TI0 AJICKTPOHHOM moYTe

— IlpepsiBanus SNMP

— YBenomiieHHe CUCTEMHOr0 xypHana (Syslog)

* KocBeHHoe yBeioMIeHHE

— Xypnuan coosrTuii. Ecim He cCKOHGUTYpHpOBaHa Iepeaava MpsMBIX YBEIOMIICHHH, TI0JTE30BaTEITH
JTOJKHBI TIPOBEPSATH JKYPHAJ, YTOOBI CMOTPETH, KaKHe COOBITHS MTPOU3OIILIH

MOKHO TaK)Ke peruCTPUPOBATh JaHHBIC O PabOTE CHCTEMBI C IENbI0 HCIIOIh30BaHMS
3THX JAAHHBIX JJIs1 KOHTPOJISI paboThI ycTpoiicTB. CM. pazaen «KypHai JaHHBIX» A7
03HaKOMJICHHSI C HACTPOMKOW | MCITONBb30BaHUEM (DYHKIIUH PETHCTPAIIUH JaHHBIX.
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— 3anpocsl (SNMP GET)

—7="] /lononHuUTEILHBIE CBEIECHUS CM. B pa3zienax «DKpaH Moidydarenae CHCTEMHBIX

= npepeiBanuit SNMP» u «Oxpan TectupoBanus npepoiBanuii SNMP». [IpoTokon
SNMP nozBossier NMS BIONHATS HHPOPMALUOHHBIE 3arpockl. [Ipu
ucnonb3oBaHuu npotokona SNMPv1, koTopelii He ocymiecTBisieT MM(POBAHUS
JAHHBIX TIepe] epeaayeii, HacTpoiika HanboJiee OrpaHNYEHHOTO THIIA JOCTYTIa
SNMP (UTEHUE) no3BosisieT BBIMONHATS HHPOPMALTUOHHBIE 3aIIPOCHl 0€3 prcKa
JUCTAHIIMOHHOTO N3MEHEHUS KOH(UTypaInH.

Kapta cereBoro ynpasnenns nmoanaepxusaer REFC1628 MIB (6a3a ynpapmnstornieir HHGOpMAIIHH).
Wudopmariio o HacTporKe MoTydaTess NPephIBaHUM CM. B paszeiie « DKpaH IoIydaTeed CHCTEMHbIX
npepeiBanniit SNMPy. I'pymnina u3 Tpex coOwituit 1628 MIB coBMecTHMa TOJIBKO € 3TOH 02301 yrpaBIsIomiei
nHpOpMaIH, He ¢ aJbTepHATHBHOM O0a3oii Powernet MIB. OHu MoryT OBITH HACTPOEHBI, KaK J1000€ Apyroe
coobiTHe (cM. «KoHpurypupoBanue AeACTBUN 17151 COOBITHIN» HUXKE).

KoHdurypupoBaHue gencteumn gnsa coobitnmn
KoHdpurypauus no cobbituto.

MyTb: KoHdurypauua > YBegomneHue > [lenctBusa ana cobbitum > Mo cobbiTUO

IIo YMOJTYaHUIO IIPOTOKOJIUPOBAHUC HACTPOCHO JISI BCEX COOBITHIA. ﬂﬂﬂ OIMpeACJICHNUA OTBETHBIX JICHCTBUI Ha
OTACIBbHOC coOBITHE:

1. Bri6epute meHio Kondurypanus, 3atem YBenomiienue, [leficrus nis coobiTuii u Ilo codbITHIO.

2. YtoObl HAlTH COOBITHE, IETKHUTE 3ar0JIOBOK CTOJIONA VIS IPOCMOTPA CIUCKOB KaTeropuu CodbiTusi,
cBsi3aHHbIe ¢ nuTaHueM, CoObITHA B OKpY:Kawouleil cpene i CoObITHSI B cCHCTEMe.

MokHO Takke BBIOpaTh OAKATETOPHIO MO AAHHBIMH 3aroJIOBKaMu, HanpuMep CocTosinme BXOIHOI
Junnu ik TemnepaTypa.

3. Jlns mpocMOTpa M M3MEHEHHS TEKYIIMX HACTPOEK, TAKUX KaK aJipecarhl, OMOBEIIAEMBbIE IO AIIEKTPOHHOM
TIOYTE, WIIA CUCTEMBI yTIpaBJieHus ceTsiMu (NMS), oIy Jaroriie oroBeIeHHs IyTeM npepbiBannii SNMP,
mienkHuTe UM coobiTrst. CM. pazaen «llapaMerpsl yBenomieHHi». Y craHoBrTE Graxok AlypHast codbITHil,
YTOOBI BKITFOUUTH HITH BBIKITFOUHTH 3aITHACh XKYpHAIA COOBITHI JTS 3TOTO COOBITHSL.

Ecnu cepep Syslog He ckoHpUTypupOBaH, MyHKTHI, OTHOCAIIHECS K KOHpuUrypanuu Syslog,
MOKa3aHbl HE OYYT.

[IpocmaTpuBas napaMeTpbl KOHQUTYPAIIUU COOBITUS, MOXKHO BKIIOUYHThH WIHA OTKITIOYUTh
PETUCTPALIMIO COOBITUH WK JKypHaT Syslog, MO0 OTKIIOYUTH OTIPABKY YBEIOMIICHHUS
OTIPEICIICHHBIM TOTyYaTesIsIM JICKTPOHHOMN MOYTHI MM IPUEMHHUKAM MTPEPhIBAHUMN, HO T00aBUTh
WK yAJIUTh MOJydaTesiel U yCTPOMCTBA-TIPUEMHUKHU Heb3s. YTOOBI J00ABUTH UM YAATUTh
aJpecaToB WIH yCTPOHUCTBA-NPUEMHHKH, IOCMOTPUTE CIEAYIOLIEE.

* «nentudukanus cepepoB Syslog»
* «[Tomy4aTeny 3eKTPOHHOMN MOYTHI»
* «[loxyyaTenu npepbIBaHUM»

KoHdurypupoBaHue no rpynnam co6bITUN.

MyTb: KoHdurypauusa > YBegomneHue > [leictBuA ana cobbitum > Mo rpynne

[Topsimok oAHOBPEMEHHOM HACTPOWKHU TPYIIIBI COOBITHIA:
1. Bribepute mento Kondurypaumus, 3atem YBenowienne, /leiicteus nms codwrtuii u o rpynme,
2. BribepuTte, kKakuM 00pa3oM TPyNIIHPOBATH COOBITHS U1l KOHPUTYpaLUH:

— Bribepure nyHKT COOBITHSI 110 CTENEHN 0NACHOCTH, TIOCIIE YeT0 BEIOEPUTE OJIMH HITH HECKOIBKO
ypoBHEH onacHOCTH. VI3MEHSITh YPOBEHb OTIACHOCTH COOBITHSI HEIB3S1.
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— BLI6€pI/ITe IMIYHKT CoObITHd 110 Kareropum, rmocjie 4€ro BI>I6epI/ITe BCE COOBITHS O,Z[HOﬁ nin
HCECKOJIBKUX NPCABAPUTCIBHO 3aJaHHBIX KaTeFOpI/Iﬁ.

3. Jlisg mepexoja K pyroMy 3KpaHy menkHute «/lamee». BeImonHuTe crieayomnye 1eiCTBUs:
a. Bribepute mecTBHS MO COOBITHAM JUIS TPYIIITBI COOBITHIA.

* Uro0bI BEIOpATh MI000€E U3 ACHCTBHIA, 32 UCKITIOUCHHEM JieiicTBUs Beenue skypuasa
(Mo ymoirqaHu1o), sl Hayasia Heo0X0AMMO UMETh, Kak MUHUMYM, OJHOTO
CKOH(UTYPHUPOBAHHOTO JICHCTBUTEIHHOTO ITOTyYaTe sl HITH OJHO YCTPOUCTBO-TIPHEMHHUK.

* [Ipu BeIOOpE mapamerpa Beenue sxypHasia 1 HacTpoiike cepepa Syslog Ha cienyromniem
aKkpane Beibepute Kypuas codbrTuii wim Syslog (wm 06a xypHaia). (CM. pa3gern
«KypHanbsl B MEHIO KOH(HUTYpamum».)

0. YKaxuTe, Hy)KHO JIM COXPAHUTh HOBOE CKOH(UTYPUPOBAHHOE JCHCTBHE 1O COOBITUIO JUISI TPYTIIbI
COOBITHI WIIH OTKJIIOYNATEL JaHHOE NEHCTBHE.

Cwm. cneayromuii pa3aen «[lapameTpsl yBeTOMICHHI.

MapameTpbl yBeAOMMEHUA. DTH HaCTpauBaeMbIe TIOJIS ONIPEEISIOT TapaMeTphl OTHPABKU YBEAOMICHUN
1o coObITHAM. CMm. paznensl «Kongurypanus no codsituion u «KondurypupoBanue 1o rpymnmnamM coObITHR.

Kak IpaBuJIO, IJId AOCTYyIlAa K HUM HYXXHO HICJIKHYTbh HPUECMHUK HUJIN UMS ITOJTy4daTCIIAd.

Mone OnucaHue

Ecnu coObITHE cOXpaHsieTcs B TeYeHUE YKa3aHHOTO MTPOMEXKYTKa BPEMEHH,
3aepiKKa yBeJOMJIeHH MochIIaeTes yBenomieHue. Ecim naHHoe ycinoBue ucdes3aeT 0 TOro, Kak HCTEK
3aJlaHHBII HHTEpPBaJI BPEMEHH, yBEIOMJICHUE HE MOCHUTACTCS.

YBenoMIIeHHE IEPHOIITYECKH OTIIPABILIETCS ¢ YKa3aHHBIM HHTEPBAJIOM (110 YMOIYAHUIO

HNHTepBaj nosTopa
KaK/Ible 2 MUHYTHI 10 OYHCTKHU yCIIOBUS).

KoauyecTBo yBenomiaenuii

TToka coObITHE IEHCTBYET, YBEAOMIIEHHE OyAET IOBTOPEHO YKA3aHHOE YUCIIO Pas.
nocJjie HA4YaJbHOI 0 a Yer, yBel A P y p

nim

YBeaomasThb 10
yCTpaHEeHUs yCI0BHSA
BO3HHKHOBEHHS

YBenoMieHHe IOCHUIAETCS PETrYIIAPHO A0 TeX 0P, OKA YCIOBUE HE YCTPAHUTCS I
He OyIeT yperyImpoBaHo.

DTH mapaMeTpbl MOKHO TaK)K€ YCTAaHOBHTB JIJISl COOBITHI, aCCONMUPOBAHHBIX C OUUCTKOMW COOBITHSI.
(ITpumep coOBITHS C OYHCTKOM MBIl: pasopBaHa CEBA3b C OJOKaMu OaTapei H
UBIl: BOCCTaHOBJIEHA CBA3b C OJjokamu BaTapeit).

JKpaH yBeOMJSIEHUX NO INEKTPOHHOMN NnoyTe

0630p yctaHoBKU. Hcnomnp3yiite mpoTokon SMTP st oTipaBku cOOOIIEHUH 3JIEKTPOHHOM MTOYTHI cpa3y
YeThIpeM MOIy4aTeNsiM IPH BOSHUKHOBEHUU COOBITHSI.

YToOBI UCIIOIL30BATh (I)YHKLII/IIO OTIIPpaBKHU BHGKTpOHHOﬁ IIOYThI, H€O6XO,I[I/IMO 3a4aTh CICAYIOMUC MTapaMCTPhI:

» [P-agpeca nmepBUYHOTO U (HEOOA3aTEIBHO) BTOPHYHOTO cepBepa foMeHHBIX uMeH (DNS).
(Cwm. pazgen «Oxpan DNS»)

* IP-agpec nan ums DNS ansg napametpoB Cepeep SMTP u Ajpec ornpasureis.
(Cwm. pazmen «Cepep SMTP» namnee)

*  Azpeca 3JIeKTPOHHOM MOYTHI IS Y€THIPEX IMOTydaTeN e (MAaKCUMyM ).
(Cwm. pazmen «IlomydaTenu 37EKTPOHHON TOYTHD»)

MoO>XHO UCTIOJIb30BaTh 3HAYCHUE A]pCC noJjgy4arelisi mapaMeTpa nmoJiygaresin ajs
OTIIpaBKH 3HeKTpOHHOﬁ IOYTHI Ha TEKCTOBBIN 9KpaH.

CepBep SMTP.

MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyta > CepBep
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Ha 3ToM 3kpaHe yka3aHbl IEpBUYHBIN U BTOPUYHBIN cepBephl (cM. pasaen «Ikpad DNS») u cnenytromue nomus:

Mone

OnucaHue

Koundurypauus ucxoasiuei noyThbl

Anpec
OTIIpaBUTEIA

Coneprxanue monst OT B COOOIICHHUSIX JIEKTPOHHOHN ToUTHI oTnpasisiercs [ICY:
* B dopmate nonwzosamens@ [IP_adpec] (ecrm IP-anpec ykazan kak Jloxansueiii cepeep SMTP)

* B dopmate norvzosamens@oomen (ecnu ckonpurypupoBan DNS, u umst DNS ykazaHo kak
Jloxansusiii cepeep SMTP) B COOOLICHUX 3JIEKTPOHHON TTOUTHI.

Ipumeuanue. JlokansHeii SMTP-cepBep MOXKeT MOTpeOOBaTh YUETHYIO 3aIHCh CEpBEpa s
3aaHusI JAaHHOW HACTPOoUKH. CM. JOKYMEHTAIHIO cepBepa.

Cepsep SMTP

Anpec IPv4/ IPv6 win umst DNS nokansHOro cepsepa SMTP.

IIprumeuanue. OToT napameTp TPeOyeETCsI OMPENETSTH TOIBKO B TOM CITydae, €CIIH Ul TapaMeTpa
Cepsep SMTP ycranosneHo 3HaueHue Jlokanbabiil. CM. pasnen «[lomydareny 31eKTpOHHOM MOUThD)

HOT'0 OpraHa

AyTeHTHDUKAIUS Bxumrounte 3ToT mapamertp, eciau cepsep SMTP tpelyer ayTeHTH(UKAIIH.
Mopt [opt SMTP no ymomaanuto — 25. AnbTepHaTUBHBIE TIOPTHL: 465, 587, 2525, 5000-32768.
HNms
nosb3oBares/ .
Hapous/ Ecmu moutoBsIit cepBep TpeOyeT ayTeHTH(DUKAIINH, YKAKUTE 3/1€Ch UMS TI0JIb30BaTeIs 1
P naposb. TakuMm croco6oM OyIeT BRIOIHATHCS MpocTeiimas ayrenTudukanys, Ho He SSI.
Hoareepaurb
napoJib
JlonoJTHUTEILHO
* Huxorna. Cepsep SMTP He TpeOyeT u He moiepKUBaeT InppPOBaHHE.
* Ecam nogepsxnaercsi. Cepep SMTP o0bsiBisier o nognepxke STARTTLS, Ho ne
Tpebyert 3amudposannoro coeauneHms. Komanga STARTTLS ornpansiercs mocie moaaqu
HUcnoab3oBaTh OOBSIBICHHUSL.
SSL/TLS * Beerjia. Cepsep SMTP npu ycTaHOBJIEHMH COEIMHEHHUs TPEOYET OTIPaBKX KOMAH IbI
STARTTLS.
* Hesieno. Cepep SMTP npunumaer Tomnbko 3amudpoBaHHablie coenunenus. Coodmenne
STARTTLS ne oTnpasinsieTcsi Ha cepBep.
Heo0xoqum
KODHEBOIl DTOT MapameTp HY>KHO BKJIIFOUUTB TOJILKO B TOM CITydae, €CII1 IOJIMTHKA 3al[UThl OPraHn3aluu
ce ;’T" buiar HE pa3pelaeT ycTaHaBINBATh SIBHEIC JoBepeHHbIe coennHerns SSL. Ecnu atot mapamerp
BKJIIOUEH, JICHCTBUTEIbHBIA KOPHEBOM cepTHU(UKAT CepTH(PUIMPYIOIIEro OpraHa J0JKeH ObITh
cepTH(UKALNOH- e p pTHd prHpHIHpyIOm p A

sarpyxeH B [ICY mis mudpoBaHus OTIIPABISEMBIX COOOIICHUI 3JICKTPOHHOM MOYTHI.

HNmsa daiina

JlaHHOE 10JIe 3aBUCUT OT KOPHEBOTO cepTH(UKaTa cCepTUHHIUPYOILIET0 OpraHa,
ycranosneHHoro Ha [ICY, a Taxxe oT Toro, TpeOyeTcs i KOpHEeBOU cepTuduKat
CepTUDHUIHPYIOMIETO OpPTaHa.

Mony4aTenun aneKTPOHHOW MOYThI.

MyTb: KoHdurypauusa > YBegomneHue > AnekTpoHHas noyrta > NMonyyarenu

VYKaxxuTe 40 4eThIpeX MoydaTesel 3IeKTPOHHOU MouThl. [ HaCTpOoHKH napaMeTpoB HIENKHUTE uMsl. CM.
takke paznen «Cepsep SMTP», npuBeneHHBbIN BhIIIE.

Mone OnucaHue
Cosznanne
COO00IIEeHNsT .
o Bruttouaer (o0 yMOJT9aHUIO) WK OTKITFOYAET OTIPABKY JIEKTPOHHON MOYTHI ITOTyYaTeIro.
3J1eKTPOHHOM
MOoYThI

Mnata ceTeBoro ynpasneHus 3 ana UBIM PykoBoacTtBo nonb3oBartens 62




Mone OnucaHue

Wms monp30BaTens M JOMEHHOE UMs TIoTydarens. YToObI HCIOB30BaTh aipec Ui YBEIOMIICHHUS Ha
HenpKep, 3a1alTe aapec 3JEKTPOHHOM MOYTHI 1IIH03a NEHPKEPHON YUETHOM 3allMCH [10JTy4daTest
(mampumep, myacct100@skytel . com). CoobuieHue OyaeT reHepupOBaTh MUTI03 MEHKepa.

Anpec o
110;) warens Urto6s1 o6oittr monck DNS [P-anpeca mouroBoro cepeepa, B ckoOkax ykaxure [P-anpec BMecTo
y WMEHH JJOMEHA AJIEKTPOHHOH ITOYTHI, HATIPIMEP, UCTIONB3YHTE jsSmith(@[XXX.XXX.X.XXX]| BMECTO
jsmith@company.com. 210 moJie3Ho, Koraa nouck umeH DNS paboTaeT HenpaBUIIbHO.
IIpumeuanue. [eiimpxep momyyarens 10DKEH MOIEPKUBATh PA0OTY ¢ TEKCTOBBIMHU COOOIICHHUSIMH.
dopmar JluHHBIH QopMaTt CoAepKUT UMsl, PaclioIoKeHNe, KOHTaKT, [P-axpec, cepuiiHblii HOMEp yCTpOCTBa,

JAaTy U BpEMs, KO U OITMCAHUC COOBITHS. KOpOTKI/Iﬁ (I)OpMaT COACPIKUT TOJIBKO OIMMCAHUEC COOBITHSL.

BriGepuTe A3bIK B pacKpbIBatoIeMcs ciicke. Bee mickma Oy IyT OTIIpaBIIsSTECS HA YKa3aHHOM SI3BIKE.
SA3bIK MO’KHO HCIIOJIB30BATh PA3INYHbIe SA3BIKH I Pa3HbIX Monb3oBaTeneil. CM. pazaen «CMeHa s3bIka
uHTepdeiica moyb30BaATENS.

BriGepute ofuH U3 ClIEYIOIUX CIOCOO0B JOCTaBKY AJIEKTPOHHOM IOYTHIL:

¢ Jlokansubiii. C HCTIONB30BaHUEM JIOKATBHOTO cepBepa SMTP. 3T10oT pekoMeHIyeMblii mapaMeTp
00ecIeYrBaeT OTIPABKY JIEKTPOHHOM MOYTHI C MOMOIIBIO JIoKabHOro cepepa SMTP. Bridop atoro
IapamMeTpa OrpaHNuMBACT 3aJIEPIKKH, OTKA3bl CETH 1 IOBTOPHYIO OTIPABKY 3JIEKTPOHHOM HOUTBL

[Tpu BBIOOpE JTOKAIBLHOTO 3HAUYEHHST HEOOXOIUMO TaKXKe BKIFOUHMTH IIEpPechUIKy Ha cepBepe SMTP
YCTPOMCTBA U HACTPOUTH CIELMAIbHYIO BHEIIHIOK YUETHYIO 3alIUCh I IIOJIy4YEHUs
NepechUIaeMOoi AJIEKTPOHHOM NouTh!. [lepes BHECEHHEM 3THX N3MEHEHHI 00paTuTech K

Cepsep aaMuHuUCTparopy cepsepa SMTP.

e [Tonyuarens. C ucnons3oanueM SMTP-cepepa nonryuatens. IICY BbINOIHSAET TOUCK 3aIIUCH
MX B angpece 37E€KTPOHHOM MOYTHI HOMTyYaTeNs U UCIIONIB3YET MOyYEeHHYI0 HH(POPMAILHIO B
kadectBe cepBepa SMTP. CoolOmmieHne 3 eKTpOHHOH TOYTHI OTIIPABIISETCS TOIBKO OJUH pas,
MI0TOMY OHO MOJKET OBITh TOTEPSHO.

e [Tonb3oparensexuii. JlaHHBIN apaMeTp MO3BOJIAET KAXKIOMY ITOTy4aTeITI0 3J€KTPOHHON TOUTHI
UMeTh COOCTBEHHBIE HACTPOWKHU cepBepa. DTH HACTPOMKH 3aBUCST OT MPOLEAYPhI B
BhIIIeNpuBeieHHOM pazjiene «CepBep SMTP».

Ceptudmkarbl SSL 3aNeKTPOHHOM NOYTbI.
MyTb: KoHdurypauusa > YBegomneHue > AnekTpoHHas noyta > Ceptudpmkarbl SSL

3arpyska ceprudukara SSL snexkrpornoit noutsl Ha [ICY obecrieunBaeT JONOIHUTENBHYIO 3aIuTy. Daiin
JOJDKEH UMETh PACIIMPEHUe .crt WM .cer. B 110001 MOMEHT MOXHO 3arpy3uTh A0 MATH (Qaiiios.

[ocne ycTaHOBKHM cBeJeHHUs O cepTH(HKaTe 0TOOpa)karoTes B 3Toi obnactu. s HemomycTuMoro
cepTU(HKaTa BO BCEX IMOJISX, 32 HCKIIOUEHIEM UMEHU (paiina, oToOpakaeTcst 3HaUCHHE «H/I».

Ha stom 9KpaHC MOXHO YJAJIUTh CepTI/I(bI/IKaTLI. JIro0On1e MoJry4aTeii 3JI€KTpOHHOI71 IMMOYThI, UCTIOJIB3YIOIIHEC
CepTI/Iq)I/IKaT, JOJIXKHBI OBITH BPYYHYIO UBMCHCHBI IJId YAAJICHUS CCbUIIKM Ha I[aHHI:Iﬁ CCpTI/I(i)I/IKaT.

TecTupoBaHue 3/1IEKTPOHHOW NMOYTHI.

MyTb: KoHdurypauusa > YBegomneHue > AnekTpoHHas noyta > TectupoBaHue

IlockinaeT TecToBOC COO6].I.I€HI/I€ YKa3zaHHOMY IIOJIy4aTeIro.

AKpaH nony4yarenen cMcTeMHbIX npepbiBaHun SNMP
MonyyaTenu npepbiBaHUMN.

MyTb: KoHdumrypauums > YBegomneHue > MpepbiBaHnsa SNMP > NMonyyaTtenu npepbiBaHUMA
C moMoIIIbI0 IPEPHIBAHUS IPOCTOTO TIPOTOKOIIA YITpaBiieHHus ceThio (SNMP) MOXKHO TOTy9aTh aBTOMAaTHICCKIEC
YBEIOMIICHUS O BaKHBIX COOBITHAX MBII. 3T0 cpemcTBO HCIOMB3yeTcs 11 MOHUTOPHUHTA YCTPOHCTB B CETH.

[MonyuaTenu npepbiBaHuil 0ToOpaXkaroTcs 1o 3HaveHuto Mvs [P-anpeca/xocta NMS, roe NMS o3nauaet
CETEBYIO CUCTEMY YIIPABJICHHs. MOKHO HACTPOUTH A0 LIECTH MOJIydaTesIel IpephIBaHUI.

YroObl CKOH(UTYpUPOBATh HOBBIH IPUEMHHUK NPEPHIBAHUM, IIENKHATE MIyHKT /[00aBuThH 1moJyuaTe/nb
npepbiBannii. YToObl U3MEHNUTH WM yIAIUTH OHO U3 3HaYCHUH, enKkHuTe ero [P-aapec nnm uMs xocra.
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[Ipu ynanenun noiyyaTens IpepbIBaHUI BceM IapaMeTpaM OIMOBEIIECHNUS, HACTPOSHHBIM B pasJiene
«Kondurypuposanue nedicTBui A5l COOBITHID IJIs1 yIAISIEMOr0 TOIydaTesisl IPEphIBAaHUN, TPHCBANBAIOTCS
3HAYEHUS 110 YMOIYaHUIO.

Bri6epute mepekimoyaTelnb HJTH , UTOOBI YKa3aTh TUN NpephiBaHusa. UToOs cucreMa NMS
MOTJIa TIOJTy9aTh 0Ha TUTA TIPEPBIBAHMMN, HEOOXOAMMO OTACIHLHO HACTPOUTH s faHHOH NMS aByx
MoJyyaresieid npepbIBaHUM, MO0 OJHOMY Ha KaX bl TUI PEPbIBAHUS.

Mone OnucaHue
Co3j1anue CUCTEMHOI0 Brxumrouenne (1o yMOTYaHHIO) WIIM OTKIIFOUEHHE CO3/IaHuUs MPEPHIBAHMUS ISl JAHHOTO
npepbIBaHUA 10JIy4aTesisl IpepbIBaHUM.

BLI6epI/ITe OJHWH M3 3TUX JIBYX TUIIOB I'€HCpaliun HpepI)IBaHI/Iﬁ JUIA KaXX10T0
C031aBa€MOro nNpepbiBaHuUsl.

Oynkuus Powernet anantuposana aist Schneider Electric u conepkut MHOXeCTBO
JIOTIOJTHUTEJBHBIX IEPEMEHHBIX B COOTBETCTBUH CO CIIEIM(DUKON POAYKIIMN
kommnaauu. RFC1628 — 310 00mas cranmaptHast 6a3a yrpaisonieid vHpopMarmu
(MIB) mns yerpoiicts UBII.

ITpu ucnonp3oBannu 6a3sl RFC1628 MIB Taxke MOXXHO HCIOIb30BaTh TPH
u3BenieHns o coorTiax RFC1628 (cM. «Kordurypuposanme neiictBuit ams
coObITHIY). VX Bcnonp30BaHne MO3BOISIET H30€KaTh HEOOXOANMOCTH HACTPOUKH
u3Beniennit BHe cpensl [ICY, cm. RFC1628 MIB.

I'enepanys npepbIBaHUN
Powernet MIB/
RFC1628

Anpec IPv4/ IPv6 nim uMs X0CT-y3J1a JaHHOTO TIPHEMHHKA TIpephIBaHNi. 3HaUeHHe

Hmsa IP-agpeca/xocta NMS o
o ymordaauio (0.0.0.0) ocraBisieT moxy4aTess IpephIBaHUN HEOTPEACTICHHBIM.

Bri0Oepure 1351k B packpbIBaromeMcst criucke. OH MOKET OTJINYAThCS OT SA3bIKa

A3bik N o .
uHTepdeiica moab30BaTeNs U S3bIKOB APYTHUX NOTydYaTesIed MpepbIBaHui.
Wmst cooOrmiecTBa: MMs, NCIIOJIB3yeMOE B Ka4eCTBE UICHTU(HUKATOPA IIPH OTIIPABKE
npepsiBanuil SNMPv1 Ha naHHBIN NIPHEMHUK.

SNMPv1 AyTtentudukanus npepbiBanuii. Korma 3tot napameTp BKIIOUEH (110 YMOJIYAHHUIO),

cucrema NMS, onpesiesieHHasi ¢ TOMOIIBI0 HUMEHH XocTa wi [P-aapeca, Oyaer
MOJTy4YaTh MPEPhIBAHUS ayTeHTH(GHUKAINY (TIpepbIBaHMs, CHOPMUPOBAHHBIC
HEICWCTBUTEIHHBIMHY MOMBITKAMU BXO/1a HA TOM YCTPOMCTBE).

Wwms monp30BaTens: BRIOCPUTE UACHTHU(PHUKATOP TPOQUIIS MOIB30BATENS ISl JAHHOTO
SNMPv3 nojyuatesst mpepbiBanuii. Cm. Takke «[Ipoduim nonp3oBareneit» B pazuene
«Okpansl SNMP».

AKpaH TecTupoBaHua npepbiBaHnn SNMP
MyTb: KoHdurypauua > YBegomneHue > lNpepbiBaHna SNMP > TectupoBaHue

. Pesynprar nocaennero tecra npepsisanus SNMP. Yenemnsiit Tect
npepeiBaans SNMP noarBepskaaeT TOIBKO TO, YTO MpepbIBaHUE OBLIIO OTIPABIEHO, HO HE IPOBEPSIET €TO
MoJTyuyeHNe BEIOpAaHHBIM TOJIydareseM npepbiBaHuid. CYUTAeTCs], YTO TECT MPEPBIBAHMI 3aBEpILEH YCIEIIHO,
eciii cOOMI0/ICHBI BCE U3 IEPEUCIIEHHBIX YCIIOBUIA:

* Ha nanHom yctpoiicTBe noctynHa ogHa u3 Bepcuit SNMP (SNMPv1 nnu SNMPv3), HactpoenHas ans
YKa3aHHOTO I10JIy4aTelsl IPEePbIBAHUMN.

* Ilonmyuyarenb npepbIBaHUI BKIIIOUEH.

* Ecmu uMs X0OCT-y371a yKa3eIBaeTcs B none aapeca K, naHHOe uMs MOKET ObITh 3aMEHEHO Ha
JnercrBuTenbHbIN [P-aapec.

. Beibepute [P-agpec nnm umst XocTa, 1711 KOToporo OyAeT OTHpaBIeHO IpoBepoyHoe npepsiBanre SNMP.
Ecnu nomy4aress npepeIBaHUs HE HACTPOEH, 0TOOPaKaeTCsl CChUIKA Ha 3KpaH KOH(PHUTYpauuu
. CM. BBILIENPUBENEHHBIN pa3aen «DKpaH MmoigyuyaTeneil CHCTeMHBIX NpepbiBaHUi SNMP».
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MeHro «OOLwWwume»

B maHHOM MEHIO IpeACTaBIICHBI Pa3IMYHbIC JJIEMEHTHl KOH(PUTYpaLuH, BKII0Yas HACHTU(DHKALINIO
YCTPOKMCTBA, 1aTy U BpeMs, SKCIIOPT U uMIopT koHpurypauuu [ICY, Tpu ccbUIKM B HIKHEH YacTy 3KpaHa U
000011IeHHbIE JaHHBIE 7SI IOUCKA M yCTPaHEHHs HEHCIPAaBHOCTEMH.

JkpaH «aeHTUDMKaLMA»
MyTb: Kondurypauua > O6wue > UgeHTudukauyms

VYkaxuTte 3Ha4ueHus A napamerpoB Mms (uMms cucteMsl [ICY; M. pasnen «Okpan DNS»), Pacniosiomxenne
(pusuyeckoe pacnonoxenue) u Konraxt (OTBETCTBEHHOE JIULO). DTH JaHHBIE HCIIOIB3YIOTCS CIEAYIOMINMHI
KOMITIOHEHTaMU:

* Arent SNMP nnatel ceTeBoro ymnpaBieHHUs
* StruxureWare Data Center Expert

Hanpumep, nosie umenu ucnoib3yercs uaeHTudukaropamu oosekros (OID) sysName,
sysContact u sysLocation B arente SNMP matel cereBoro ynpasieHus. JlomOTHUTENBHYIO

uHpopmanuio 06 unearudukaropax MIB-II OID cm. B Cupasounom pykosodcmee k 6aze
ynpaenenus ungopmayueti (MIB) npomokona PowerNet® SNMP ua

3KpaH AaTbl U BpeMeHU

Pexum.

MyTb: KoHdurypauua > O6wue > [lata/Bpemsa > Pexum
3anaer BpeMs | Aaty, ucrolib3yeMbie [ICY. Bl MOkeTe N3MEHHUTh TEKYIINE HACTPOWKH BPYYHYIO WU C
ITOMOIIIBIO cepBepa MpoTokoia ceteBoro BpemeHu (Network Time Protocol — NTP):

[Tpu ucnonp30BaHUM 000MX KOMIIOHEHTOB BPEMEHH HY>KHO BBIOpATh “acoBOI 10sic. DTO pa3HULIA MECTHOTO
BpPEMEHH C YHUBEpCalbHBIM KooparHUpoBaHHBIM BpeMeHeM (UTC), koTopoe TakKe Ha3bIBACTCSI CPSIHUM
BpemeHneM 1o ['punBuay (GMT).

e Pyunoii pesxxum. BeinonHuTe 04HO U3 CAEAYIONIUX JEHCTBUM:
— Beenure naty u Bpems aiist IICY unu

— ycra"oBute (paaxkok [pumvenenune noxansuoro spevenn IK, 9To005I 1aTa U BpeMs COBINAAATN
C KOMITBIOTEPHBIMHU YacaMU, H IPUMEHUTE HACTPOUKH.

o Cunxponuszuporarts ¢ cepeepom NTP. Bosmoxunocts 11t NTP-cepBepa (ceTeBoit mpoTOKOI CTyKObI
BpEeMEHH) 3a7aBaTh Aaty U Bpems [ICY.

ITo ymomganuto Bce IICY Ha nonb3oBarenbekoi ctopoHe StruxureWare Data Center Expert
MOJTy4aroT HACTPOWKH BpEMEHH, UCTIONb3ys mporpammy StruxureWare Data Center Expert B
kauectBe cepBepa NTP.

Mone OnucaHue

[Tpu BBIOOpE 3TOTO MapameTpa JJaHHbIE OT JPYTHX UCTOYHHKOB (KaK
npaswito, DHCP) mony4atoT npropuTeT Hall yKa3aHHBIMHU B 3TOM
paznene HacTpoiikamu NTP.

3a010KkHpOBATH PYYHbIE
Hactpoiiku NTP

HepBuunsiii NTP-cepBep Bsenute IP-agpec nnmu nomenHoe umst nepsuunoro NTP-cepsepa.

Bsenute [P-agpec unu ums nomena sropuusHoro NTP-cepsepa npu

Bropuunbiii NTP-cepBep
HaJIMYUH TAaKOTO cepBepa.

Yxaxwure, kak gacto [ICY Oyner nomyuars gocrtyn k cepepy NTP mist

Wurepsan obHopenis obnoBnenus. Munumym: 1; Maxcumym: 8760 (1 rox).
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Mone OnucaHue

HemenenHnoe ooHoBIeHHE

3amyckaeT MOMEHTaIbHOE 00HOBIIEHUE 1aThl U BpeMeHnu 110 NTP-cepsepy.
JaHHBIX npu momouu NTP y P PBCPY

I'Iepexo,q Ha neTHee BpeMs.

MyTb: KoHdurypauua > O6wue > [lata/Bpemsa > lNepexon Ha neTHee BpeMs

[To ymoganuto mepexon Ha etHee Bpems (DST) BeikimtodeH. MoKHO BKITIOYUTH TPATUITHOHHBIN TIEPEeX0.1 Ha
netnee Bpemst CIIIA (DST) wiu BKIFOYUTH U HACTPOUTH COOCTBEHHOE TOSICHOE JICTHEE BPEMsI B COOTBETCTBUU
C MECTHBIMU IIpaBUJIaMU YCTAaHOBKHU JICTHET'O BPEMCHU.

IIpu HacTpoiike nepexoaa Ha JETHEE BPEMsl CUCTEMA MIEPEBOIUT Yachl BIIEPE] HA OJMH Yac IPH HACTYIUICHUU
BPEMEHH U JIaThl, yKa3aHHBIX B moiie Ilyck, U Ha OWH Yac Ha3aj] pH HACTYIUICHUY BPEMEHH U JIaTHI,
YKa3aHHBIX B M0JI€ 3aBepPIINTD.

* Ecau MecTHOE NeTHEE BpeMs BCerzla HAUMHAETCS U 3aKaHYMBACTCS B yemeepmbyili ACHb HEJIEIN
OTIpeIeTICHHOTO Mecslia (HalpuMep, B Y4eTBEPTOE BOCKpECEHbE ), BBIOEpUTE apaMeTp UeTBepThIii/
nocJaenHuii. Eciu B 3TOM Mecslle HacTynaeT msaToe BOCKPeCeHbe, HEOOXO/IMMO TaKXKe BHIOPATh
napameTp UeTBepThlii/mocaeHuii.

+ Ecnm mecTHOe JeTHee BpeMsl Bcerla HauYMHaeTCs ¥ 3aKaHINBACTCS B NOCIeOHUN, YETBEPTHINA HIIH
NATHIA JeHb HellesIn ONpeAeTIeHHOro Mecsla, BeioepuTe napamertp IlaTbiii/mocienuii.

Co3agaHue n UMNOPT HacTpoeK ¢ NnomMoLlbIo hanna KoHdurypauum
MyTb: KoHdurypauma > O6wue > dann koHdUrypaumm nonb3oBaTens

C moMoIIpo 3TOH (PYHKITUN MOXKHO YCKOPHUTB M YIPOCTHTh KOH(PUTYPAITUI0 HOBBIX YCTPOUCTB C IIOMOIIIHIO
MOBTOPHOTO UCIIOJIL30BAHMUS CYIIECTBYIOIIUX HAacTpoeK. [Tlapamerp OTnpaBuTh HCHONB3YETCS I Iepeaadn
JTAHHBIX KOHQUTYpAIUU B 3TOT HHTEepdeiic, a mapaMmeTp 3arpy3nTh UCIOIb3YETCs IS TIepeladn TaHHBIX U3
aToro uHTepdeiica (I MoCIeIyIONero HCIOIBL30BaHMs IPU HACTPOHKE Ipyroro narepdetica). 1o
yMoi4aHuto ¢aitn umeer ums config.ini.

HNudopmaruro o 3arpy3ke v n3aMeHeHnH (aiisia HactpoeHHoU IICY cM. B pazzaeire « DKCIIopT
napamMeTpoB KOHDUTYpAITHI.

JKpaH KOHUrypmpoBaHUA CCbISTOK
MyTb: KoHdmrypauus > O6wme > BbICTpbIe CCbIIKU

JlaHHBIl TapaMeTp UCTIONB3yeTcs I IpocMoTpa u m3MeHeHns ccbulok URL, oToOpaskaeMbIX B HHKHEH
JIEBOH 9acTH KaKIOTO dKpaHa nHTepdeiica.

ﬂﬂﬂ HU3MECHCHHUS CChIIIKH HICIIKHUTC Ha3BaHWEC CCBIJIKU B CTOJ'I6I_[C Mmisi. MOXHO BOCCTaHOBUTH 3HAUCHUS 110
YMOJHYaHUIO CChIIOK, MICJIKHYB 3JICMCHT BoccranoBJyieHbI H acTpo HKH 110 YMOJTYAHUIO.
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XXypHarnbl B MeHKO KOHpUrypaumm

MyTte: Kondwmrypaumusa > XypHanel > Syslog > napamempsbi

[ICY MOXeT MOChUIaTh COOOIIEHHS Cpa3y Ha YeThIpe cepBepa Syslog B ciiyyae BOSHUKHOBEHUS COOBITHSL.
Cepgepsl Syslog perucTpupyroT COOBITHS, MPOU3OIIEANINE B CETEBBIX YCTPOICTBAX B )KypHalaX, KOTOPBIE
00ecTeYnBaloT IEHTPAIN30BAHHYIO PETHCTPAIIUIO COOBITHI.

PyKOBOJICTBO TOIB30BATENS HE COACPIKUT MOAPOOHBIX onucanuii cepepa Syslog u ero
koHpurypanuu. Cm. RFC3164 s nonydenus noapooHoi nHGopManuu o cepBepax Syslog.

UoneHTudmnkauma cepsepoB Syslog

MyTb: KoHdwmrypauusa > XKypHanbl > Syslog > CepBepbl

Mone OnucaHue
Cepgep Hcnons3yet aapeca IPv4/IPv6 wiu mMEeHa XOCT-y3JI0B IS HACHTH(PHUKAIIMN OTHOTO U3 YETHIPEX
Syslog cepBepoB s Moy4eHus coodmennii Syslog, mocsutaemsix TICY.

ITopt mpoTokona noab3oBaTenbekux gararpamm (UDP), KoTopblit HCTIONB3YeT I1aTa CETEBOTO
IopT yHpaBIeHHUS Ul OTIpaBKu coobmennii Syslog. ITo ymonganuro nmeer 3HaueHue 514, nopt
UDP nasnauen mis Syslog.

S3pIk Br16op s1361ka coobmeHmit Syslog.

IIpotoxon Bri6op nmporoxona UDP wmu TCP.

HacTpomnku cucteMHoro xypHana

MyTb: KoHdurypauusa > XKypHanbl > Syslog > Hactponku

Mone OnucaHue
Cosnanne Bxuttouenne popmupoBanusi (4 BeJieHUs )KypHaia) cooduienuit Syslog uist coObITHil, KOTOpbIE
cooGuenHs HacTpoeHs! B Syslog B kauecTBe MeTona yBemomiienusi. Cm. pasnen «Kounpurypuposanue

IENCTBUI IS COOBITHIN.

BriOupaer koj1 00bekTa, Ha3HAYCHHBIH AJ1s1 cooOIIeHui cucteMHoro xypaaina [ICY (o
ymomuanuio — [osb3osarens).

Kon o6bexta | TIpumeuanne. [Tapamerp ITosin30BaTenb Tydlle BCEro onpeesseT HACTPOIKY cooOIeH it
Syslog, noceutaembix [ICY. He nusmensiiTe 3Tu HacTpoiiku 6e3 pekomeHaarmu cetu Syslog
W aIMUHUCTPATOPA CUCTCMBI.
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Mone OnucaHue

CormocTaBiseT KaxIplil ypoBeHb onacHOCTH coobrtuii IICY umm cpeasl ¢ COOTBETCTBYIOIIUMU
npuopureramu Syslog. JIokabHBIMK MTapameTpaMu sBILsttoTcs: «Kpurndeckas,
«[IpenynpenurensHoe» n «HbopmarronHas». HeoOXomMMocTH MEHSITh CONIOCTaBIIEHHS HET.

Crnenyromue onpeaenenus B3atel u3 RFC3164:
e ABapuiiHasi CUTyauusi: CAICTEMa HEMPUrOIHA K UCIOJIb30BaHUIO.
* Onogsenienne: Tpedyercst HE3aMEAIUTEILHOE BMEIIATENBCTBO.
* Kpurnyeckasi: KpUTUYECKUE COCTOSHHUS.

e OmudKa: COCTOSHUS OIINOKH.

ComocTas.ie- o [Ipenynpenurensnoe; COCTOSHUS, TPEOYIOIME BHUMAHUSL,
HHE CTeNeHH * [IpuMedanye: HOPMAIBHBIN PEXHUM PAGOTHI C CEPE3HBIMU COCTOSTHUAMH.
onacHoCTH e Undopmannonnas: uHGOPMALHOHHBIE COOOIICHUSL.

* OTy1a/1Ka: COOOIIEHNUS YPOBHS OTIIA/IKH.

Jlanee npuBeneHb! HACTPOIKH, yCTAaHOBJICHHBIE IO YMOJIYAHUIO JJIS [TapaMeTpOB
JlokanabHBIN NPHOPHUTET:

¢ [Tapamerp Kputntueckasi COOTBETCTBYET COCTOSHUIO KPUTHYIECKOMY COCTOAHUIO.
* [Tapametp IlpeaynpeaurensbHoe COOTBETCTBYET P eIy P e /ICHISM.
* [Tapamerp Mudopmannonnas cOOTBETCTBYET NH(OPMALINOHHLIM COOBITHSIM.

Mpumeuanue. Uapopmanuio 06 otkiroueHnn coobiieHuid Syslog cm. B paszaerne
«Kondurypupopanue aeHCTBUI 151 COOBITHIA.

Mpumep Tecta n popmarta Syslog
MyTe: XKypHansbl > Syslog > TecTupoBaHue

[Mo3BossieT OTIpaBUTh TECTOBOE COOOIIEHUE Ha cepBephl Syslog (HaCTpOeHHBIE ¢ IOMOIIBI0 QYHKINH,
OTMCaHNe KOTOPOH IIPUBEACHO B paszene «aeHTudukanus cepsepoB Syslogy). Pesymprar Oymer oTmpaBicH
Ha BCEe HaCTPOEHHBIE cepBephl Syslog.

BriGepute BaXXHOCTh, HA3HAYAEMYIO TECTOBOMY COOOIICHHIO, 3aTEM YKaXKHTE TECTOBOE COOOIICHUE.
Bximounte B hopmar cooOrienust tun coOwtust (Hanpumep: APC, cucteMa uimu yeTpoHCTBO) € MOCIE Ty OIIM
JIBOETOYHEM, ITPOOEIIOM U TEKCTOM coObITHS. JlmHa cooOImeH s He I0JPKHA peBhImaTh 50 CHMBOIIOB.

» TIIpuopuret (PRI). Ilpuopuret Syslog, ykazaHHbIH A7 cOOOIIaeMOro cOOBITHS, a TAKXKe KOJl 00BEeKTa
COOOIIEHH], oTmpasisieMblX Ha [ICY.

* 3aronoBok. OTmeTka BpeMeHu u [P-agpec IICY.
* Temo coobmenus (MSG).
— Tlone TAG, 3a KOTOpBIM ClleyeT JBOCTOUYHE U POOe, ONpeaessieT THII COOBITHUSI.
— Tlone COAEP)KMMOE comepkuT TEKCT COOBITHSI, 32 KOTOPBIM CIEAYyeT MPoOes U KO COOBITHSL.

[Ipumep. APC: Test Syslog gBiISeTCHa OONYCTUMEM.
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MeHo «TecTbl»

TecTupoBaHue U KanuopoBKa

MyTb: Tectbl > UBI

Ora QpyHKus qoctynHa He s Beex WBIL.

Ha nexoTtopsix ycrpoiictBax MBII MOXKHO 3amyCTUTh CaMOTECTUPOBAHNE, TECTUPOBAHUE CUTHAJIIOB TPEBOTU
i quHaMudecKyro kanmnopoBky MBI B momsax Camvoanarnoctnka u Kaanndposka oToOpaXkaroTcs
pe3yAbTaTHI MOCIEAHETO TECTa U KaTMOPOBKH.

B xone nuaamuaeckoit kanuoposku MBII nepecunTreiBaeT A0CTyITHOE BpeMs pabOThI B 3aBUCUMOCTH OT
TEKyIel Harpy3ku. ITo o0ecreunBaeT Oosee BBICOKYIO TOYHOCTh CO00IIaeMoro BpeMeH! padoThl. [Tockonbky
npY KaOpOBKe CYNIECTBEHHO pacxoayercs pecypc 6arapeit B, HeoOX0ANMO BBITTOTHATH KATUOPOBKY MIPU
100% 3apsnake 6arapeii. UToOBI rapaHTHPOBATD, YTO KAIMOPOBKa Oy/ieT nmpuHsTa, Harpy3ka Ha UBI1 nomkHa
COCTaBIATh He MeHee 15% 0e3 konebaHmii.

Bunmanue! [lnnamMudeckas kamOpoBKa riry0oko paspspkaeT 6atapeu MBI, Bcnencreue wero MBI
MOJKET ObITh BPEMEHHO HECIIOCOOCH MO IepKaTh NOAKIIOYEHHOE 000PYAOBaHHE B CIIydae
[IPEKpAlLECHUs] T0JA4U AIEKTPOIUTAHUS.

Yacreie KaTMOPOBKH COKPAIAIOT CPOK CITY:KOBI OaTapeid.

BeimosnHsiiTe KaTMOPOBKY MPH KaKIO0M 3HAYMTENHHOM YBEIUUYSHUH HATPY3KH, ouepxuBaemoit MBI

Tect curnanos Tpesoru 11 MBI BeImonHsAeTCS 1711 KOHKPETHOT'O YCTPOHCTBA U MOKET OBITh HENOCTYTICH AJIs
ucnonbzyemoro MBII. MHdopMmanmio 0 BKIIIOYCHUN CUTHAIIA TPEBOTH cM. B paznene «Ikpan «BII: obrmiee»».

* Tlpu Beibope ¢pynkunu TectupoBanue curnaa rpesoru UBII UBIT nomaeT 3ByKkoBOIi curHan B
TEUEHUE YETHIPEX CEKYHJ, U €r0 CBETOUO/BI TOPSIT.

» Tlpwu Beibope pynkimu TectupoBanue curuasa tpesoru UBII: nenpepsiBubiii MBI nogaer
3BYKOBOI CUTHAJI, @ €T0 CBETOJHMOIbI FOPST A0 OTMEHBI TecTa. Ha 3ToM skpaHe oToOpakaercs
OTIENbHBIN MYHKT OTMEHUTH TeCTHPOBAHUE HENPEPbLIBHOI'0 CUTI'HAJIA TPeBOIru. YTOOB OTMEHUTH
TECT, BBIOEPHUTE 3TOT AIIEMEHT M HIENKHUTE «I[puMEeHNTH». MOXHO TaKkKe HaxXaTh JI0OYI0 KHOIIKY Ha
untepderice XKK-mucmes MBI1. DToT Tect none3eH [yis onpeaeacHus pacnonoxenus UBII.

BknroyeHne muraHmsa ceetoguonos NCY

MyTb: TecTbl > CeTb > CBeTOAMOA MepLaeT

Ecnu He ynaetcs Halitu ycrpoiictBo UBII, ykaxkute KOIM4ecTBO MUHYT B moje /LiinTe b HOCTL MepuaHusi
cBeToAno0/1a, menkHuTe « IpuMeHuTh», n cBeTonnoaHble MHANKaTOphl Ha [ICY HauHyT MUTaTh. DTO MOXKET
MMOMOYb HAHUTH (HPU3UUECKOE YCTPOMCTRBO.
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MeHto «XypHanbi» n «O nporpamme»

Ucnonb3oBaHue XypHanoB COObLITUMN U AaHHbIX

B xypnan «Kypnan coObITHi 3aHOCSATCS OT/IEIbHBIEe COObITHS. B sxypHane «KypHai TaHHBIX» comepkarcs
MTHOBEHHBIE CHUIMKH COCTOSIHHSI CHCTEMBI, TTOTy4aeMble C TIOMOLLBIO 3aITUCH 3HAYCHUH C PETYJISIPHBIMHA HHTEPBAIAMH.

XypHan cobbiTnn

NyTb: XXypHanbl > CobbITUA > docmynHbie napaMmempbli

[To ymMon4aHUIO B )KypHaje 0TOOpaXaroTCs BCe COOBITHS, 3alIMCAHHBIC B TSUCHUE MOCICIHUX JABYX THEH,
Ha4guHAas C mociaeaHux coObITHil. CM. pasmen «KoHdurypammst mo coOBITHION.

Kpowme Toro, B KypHAI 3aHOCATCS: 1) TF000€ COOBITHE, KOTOPOE OTIIPABIISIET IpepbiBanre SNMP, KpoMe TIOTBITOK
ayrerTudukarp SNMP; ii) aHoManbHBIE BHYTPEHHHAE CHCTEMHBIC COOBITH.

B paznene «JlokanpHbIE MOJIB30BATENNY» MEHIO KOH(PUTYpAIIMH MOKHO BKITIOUUTH IIBETOBYIO KOJUPOBKY
COOBITHIA.

OTobOpaxeHue XXypHasna coobITUN.

MNyTb: XypHansbi > CobbiTua > XKypHan

ITo ymonganuto B sxypHaie coOBITHI cHavana oToOpaXkaroTcsl oCIeaHne coObIThs. g mpocMoTpa crucka
COOBITHIA Ha OJJHOH BEeO-CTpaHMLIE MISTKHUTE KHOMKY 3anycTUTh KYPHAJ B HOBOM OKHe. 115 BBITONTHEHHS
3TOH omepauuu TpedyeTcs, 4ToObl B HACTPOMKax Opay3epa Obul BKItoueH napametp JavaScript.

UToOBI OTKPBITH XKYpHAJ B TCKCTOBOM (haiijiec MM COXPAHUTh €ro Ha JIUCK, MIEIKHUTE 3HAYOK JIUCKETHI IEJ
B CTpOKeE 3aroJioBka /KypuaJji codnITuii.

Jlns mpocMoTpa )KypHaIa COOBITHII MOKHO Takke ucmois30Bath FTP mmm Secure CoPy (SCP). Cwm.
pasnen «Mcmonp3oBanue nporokosia FTP i SCP mist momydenust Gaitiios xxypHaiay.

dunbTpaums xypHana cobbITMin. UToObI He 0TOOpaxaTh JIHITHIOW WHGOPMAIIHMIO B XKypHAJIE,
BOCHOJIb3yHTECh (YHKIMEH (QUITBTPALIHH.

OuapTpanus ;KypHaJia Bocnone3yiitecs nepekmtouatensmu [ocaennee win C. (Hactpolika ¢punbTpa
10 /IaTe WM 110 BpeMeHH | COXpaHseTcs a0 nepesamnycka I[ICY.)

enkuure @uinTpoBath skypHai. OTMEHUTE YCTAaHOBKY (hriaykka, 4TOObI OTMEHHTh €ro
otobpaxenue. [Toce Haxxatws [IpuvienuThH TEKCT B BEPXHEM MPABOM YTITY CTPAHHUIIBI

OuiabTpanus xKypHaia JKypHaJ1a COOBITHI yKa3bIBaeT Ha TO, YTO (UIIbTP BKIFOUEH. DUIITpP aKTUBEH JI0 €ro

10 CEPbEe3HOCTH UJIN ourcTky Wi niepesamnycka [ICY. [{is ynanenus akTHBHOTO (DUITBTpA IICIKHITE

KATeropusiM cOObLITHI POuiIbTPOBaTh KypHaJIL, 3aTeM OuncTHTh GUIbTp (M0Ka3aTh Bee). B xadecTse
aJIMUHUCTPATOpa MIEIKHUTE COXpanuTh KaK 2JIeMeHT 110 YMOIIaHII0, YTO0BI COXpaHHUTh

9TOT (1)I/IJ'II>Tp JJIA 0T06pa)KeHI/I${ HOBOT'O JXypHaJIa IO YMOJIYaHUIO JI BCEX I0JIB30BATENICH.

Baxxnrie 3aMeuanus o GpuisTpam:

*  CoObITHst 00pabaThIBatOTCs (GUIIBTPOM C IIOMOIIBIO Jorudeckoro oneparopa UJIN. Pabora ¢puibTpa He
3aBUCHT OT APYTHX (PUIBTPOB.

*  CoObITHS1, OYHIIIEHHBIE B CIIEICKE DI/ILTPOBATE 110 CTENeHN 0MACHOCTH, HUKOTIa He 0TOOPaXKatoTcs B
OThUIBTPOBAHHOM JKypHAJIe COOBITHH, TaYKE €CITU OHU BBIOPAHKI B CIIHCKE DUILTPOBATE 110 KATETOPIIL,

*  AHanoru4Ho, COOBITHS, OUHMIICHHBIC B CIIUCKE D UJILTPOBATE 110 KaTer 0pui, HUKOT/Ia He
oTo0paxaroTcsi B OTQHUIHLTPOBAHHOM KypHAJe COOBITHH.

YpaneHue xypHana co6bITui. [t ynanenus Bcex coObIThil menkaute OunctuThb sxypHas. [Touck
yAAIEHHBIX COOBITHI HE BBINOJIHSIETCS.
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Onucanue OTKIIOUEHHS PETHCTPALNH B )KypHaJle COOBITHI HA OCHOBAaHUM IPUCBOCHHOM CTETICHH
OIMMaCHOCTH WJIN KaTeropuu coOBITUS cM. B paszzaene «KoHpurypupoBanue no rpynnaM COOBITHID.

HacTtpouka obpaTHoro npocmorpa:

MyTb: XKypHanbi > CobbiTnA > O6paTHbLIN NPOCMOTP

Ecnu QpyHK1Ms1 00paTHOr0 MPOCMOTpa BKJIFOUEHA, IPU BO3HUKHOBEHUH COOBITHI, OTHOCSAIINXCS K CETH, BMECTE C
coOBITHEM B KypHaI cOOBITHH 3aHOCsTCS [P-anpec u mMst moMeHa ceTeBoro ycrpoiictsa. Ecim B ycTpolicTBe
OTCYTCTBYET 3alliCh HIMEHHU JJOMEHA, TO B CBSI3U C COOBITHEM B XKYpPHAJIE perHCTpUpyeTcs Toabko [P-aapec.

Tak kak mMeHa JAOMCHOB, KaK MIpaBHJI0, U3MCHAIOTCA PCIKE, UEM IP—aL[peca, BKJIFOYCHHC (l)YHKI_II/II/I 06paTH01"0
MMpOCMOTpPa MOXKET YIIYUIINUTH CIIOCOOHOCTH OIMpeACJICHUA aApCCOB CCTEBBIX YCTpOﬁCTB, BBI3BABIIIUX COOLITHE.

OOpatHBIl TPOCMOTP BBHIKIIIOYEH 10 yMoadaHuio. He Bkirouaiite 3Ty QyHKIMIO, €CTIH OTCYTCTBYET
HacTpoeHHbIH cepBep DNS nnn yMeHbIIaeTcsi CKOPOCTb CETH M3-3a TUIOTHOTO TpaduKa.

U3meHeHMe pa3mepa XXypHana coobITUM.

MyTb: XKypHanbl > Co6biTuA > Pasmep

Hcnonesyiite napametp «Pa3mep xypHana coObITHI, 4TOOBI YKa3aTh MAKCUMAaJIbHOE YHCIIO 3alHceil XKypHaa.

Buumanne! [1pn n3mMeneHnn pazMepa sxypHaia cOOBITHI ¢ IeTbI0 YKa3aHHSI MaKCUMaIbHOTO
pasmepa ece cywecmsyowue 3anucu yoansomes. s Toro 4ToObl He OTEPSITh JaHHBIE U3
XypHaia, ucronb3yire npotokona FTP wim SCP s momydeHus xypHaia, CM. pa3uei
«HMcnonp3oBanue nporokoia FTP nimu SCP ans nonyuenus daiinos xxypHanay. Ecnu sxxypHan
JIOCTUTAaeT MaKCUMAaJIbHOTO pa3Mepa, CTapble 3allUCH YAAISIOTCS B MOCJIE0BATEIHHOM TOPSIIKE.

XypHan gaHHbIX
MyTtb: XKypHanb! > JaHHble > onyuu

Hcnonesyiite pynkuuto « KypHan gaHHBIX» UI1 0TOOpa)XeHus KypHajia u3Mepenuit napamerpos UBII, Bxoxa
nutanus UBII, a Taxke TemMnepatypsl okpyskatomeit cpenst MBI u 6atapeii.

JeiicTBust 11 0ToOpakeHUs] 1 U3MEHEHUS pa3Mepa KypHaja JaHHBIX aHAJOTHYHBI IEHCTBUAM JUIS JKypHaa
COOBITHIA, 32 UCKITFOUEHHEM TOTO, YTO HY>KHO HCIIOJIH30BaTh MapaMeTphl MEHIO BMECTO
Cwm. pazpensl «OTobpaxkeHne xypHajia coObITHI» 1 «/3MeHeHne pa3mepa KypHaja COOBITHI.

Jnst punpTpanmu xypHajia JAaHHBIX 110 JaTe WM BPEMEHHU HCIOIb3YHTE MepeKIoyaTen WIn
(Hactpotika ¢punbTpa coxpansiercs ao nepesamnycka IICY.) /s ynaneHus Bcex TaHHBIX, 3alIUCAHHBIX B
JKypHase JaHHBIX, IIEIKHUTE . Ilonck ynaneHHbIX JaHHBIX HE BBITOJHSACTCS.

YcTaHoBKa nHtepBana coopa gaHHbix (?KypHanbl > [JaHHble > UHTepBan). B HacTpoiikax
OTIpEICITNTE YaCTOTY MTOMCKA JAaHHBIX B )KypHaie. Eciu BeIOpaTh « [ IpIMEHUTEY, 9UCII0 BOZMOXKHBIX
,I[Heﬁ XPpaHCHHUA BBIYUCIIACTCS IIOBTOPHO U 0T06pa>1<aeTca B BerHefI YaCTH 5KpaHa.

I[Tocrne Toro Kak *ypHaJ 3al0JIHeH, HAYWHACTCS YAaJIeHHe CaMbIX CTapbIX 3anuceil. UToObl n30exkarh
aBTOMATHYECKOTO Y/IAJIICHHs CTapbIX JaHHBIX, CM. CIEeIYIOMmui pazaen «Hactpoiika 0OHOBIEHHUS KypHala
nanabIX (JKyprans! > Jlanasie > OOHOBJICHHE).».

IIpumeyanne. Tak Kak HHTEPBaJ ONpPEAEIIET YACTOTY 3alMCH JAHHBIX, TO YeM MeHbUle UHMEPEal, TEM Yallle
3allUCHIBAIOTCA JaHHBIE M TeM Oouible (aiii KypHaia.

HacTtpoiika o6HOBRneHus XypHana aaHHbIX (XXypHanb! > [JaHHble > O6HoBneHue). OOHOBICHHE
BBI3BIBACT ]IOGaBJ'IeHI/Ie COACPIKUMOTO )XypHala JTaHHBIX K (1)81\/’1‘11}/ C YKa3aHHBIM UMCHEM U MECTOIIO0JIOKCHUCM.
9TO 3HAYUT, YTO MOKHO COXPAHUTH JaHHBIC IICPEA UX YAAJICHUEM; CM. BLIHIerHBeJleHHBIﬁ pasaci «YcraHoBka
nHTepBana coopa manHex (JKypHans! > Jlanapie > MaTEpBAI).».

JlanHas GyHKIMS UCTIONB3YETCS 711 YCTAHOBKHY 3aIMUTHI C TIOMOIIIBIO TIAPOJIS M IPYTUX IMapaMeTPOB.
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Mone OnucaHue

Cepsep FTP IP-axpec wnm uMst Xocta cepBepa, Ha KOTOPOM HaxOANUTCS (aii.

Wmst mose30BaTeNs v mapoiib, HeOOXOIUMBIE IS OTIIPABKH TAHHBIX B (aiil ¢ apxuBOM
JTAHHBIX. J|aHHBIN MOTB30BATENb TOIDKEH 00J1a1aTh IPABOM JIOCTYTIAa HA YTEHHE U 3aIiCh
JTAHHBIX [T (paiiia apxuBa u 171t Kataiora (IIarKku), B KOTOPOM 3TOT (haill XpaHHUTCSL.

Hms moas3oBaTes
ITapoanb

yTth K paiiny [TyTe k ¢aitmy apxuBa JaHHBIX.

Wwms daiina apxusa naHabix (TekcroBbiii ASCII-aiin), Hanpumep datalog. txt.

HNmsa daiina -
Bce HoBbIe naHHBIE TOOABISIOTCS B 9TOT (hailll, OHU HE IIePEe3alnChIBalOT €ro.

Bribepure 3T0T (hi1a)koK, 9TOOBI COXPAaHUTD KYPHAJ JaHHBIX B popMare
VHUKAIbHOE UM MMOOTTTT <mMsa_ daiina>. txt, rae «ums_dailna» — 3T0 3HAUCHUE, YKa3aHHOE

(paiina B I0JIE
Bce HOBbIE AaHHBIC TO0ABISIOTCS B (hailil, HO KaKIBIN I€Hb CO3MaeTCs HOBBIN (haiil.

3anep:kka n 4acoB

KonmgectBo gacoB Mexmy 3arpy3kaMu JaHHBIX B (aitn (MakcumyM 24 gaca).
MeKIY 3arpy3Kamu.

Ilociie coost
BBLINIOJIHANTE KonndyecTBo MUHYT MEKIY ONBITKAME 3arpy3UTh JaHHEIEC B (aiir mocie coos
3arpy3Ky Kaxable 3arpy3KH.

n MUHYT(bI)

a0 n pa3 MaxkcuMabHOE KOJIHYSCTBO MOMBITOK 3arpy3KHu Mmocje HCXO0AHOro c0osl.

710 YCHENTHOT 0

ITonwiTKa 3arpy3ku daiiiia 70 3aBepIICHUS IIEPEIAUH.
3aBepIIeHHs 3arpy3KH pysKn A p pen

Ucnonb3oBaHue npotokona FTP unu SCP ana nonyyeHus ¢pannoB XypHana

AIMUHUCTPATOP WM TIOJTE30BaTEh YCTPOHCTBA MOYKET HCTIOIL30BaTh MpoTokoa SCP wim FTP aiis monyuenus
(aiina sxypHaia coObITU (event.txt) (C TaOyISIIMSIMU B KaUeCTBE pasjienuTelieli) nim ¢aiiia sxypHaia JaHHbIX
(data.txt) ¥ UMIIOPTUPOBAHUS €TO B AIEKTPOHHYIO Tabnuiy. O6a daiina naxonsrces na I[ICY.

»  ®aiin cogepKUT OTUET 000 BCEX COOBITHIX M JaHHBIX C MOMEHTA ITOCIIEIHETO Y IAJICHHS )KypHAJIa WITH
(B cimyuae ¢ KypHaJIOM JaHHBIX) YCEUCHHS MOCTIe TOCTHKEHHUSI MaKCHMaIbHOTO pa3Mepa.

* Orort daiin BKIrOYaeT B ce0st MH(QOPMAIHIO, KOTOpasi He 0ToOpakaeTcs B daiine )KypHaa COOBITHIA T
B (baiiyie TaHHBIX.

— Bepcusa AOS IICY u npunoxeHus.

— Jlata u BpeMs mostydcHH Qaiiia.

— 3HayeHUs , Hu , a Takxke [P-anpec IICY.

— Hassanue monenu UBII (Tonbko daiin data.txt)

—  VHUKaJIbHBIN JUTSL KQXKI0TO 3aITMCAHHOTO COOBITHS (TONBKO (haiin event.txt).

— BIICY nuis 3anmceil xKypHana HCIOIb3yeTCs YeThIpeX3HauHasl 3aluch rofa. MoKHO BEIOpaTh
YeThIpeX3HauHbIi (pOpMaT AaThl B IpOrpaMMe Ui paboThI € 3JIEKTPOHHBIMHU TaOIUIIAMU IS
0TOOpaKeHHUS BCEX YETHIPEX Pas3psilioB.

[Tpu rcmonb30BaHUM MPOTOKOJIOB 3aLIUTHI HA OCHOBE MH(poBaHUS cM. pazen «/cnonp3oBaHue
SCP ms noucka 3tux ¢aiinosy. [Ipu Hcroap30BaHUM METOIOB ayTEHTH(PHUKALIUY ¢ IUPPOBAHUEM
JUTSL 32U Thl M. pasaen «cnonszosanne FTP mist moucka gaiinosy.

I[J'ISI NOoJIy4CHUA CBEIICHUM O AOCTYIIHBIX IMTPOTOKOJIAX U crocobax YCTaHOBKH HCO6XO,£[I/IMOI71
3alIuThI CM. Ha

Hcnoan3osanue SCP pust moncka 3tux ¢aitnos. Bximtounte SSH Ha [ICY (cM. paznen «/loctyn
K KoHcomnn»). [lpumevanue. Cnenyronyue KOMaH bl IPECTaBIEHBI TOJIBKO B KAU€CTBE MPUMEPOB.

Y100kl NOJIyYUTh (1)a17m event.ixt, BBeJUTE CICAYIOIIYI0 KOMaHIy

scp <mMsa_nosb3oBarenslmmsa xocTa> mnu <ip ampec>:event.txt ./event.txt
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YroOr1 nonyuuTs aitn data.txt, BBeAUTE CACAYIOUIYI0 KOMaHIy

scp <mMsa_nojsb3oBaTendlmma xocra> mnu <ip ampec>:data.txt ./data.txt

Ucnonb3osaHue FTP ana noucka dannos. Utoos! ¢ momonisio FTP momyants daiin event. txt umm
data.txt, BEITOTHUTE cleayIolmue qeHCTBUS:

1.

[Tocne nosiBnieHNs: KOMaHAHOM Mojicka3ku BBeauTe ftp u [P-aapec IICY, a 3aTeM HaXMUTE ENTER.

Ecmu macrpoiika JUTS TIapaMeTpa (cMm. pazmen «Cepsep FTP») otmrgaercst ot 3HaYCHHUS
IO YMOITIaHUIO (2 1), HeOOXOAMMO HCTIOJNIL30BaTh ITH HOBBIE HACTPOWKH B CTPOKE KoMaHbI FTP.

s kmuentoB FTP Windows Hconb3yiTe cienyrommne KoMaH Ibl, BKIto4as npooensl. ([
HEKOTOpHIX KimeHTOB FTP Mexay IP-anpecom u HOMepoM mmopTa He0OX0IUMO UCTIOIB30BATh
JIBOETOYNE BMECTO TIpooea.)

ftp>open ip_adpec HoMep nopma

UTOoOB! yITyUIIUTE 3aIUTY, IS yCTaHOBKH 3HaueHus mopta FTP-cepsepa, oTimmanoro ot
3HaUCHUs 1o yMordanuio, cM. «Cepsep FTPy». MokHo yka3aTs 11000 TOPT B IUATIa30HE OT
5001 mo 32768.

Jnsg Bxoza B cUCTeMY UCTOJIb3yHTE 3aBUCSIIEE OT PETUCTpa u JUTST
aJMMHHCTpATOpa WK Mojb3oBaress. 1o yMom4anuio a7 moib30BaTeNs ¢ MpaBaMH aAMUHUCTPATOpa
HCTIIONB3yeTcs uMs apc. FiIMeHeM Mmoiik30BaTellsl yCTPOUCTBA 10 YMOIYaHHIO sABIsieTcsidevice.

UToObI BKIFOYHTH IBOWYHBIN PEXXUM Tieperadn GailioB, BBEUTE:
ftp>bin

st orobpaxeHuss MHANKATOPA BRITIOTHEHUS B X0/I¢ Tiepenadn GailioB BBEIUTE:
ftp>hash

Ucnonp3yiite KOMaHay get AJIs NEpelayvu TEKCTa )KypHasla Ha JOKaJIbHbBIN TUCKOBO/.

ftp>get event.txt

U

ftp>get data.txt

JI1s1 O4nCTKY comep KIUMOro JIF000T0 KypHaJIa MOKHO HUCITOJIB30BaTh KOMaHAy del.

ftp>del event.txt

U

ftp>del data.txt

[Tocne 3Toro mosSIBUTCS 3ampoc Ha MOATBEPKIACHUE yAATCHUS.

— Ecnm ynansiercst s®ypHaJ TaHHBIX, TO B XYPHAJIE COOBITHIT 3aMHChIBACTCS
COOBITHE 10 yAaJICHUIO KypHaa.

— Ilpu ounctke xypHana coOOBITHII 3TO COOBITHE 3aNKCHIBACTCS B HOBBIN (haiin event. (xt.

BBemuTe quit B KOMaHIHOM CTpoke ftp>, 4TOOBI 3aBepmuTh ceanc FTP.
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XypHan UBI

MyTe: XKypHansbi > UBI

OTOT mapaMeTp MeHIo AocTyneH He st Bcex UBILL

Ota uHopmanus nocrynaer ot ycrporicta MBI u otnensiercs ot xypuanos [ICY. (Ona He nMeeT mpsaMoit
CBSI3M C TUTATOM W He ABIsETCS YacThio «XKypHain coosrtuity [ICY.)

Jannas napopManus MOXXET UCIOIb30BATHCS CIIYKO0H TEXHUUECKONW NOINEPKKH I yCTpaHeHHUS IPoOIIeM.

Hypunansl nepenaqun UBIT — otobpaxenue tadbmuipl xpansimuxcst B UBIT coObiThii nepexoja B pa3jinyHbIe
COCTOSIHUSI, BKITIOUAs IIepexo/] Ha paboTy OT OaTapeli U repexo B pexxuM Oaiinaca.

Kypunanwl coost UBIT — orobpaxenune Tadbmunbl xpausmuxcs B UBIT ommbok.

NMoTpebrneHne aHeprumn

MyTtb: XKypHanbl > NoTpebneHne aHeprum

DTOT napaMmeTp MeHIo JoctyneH He ais Beex MBI

Nzobpaxkenus obmero pacxona suepruu ycrporictsa MBIT oToOpaxkaroTcs B BepxXHei 4acTH 3KpaHa, a Tabnma
C OTZENEHHBIMH 10 HeleJIIM IaHHBIMH PACIOJI0KEHa B HI)KHEH YacTH SKpaHa.

Mone OnucaHue

3nauyeHue dHepruu, notpedsiemoit MBI k HacTosimemy MoMeHTy Bpemenu (kBT.1). Hanpumep,
HUBII, obecrieynBaronyii MUTaHUE JIAMITOUYKH MOIIHOCTRIO 350 BT B Teuenue 1000 yacos,
motpebisier 350 KBT.9 31IeKTpOIHEPTHHL.

IToTpedienne
IHEPruu

[Tpubnu3uTeNnpHas CTOMMOCTh YHEPTHH, HCIIOJIB3YEMOH JI0 TOr0 MOMEHTA BPEMEHH.
O6mas croumocts | Hanpumep, 3a 1000 yaco tammnouka notpediser 350 kBt.u sneprun no 0,10 gosutapa 3a kBr.4,
YTO B UTOTE Ja€T CYMMY B 35 10JI1apOB.

[pubmsurensHoe KomrdecTBo CO2, KOTOPOE SHEPTETHIECKOE IPETIPUATHE BEIOPACHIBACT B

Briopocer CO
p 2 OKPYXKAIOIIYIO CPELy, YTOOBI IPOU3BECTH IHEPTHIO, HCIIOIB3YEMYIO JI0 3TOr0 MOMEHTA BPEMEHHU.

3HaueHUs pacxoaoB u BI)I6POCOB C02 B 3HAUMTEIBHOM CTEIICHH 3aBUCAT OT HCTOYHHMKA OHEPTUU U

pacrpeaenuTensHON ceTr. s modydeHns MpHOIM3UTENTFHON OIIEHKH BEIOEPHUTE CTPaHy B PACKPHIBAIOIIEMCS
cnmcke Pacrosioskenie WIA BOCIONB3YUTECh CCBUIKOH (Pe1akTHPOBATE), YTOOBI BBECTH COOCTBEHHBIE
JIaHHBIE O PacXxoJax U BEIOpOCax.

IIpu N3MEHEHNN MECTOIIONIOKEHUS CO31aeTCsl HACTPAUBAEMOE MECTOIIONIOKEHUE, KOTOPOE HE U3MEHSIET
PUCYHKH IO YMOJIYAHUIO AJIs1 JaHHOTO MECTOIOJIOKeHUA. Harpumep, eciu B pacKpbIBaroIeMcs CITUCKE
BbIOpaTh 3HaueHue 1E-Ireland u 13MeHNTH JaHHBIE C TOMOIBIO CCHUIKH PEIAKTUPOBAHUS, 3aIIUCh C IMEHEM
[oab3oBarensckuii (IE-Ireland) cozgaercs B BepXHel 4acTH pacKphIBAIOLIETOCS CITUCKA.

XypHan 6paHgmayapa
MyTb: XKypHanbl > BpaHamayap

Ilpu coznanuu NOMUTUKK OpaHaMay3pa B 3TOM paszeie OyIyT IPOTOKOIUPOBATHCS COOTBETCTBYIOIINE
coObITHA. MIHQOopMannio o UCIIOIb30BAHUIO MIOJIMTHKH CM. B pasfene « JKpaHbl OpaHaMayspay.
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HaHHaﬂ HH(bOpMaHHH MOXKET HUCIIOJIB30BaTbHCA CJIy)I(6OI>'I TEXHUYCCKOM MMOAACPKKU IJIs1 YyCTPAHCHUA HpO6HCM.

B 3amucsx xxypHana conepkurcsi uHpopManus o Tpapuke U IeHCTBUH MpaBui (pa3penieHo, OTKIOHEHO).
CoOBbITHS, KOTOpPBIE 3aHECEHBI B 3TOT JKypHaJl, HE 3aHOCSTCS B TJIaBHBIN XypHall coObITHil. CM. pazzien
«Kypnan coObITHi».

B xypnaie Opanamayapa cogepxurcs 10 S0 nocneaqaux coosituii. XKypHan OpaHaMayspa OUHUIIaeTcs mpu
nepesarpyske [ICY.
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O nnarte ceTeBOro ynpasneHus 3

06 yctpounctee UBII

MyTb: O nporpamme > UBT

Wndopmanus, orobpaxkaemas B pasaeine MBI, 3aBUCUT OT UCTIONB3yeMOro yCTPOHCTBA.

Mone OnucaHue

Mopeun/
Y4erHblii HOMep/ OTH OIS IO3BOJISIIOT WACHTUPHUIHUPOBATH yeTporicTBo WBII.

Cepuiinblii HOMep

JlaTa u3rorosBiaeHust Hara nzrorosnenus UBII.

Bepcus npomMBKku Howmepa Bepcuit Mogyneit MUKponporpaMmbl, ycTaHOBJIEHHBIX B 1IBIT

Bropoit Homep Bepcun MHUKPONpOrpaMMel, ycTaHoBieHHOH B 1BII.

Bepcust npomnBku 2 Hcnonesyercst, eciau At HECKOJIBKUX IPOLIECCOPOB TPEOYIOTCS Pa3IHMYHbIE
BEPCUHU.
IHosHass HOMUHANBbHASA O6mas momuocts UBIT (BA).
MOIIHOCTH
AKTHBHAs1 HOMHHAJILHAS
O6mas narpyska UBII (Br).
MOIIHOCTH
MomrHocTh Kaxkno# ¢assl BT (BA).
ITosiHast HOMMHAJIbHAS TexHuvecku, 3Ta XapaKTepUCTHKA MPEJICTABIAET COO0H (PUKCHPYEMYIO MOIITHOCTh
MOILHOCTH/haza JUIsl Kako# (assl B BosbT-amriepax (BA). @ukcupyemast MOIIHOCTD SBIISIETCS
NIPOU3BEACHUEM CPEIHEKBAAPATUYHBIX HAIPSIKEHUA U CUIIBI TOKA.
Oo6as narpyska UBII (Br).
AKTHBHAsi HOMHMHAJbHasI Tekymas akTHBHAs MOIIHOCTE Oaiinaca st Kaxkaoi ¢assl B BaTTax (BT).
MOIIHOCTL/(ha3a AKTHBHas! MOIIIHOCTH TPEACTaBIAET COO0I cpeHee 1Mo BPeMEHH! 3HAUCHHS
MI'HOBCHHOTI'O MPOU3BCACHNA HAIIPSKCHUA U CUJIbI TOKA.
Pasnnunasg nadopmarms o mporpaMMHOM oOecrieuennd, moayyaemasi or UBIT o
O T1O kouTpoast UBII bop porp - Ty

nocienoBaTensHoMy mopty nin USB.

Y4eTHblii HOMep BHYTpPeHHel
O6aTapen/ Y4eTHbIil HOMep
BHellIHell 0aTapen

B 3THx nonsax yka3aHel HOMEpa KOMIIOHEHTOB Oatapei. O1a HH(POPMAIsI MOXKET
UCTIONB30BaThCS NP yCTPAHEHUH TIPOOIIEM.

UHcpopmaumsa o NMCY u moaynax MmmkponporpamMmmbli
MyTb: O nporpamme > CeTb

3aB0OJ-M3TOTOBUTE/Ib ANNAPATHOT0 o0ecneyenns: HHPopMaIus 06 000pyAOBaHUN HCIIOIB3YETCSI MPU
yCTpaHeHHH HeuctnpaBHocTel ycTpoiictBa [ICY.

becnepeboiinas padoTa ynpagpJ/enus: BpeMsl HEIPEpbIBHOHN paboThl JaHHOTO HHTep(eiica yrpaBieHus, TO
€CThb BpeMsl, IPOILIEALIee I0CIIE TOPAUEro Wik xonoaHoro 3amycka IICY.
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Moayas npuioskenusi, OC APC (AOC) u Mouutop 3arpy3xu: qaHHas nH(HOPMAIUS UCIIOIb3YETC
NP YCTPAaHCHUH HEUCTIPABHOCTEH M I TOMCKAa OOHOBJICHHOM MUKPONIPOTrpaMMbl Ha BeO-caliTe

MertKa nons OnucaHue

HazBanue Moyl MEKPOTIPOTpPaMMEI.

Hazpanue Moay/1b npujio:kenus 3aBUCUT OT Tuna yctpolictsa UBII, HanpuMep su oTHOCUTCA
HUmsa k ycrpoiictBaMm Smart-UPS, sy oTHOCHTCS K yeTpoiicTBaM Symmetra.

Monyas APC AOS Bcera uMeeT Ha3BaHUE A0S, a MOAYJIb MOHUTOPA 3arPy3KHU BCET1a UMEeT
Ha3BaHue boot.

Howmep Bepcun moayns mukpomnporpamMmmbl. Homepa Bepcuil Moayseil MOryT OTIMYAThCs, HO
Bepcus COBMECTHMBIE MOIYJIU BBIITyCKAIOTCSI BMECTE.
Cw. paznen «OOHOBJIEHHE MUKPOIIPOTPaMMBbD».

Jara/Bpems JlaTa u Bpems co3qaHns MOZYIISI MUKPOIIPOT PAMMBL.

Cwum. Taxke «lIpoBepka HOMEPOB BepCUil YCTAHOBICHHOTO MUKPOIIPOTPAMMHOTO O0CCTICUCHHUS.

AKpaH noaaepxKu
MyTb: O nporpamme > Moaaepxkka

Ota QyHKUMS TO3BOJIsIET OOBEIMHHUTE pa3IMYHbIC JaHHBIC 3TOT0 UHTep(delica B OTACTIbHBIN (aiin apxusa,
KOTOPBIN UCTIOB3YETCS IIEHTPOM OOCITYKMBaHUS KJIMEHTOB U IIPH YCTPAaHEHUH HeUcTpaBHOCTeH. B aToT (aiin
BKJTFOUCHBI )KYPHAIBI COOBITHI M TaHHBIX, (aiin konpurypamun (cM. «Co3naHue ¥ UMIIOPT HACTPOCK C
MOMOIIIBIO aiiyia KOHQUTYpaIUK» ) U KOMILIEKCHAs HHPOPMAIIXS IO OTIIJIKE.

[Henxaure Co3aaTh KypHAILI, 9TOOBI cO37aTh (Daiii, a 3aTeM meNKkHuTe 3arpysuTh. [losBusercs 3anpoc,
KOTOPBIN TO3BOJISICT MPOCMOTPETh UITH COXPAHUTH (hailsl apXuBa.
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MacTtep HacTpouku IP-koHurypauum
YCTPOUCTB

Bo3mMoXxHOCTH, Tpe6oBaHNA N yCTaHOBKA

Macrtep HacTpoiiku [P-koH(HTYpanun yCTpONCTB MOXKET padoTaTh ¢ mataMu ceteBoro ynpasienus (IICY),
KOTOpBIM He HazHaueH IP-aapec. [1pu oOHApyKEHUHU TaKOW IIJIATHI M MIOAKITIOUCHIH K HEH MOKHO HACTPOUTH

JU1s1 Hee mapaMeTpsl [P-aapeca.
MOo3KHO Tak)Ke HalTH yCTpOHCTBA, KOTOPBIE YKE MOAKIIOUEHBI K CETH, IyTeM BBOJa uana3zoHa IP-agpecos,

gTOOBI CY3UTh MTOUCK. JlaHHEII MacTep ckanupyet IP-anpeca B yka3aHHOM IHAIla30HE U ONPEACIIIeT TUIATHI,
kotopsiM DHCP-cepBep yxxe HazHauun [P-angpec.

INPUMEYAHUS:

* Henb3s MPOBECTH MMOMCK HA3HAYCHHBIX ychOﬁCTB, YK€ HaAXOAAUXCA B CETU, IIPHU TOMOLIN Arara3oHa
anpecos IP, moka BrI He BKIfounte SNMPv1 Ha IICY 1 He ycranoBute mapamerp Community Name B
3HaueHue public. [{ys monyyeHus: nononHUTENbHON HH(pOpMAIK cM. pa3zaen «Dkpanbl SNMPy.

* [Tocne HacTpoiiku mapameTpoB IP-anpeca muaTel ceTeBOro ymnpasieHHs Ui JOCTyNa K BeO-nHTepdeiicy
nosb3oBarens [ICY uepes Opaysep Heodoxomumo n3mennth URL ¢ httpHa https.

[MoapoOHyto nHpOpPMAaIHIO O JAHHOH MPOrpaMMe CM. B 0a3e 3HaHHMH Ha CTPaHMLIE MOAICPIKKH

BeO-caiiTa Y BBITTOJIHUTE TTOUCK (MaeHTU(UKATOP COOTBETCTBYIOIIEH
CTaTbH).

B cratse 0a3bl 3HaHUI TaKXKe COAEPXKUTCS HHPOPMALU 10 UCTIOJIB30BaHMIO TapaMeTpa
12 mporokona DHCP.

CucremMHble TpeboBaHus

JlauHblit MacTep pabotaer B Microsoft Windows 2000, Windows Server®™ 2003, Windows Server 2008,
Windows Server 2012, Windows Server 2016, a Taxxe B 32- u 64-pa3psanbix Bepcusx Windows XP,
Windows Vista, Windows 7, Windows 8 u Windows 10.

JlaHHBII MacTep MOAICPKUBACT ILIATHI C MUKPOTIPOTrpaMMoii Bepcuu 3.0.X HITK BBIIIIE U MOICPIKUBACT TOIBKO
mpoTtokou IPv4.

YcTaHoBKa

[opsimox ycTaHOBKH MacTepa U3 3arpy’KeHHOT0 HCIoHseMoro ¢aiina:

1. Tlepelimute Ha cTpaHULY
2. Bemomaute puasTpanuto mo [1O/MAKponrporpaMMHOMY 00€CTIEUeHUI0 — MACTEPhl H KOH(PUTYPATOPHL.
3. 3amycTHTe UCIIONHIEMBIH (halil U3 anKH, B KOTOPYIO OH OBLI3arpysKeH.

[Mocxe 3arpy3ku Mactep JOCTYIEH ¢ MOMOIIBI0 MeHto Windows.
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JKCNOPT napameTpoB KOH(purypaumm

NMonyyeHune n akcnopT paunna .ini

KpaTkoe onucaHue npoueaypbl

AIMHHUCTpATOp MOXKET MOJTy4yaTh ini-¢aiin mnarel cereBoro ynpasienus 3 (IICY) u sxkcnopTupoBarth ux B
Ipyryo wiaty win B Heckoiibko [ICY. IMoapoOHyto nHGOpMAIHIO CM. B CIICAYIONIUX pa3jesax.

1. Hacrpoiite IICY c Be160pOoM TpeOyeMbIX apaMeTPOB B IKCTIOPTUPYHTE UX; cM. paznen «Co3ganue u
MMIIOPT HACTPOEK C MOMOIIBIO (aiina KoHpUrypamumy.

2. Tomyuwure ini-aiin u3 sroii IICY.
Otpenaktupyiite Qaiiin, N3MEHUB Kak MUHUMYM HacTpoiiku TCP/IP.

Hcnonpayiite npoTokon nepenayn Gpaiiiaos, nonaep:kuBaeMblid [ICY, yToObl epeaaTh KOMUIO Ha OTHY
nn Heckonbko [ICY. Jlns mepenaun Ha Heckonbko IICY ucnons3yitre ciuenapuii FTP niu SCP nmubo
YTHIUTY A1 ini-haiiinos.

Kaxnas u3 npuaumaromux [ICY ucnosab3yeT MOoMydeHHBIN Gaiii 1yl KOHQUTypauuu cOOCTBEHHBIX HACTPOEK,
MOCJIE Yero YAaJsieT ero.

CopepxaHue cpanna ini

@aiin config.ini, mony4ennsiii u3 [ICY, cogepxur:

*  3aconosku pasoenos n Kouegwle cio8a (TOIBKO T€, KOTOPbIE HOAAEPKUBAIOTCSI KOHKPETHBIM YCTPOHCTBOM
UBIT vnu TICY, oT koTOporo mosydeH ¢aiin). 3aroIoBKH pa3aesioB — 3TO Ha3BaHHS KaTETOPHIA,
ykazaHHbIe B ckoOKax ([ ]). KirroueBble c/10Ba B KaXKIIOM U3 3ar0JIOBKOB pa3ziena NpeCcTaBIsoT co00it
METKH, ONMCHIBAIOLINE OTpeeeHHble HacTpoiku [ICY. Iloce kaKIoro KIFOYEBOro ciIoBa ClieayeT 3HaK
PaBEHCTBA U 3HAUCHHE (TIPUHATOE M0 YMOTYaHUIO UITH 3aJaHHOE ITPY KOH(PUTYPHUPOBAHNUH).

+ KitoueBoe ciioBo Override: mpy 3HaYCHNH, 33JAHHOM I10 YMOJYaHHUIO, JAHHOE KIIFOYEBOE CIIOBO
MPEI0TBpAIIaeT SKCIOPT OJHOTO WIIM HECKOJIBKUX KITFOUYEBHIX CIIOB ¥ X 3HAUEHUH, OTIpEAETIIEMBIX
ycTporictBoM. Hanpumep, B pazzaene [NetworkTCP/IP] 3HaY€HHUE MO YMOIYAHUIO AJIS CIOBA
override (MAC-aapec ynpasisromniei [ICY) OIOKHpPYET 3KCIOPT MapaMeTpoB SystemIP,
SubnetMask, DefaultGateway U BootMode

MoppobHble npoueaypbl
MonyyeHwue. [Topsamok HACTPOHKH U TTONYUICHHS ini-aiiya oI SKcmopTa:

1. Ecmu Bo3MoOHO, uctionp3yite uaTepdeiic [ICY mis konbUryprpoBaHms ee HaCTPOEK IS SKCIIOPTa.
(HemocpeacTBeHHOE U3MEHEHUE COACPKUMOTO ini-(haiiia MOKET BbI3BATh OIIUOKH.)

2. B cuenyromem npuMepe NokazaHo, Kak ucrosb3oBatb FTP s momyuenns datina config.ini u3
HACTPOCHHOM IJIaThl CETEBOTO YIIPABJICHHUS C MOMOIIBIO KIIMEHTa KOMaHAHON CTPOKH

a. YcranoBute coenunenue ¢ [ICY, ucnonn3ys ee [P-anpec:
ftp> ip_adpec

0. 3apeFHCTpprﬁTCCL B CUCTEME, UCIIOJIb3Yd JJI 3TOTO UMS IMOJIB30BATECIIA U MApOJIb
aAMHUHHUCTpATOpA.

B. UTOOBI BKIIFOUHUTH JBOUYHBIN PEKUM Tiepenadn GaiiaoB, BBEIAUTE:
ftp> bin
s oToOpakeHnss MHANKATOPa BHITIOJIHEHUS B X0/1e Tiepeadn (ailioB BBEANTE:
ftp> hash

r. [Tomygaute daiin config.ini, cogeprkarniuii HacTpouku I1CV:
ftp> get config.ini
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®aiin OyaeT coxpaHeH B MaNKe, U3 KOTopoi Obu 3amyieH kaueHTt FTP.

Jiis monmyueHwust mapaMeTpoB KoHpurypaiuu u3 Heckonbkux [ICY u ux sxcniopra Ha npyrue [ICY
cM. 3anucku o gvinycke: ciyacednas npoepamma gatina INI Ha Bed-caiite APC wiu cM. cTaTbio
B 0a3e 3HaHMIA 1O ajpecy

Hactpownka. Ilepen nepenayeit daiina na apyryro IICY ero Heo6XoauMo OTpEIaKTUPOBATS.
1. s pemaktupoBaHus Qaiisia HCIIONB3YHTE TEKCTOBBIA PEIAKTOP.

— 3aroyioBKH pa3jieNioB, KIFOYEBbIC CIIOBA U MPEIBAPUTEIHHO 3a]JaHHbIC 3HAYCHHUS HE 3aBUCST OT
perucTpa, Ho CTPOKOBBIC TIEpEeMEHHbIE, 33/1aBaeMble MOJH30BATENIEM, 3aBUCST OT PETHCTPA.

— Uto0OBI yKa3aTh, 4TO 3HAYCHHUE HE 3a]]aHO, UCIIONL3YiTe KaBbuku. Hanmpumep, LinkURL1=""
nokasbiBaet, uTo URL cnenuanbHO HE onpe/iesieH.

— 3akiovaiiTe B KaBbIUKH JIIOOBIE 3HAUEHUS, KOTOPBIE COIEPIKaT MPEeIIIeCTBYIOIINE HITH
MOCIIEAYIOIINE PA3AEIIbl WIN YK€ 3aKII0UYCHBI B KABBIUKH.

— Jlns1 5KCnopTa 3ari1aHUPOBaHHBIX COOBITHI HACTPaUBaiTe 3HAYCHHST HETTOCPEICTBEHHO B ini-(aide.

— Jlnd 3KcnopTa CUCTEMHOIO BPEMEHHU ¢ MAaKCUMAJIBHOM TOYHOCTBIO, €ciii npuHuMatoniue IICY
HMEIOT JOCTYII K CEPBEPY MPOTOKOJIA CETEBOI0 BPEMEHH, YCTAHOBUTE 3HAYEHUE enabled s
napaMeTpa NTPEnable:

NTPEnable=enabled

MO’KHO TaKKe COKPaTUTh BpeMs Mepeiaur MyTeM dKCIopTa pasjena [SystemDate/Time] B BUC
OTAENHHOTO ini-aiina.

- HO6aBJ’IHeMBIe CTPOKH KOMMCHTApPHUECB AOJDKHBI HAUYMHATBHCA C TOYKHU C 3aIITOMN (,‘ )

2. CxomupyHTe OTpeJaKTUPOBAHHBIN (aiill B (aiiyl ¢ [pyruM UMEHEM B 3TY K€ MarkKy:
— WNwms daiina moxkeT comepxkaTh 10 64 CAMBOJIOB U JODKHO UMETh PACIIUPEHHE ini.

— CoxpaHHUTe UCXOIHBINA OTPEIAKTUPOBAHHBIN (DAl A1 KCTIOIB30BAHUS B Oy yIIEM.
Coxpansiemviil paiin sensiemcst eOUHCIMEEHHOU 3aNUCLI0 KOMMEHMAPUes.

Mepenayva danna Ha oagHy MCY. /Ing nepenaun ini-paiina Ha APYTYIO MJIATY CETEBOTO YIIPABICHUS
BBITIOJIHUTC OAHO M3 YKAa3aHHBIX HeﬁCTBHﬁ:

* B unTepdetice nonp3oBaTens npuHuMatouieit [ICY BeiOepute — —
. YKaxuTe MONHBIHA My Th K (paliily WK BOCTIONB3YHTECh KHOTIKOH
O030p Ha TOKATEHOM KOMIBIOTEPE.

*  Hcmons3yiiTe 11000# U3 TPOTOKOJIOB, MMOIACPKUBACMBIX TUTATON CETEBOTO YIIPABIICHUS, HAPUMED,
FTP, FTP Client, SCP umu TFTP. B npuBenenHOM npuMepe HCIOIb3yeTcs poTokon FTP:

a. M3 manku, comeprkarieil KO0 OTPEIaKTHPOBAHHOTO ini-(paiisa, BOCIOIL3YHTECH IPOTOKOIOM
FTP, aro0s1 BoiiTr B IICY, B KOTOPYIO COOMpaeTeCh SKCIIOPTUPOBATH ini-(aii.

ftp> open ip azpec
0. UToOBI BKIIFOUNTH TBOMYHBIA PEKUM TIepeadn (paiiyioB, BBEIUTE:
ftp> bin
JList oToOpaskeHNsI HHAUKATOpa BRIMTOTHEHHS B X0¢ Mepeaadn (aiioB BBEIUTE:
ftp> hash

B. DKCIIOPTUPYHUTE KOO OTPEIAKTHPOBAHHOTO ini-(paiiyia B KOPHEBOU KaTaJIOT MPUHUMAIOIIEH
[cy:

ftp> put uma_¢avina.ini
Mepepnaya darna Ha Heckornbko MNCY. BmecTo 3TOT0 BBHITOIHUTE CIIEIYIOIINE ONIEPAIIUH.

* MUcnons3zyitte FTP unu SCP, HO HanumuTe cueHapuii, KOTOPbI COAEPAKUT U OBTOPSET ONEpalii,
UCIIOJIb3yeMble 1JIs1 3KcropTa (aitna Ha oguy IICY.

* Vcnonp3yiiTe makeTHbIH (haiin 00paboTKH M YTHUIUTY AJis Bailiios .ini.
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J1nist co3maHus makeTHOTo (aiina ¥ NCTONBb30BaHMS CITY>)KEOHOH POTrpaMMBbl CM. 3anucKu
0 guinycke. cayacebnas npoepamma gaiina INI na Bed-caiite APC. W cM. cratsio
B 0ase 3HaHWII 1O aapecy

CoobLeHna o codobITUAX 3arpy3ku U oMbKax

Coo6weHuns o cobbITM N oNOKaxX, CBA3aHHbLIX C HUM

CJ'IG,E[YIOH.ICC coOBITHE MPOUCXOAUT B TOM CJiIydac, KOrjja NpruHUMaromiad miata CETCBOro yrnpaBJICHUSA
3aKaH4YMBACT UCIIOJIb30BaAHUC ini—(baﬁna JJIsL OOHOBJIEHUS CBOMX HAaCTPOCK:

Configuration file upload complete, with nomep valid values

Ecnu kimro4yeBoe ¢10B0, MMsI pa3fielia Witk 3HaueHHS OKa3bIBalOTCS HEBEPHBIMH, 3arpy3ka B [ICY 3aBepiiaercs u
BBIJAETCS JOMOIHUTEIBHOE COOOIEHHE 00 OMINOKE.

TeKcT coobeHus o cobbiTumn OnucaHue

[penynpesxnenue Qaiina KOHPHUTYpaLK: HEBEPHOE

KIJIF0YEBOE CJIOBO B CTPOKE HOMED. Crpoka ¢ HenpaBUIbHBIM KITIOYEBBIM CIIOBOM HITH
[penynpexaeHue Qaiina KOHPHUTYpaLK: HEBEPHOE 3HaYCHUEM UTHOPHUPYETCH.

3HA4YEHUE B CTPOKE HOMep.

[penynpexaenue daiia KOHPUTYpPAIHN: Ecnu ums cekuuu yka3aHO HEBEPHO, BCE Mapbl KIOYEBBIX
HEJCHCTBUTENBHBIN Pa3Jiesl B CTPOKE C HOMEPOM. CJIOB U 3HAYEHHUM B TAHHOW CEKLIMK UTHOPUPYIOTCSL.
[penynpexaeHue Qaiina KOHPUTYPALUH: KITIOYEBOE KitroueBoe ¢10B0, BBeZICHHOE B Havdaie ¢aiiia (To ecTh
CJIOBO OOHApYKEHO BHE CEKIIUHU B CTPOKE HOMeED. Hepes 3aroJ0BKOM CEKIIUH), UTHOPHPYETCH.

Ecnu pasmep daiia cmiikoM 000N, POUCKXOTAT
HETOJHAs 3arpy3ka. YMeHbIIUTe pazmep (aiina uim
pazbeiite ero Ha /1Ba aiina 1 IOBTOPUTE 3arpy3Ky eIie pas.

[penynpexaenue daiiaa kKoHpuUryparmu: pasmep daiina
KOH(HTYpAIMH TPEBBINIAET MAKCUMAIBHBIN pasMep.

CoobuweHus B chaunne config.ini

YcrpoiictBo, cBsizanHOe ¢ [ICY, ¢ KOTOpo#i 3arpyxaercs ¢aitn config.ini, JOIKHO OBITH 0OHAPYIKEHO IS
BKJIIOUYEHUS ero KoHdurypauun. Ecim ycrpoiictBo (Takoe kak MBII) orcyTcTByeT nim He 0OHapykeHo,
¢aiin config.ini B COOTBETCTBYIOIICH CEKIIMK, BMECTO KITFOUEBOT'O CIIOBA MIIM 3HAUCHUH, OyIeT couepKaTh
coobmenne. Hanpumep:

UPS not discovered

Ecnu He mnanupyeTtcs 3KCopT KOHGUTypauuy YCTPOUCTBA Kak YacTH UMIIOPTUPOBAHHOTO ini-¢aiina,
WUTHOPHUPYHTE 3TH COOOIIECHNUSI.

OIJ.II/IGKI/I, reHepupyemMbie SaGHOKMpOBaHHbIMM napametTpamMmum

KnroueBoe citoBo Override W ero 3HadeHue OyAyT co3aBaTh cooOmIeH s 00 ommMOKax B )KypHasie COOBITHI
npy OJOKUPOBKE IKCIIOPTA 3HAUCHHIA.

CBezneHus 0 TOM, Kakue rapaMeTpsl MOTYT OJlokupoBaThes, cM. «Coaepkanue daiiia ini».

ITockonbKy GJIOKHpYEMBIE TapaMeTPhl OTHOCATCS K KOHKPETHBIM yCTPOICTBAM U HE IPUTOAHBI IJIS
sKcnopra B Apyrue [ICY, THOpUpYHTE 3TH coobIeHus 00 ommnbkax. YToObI MpeIoTBPaTUTh MOSBICHUE STHX
co0OLIeHHH, yJaluTe CTPOKH, COAEpIKaIlUe KII0UEeBOE CIOBO Override, U CTPOKH, COAEPIKAILIUE
Onoxupyemble napameTpsl. He ynansiite u He U3MEHSITE CTPOKH, COACPIKAILME 3ar0JI0BKU Pa3/eIIoB.
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CBA3aHHble BONPOCHI

B onepanmonnsix cucremax Windows BMeCTO epechbUIKH ini-(aiaoB MOKXHO HCIOIb30BATh MACTEP
HacTpoiiku [P-xoHburypamnuu yctpoiicTs, 4To0bl H3MeHUTH OCHOBHBIE HacTpoiiku TCP/IP miars cereoro

yIipaBiieHusi 1 HACTPOUTH IPYTHE IMapaMeTpsl uepe3 HHTepQeiic moIp30BaTesl.

Cw. paznen «Mactep HacTpoiiku [P-koH(bUTYpanyn ycTpoicTBy.
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Nepenaya hannos

OGHoBMNeHne MUKponporpamMmmbl

[Ipu 0OHOBIEHUHN MUKPOTIPOrPaMMHOTO obecriedeHus Ha 1uiare cereBoro ynpasienus 3 (IICY) mist ycrpoiictsa
WBII craHOBATCS NOCTYNHBIME NOCTEeHNE (DYHKIWH, YIYUIIeHHUs! 0€30MaCHOCTH M MPOU3BOAUTEIBHOCTH U
ucrpanienus omuook. s ooHosmenus UBIT cM. pasnen « Ikpan «OOHOBIIEHHE ITPOIIUBKI)Y.

O6HoBeHKE MoApazyMeBaeT npoctoe konuposanue paitna NMC3 na IICY. [Ipouecc ycTaHOBKH OTCYTCTBYET.
PerynspHo npoBepstiiTe BeO-cTpanuiry www.apc.com/shop/tools/software-firmware Ha Hamure 0OHOBIICHHIA.

®aiin NMC3 umeert cienyroummii popmar:
apc_BepcuAa-o00opyHOBaHMA TUI BepCuUAa-000pyHOBaHMA .Nmc3

* apc: 0003HaYaeT KOHTEKCT.

* hardware-version: hwOn, TJe n 0003Ha4aeT BepCUI0 000pyIOBaHMS, HA KOTOPOM MOYKHO
MCIOJIb30BaTh 3TOT (aii.

* type: OINpenenseT, KAKO UMEHHO MOAYJIb; 3HAUEHHE SU yKa3bIBaeT Ha ycTpoiicTBo Smart-UPS,
a 3Ha4YCHHUE Sy yKa3bIBaeT Ha ycTpoiicTBO Symmetra.

* Bepcusa: HOMep Bepcuu ¢aiina.

CnocoObI nepegayun hannoB MUKpONpoOrpaMmmbl

MukporporpamMmy MOCIIEAHEH BEPCUH MOXHO OECIINIaTHO 3arpy3uTh 10 aapecy www.apc.com/shop/tools/
software-firmware. [lns oOHOBNeHus npormBky oaHOH [ICY Miin HECKOIBKUX UCTIOIB3YHTE OJIMH U3 TPEX
CIIEIyIOLUX METOOB.

* B onepanmonHoii cucreme Windows HCIIONB3YHTE nporpaMyy 00HOBIEHNST MEKPOIIPOTPAMMEI,
3arpyK€HHYIO C . Cm. paznen «/cnonp30BaHue MPOrpaMMbl OOHOBIICHHUS
MukpornporpaMmsl [ICY».

o Jlnsa nepenaun daiima NMC3 ucnonbsyiite FTP wr SCP Ha mr0060ii 113 oiep>kKUBaeMbIX OIIEPaITHOHHBIX
cucteM. Cwm. pasnen «Mcnons3osanue FTP min SCP 1t 0OOHOBJICHHS OHOM IJIAThI CETEBOIO
YIIPaBICHUSD.

» Jlns nepenaun daiina NMC3 ¢ Bamero KoMIbioTepa Ha IJIaTy CETEBOrO YIPABICHHUS, HAXOJSIIyI0Cs
BHE Barmeii cetn, ucnone3yiite XMODEM uepes BupTyanbHblil mopt cBsizu ¢ USB-unTepdeticom ¢
MOMOIIIBIO 3arpy3uuka. Cm. pasaen «Mcnons3zosanne XMODEM st ooHOBIIeHUS o0 [ICY».

* Hcnonszyiite USB-naxonuTe/in A8 epeHoca Qaiiyia MUKpOIIPOTpaMMBI € Balllero KOMITbIOTepa
(tombko aist uiat AP9641, AP9643). Cm. «Mcnonb3oBanne USB-HakomuTens s nepenavyu u
oOHoBeHUs (haiinoB (Toxbko st mat AP9641, AP9643)».

*  Hudopmanuio 06 00HOBICHUN HECKOJIBLKIX IJIAT CeTEBOI0 YIIPABJICHNS CM. B pa3zienax
«OOHOBJIEHHE MUKPOIIPOTPaMMbI Ha HECKOJIBKUX IIJIaTax CETEBOTO ympaBieHus» u «Vcmonp3oBanue
nporpaMMmbl 0OHOBIICHUst MUKporiporpamMMbl [ICY amst Heckonbkux 0OHOBIIeHHH B cucteme Windows.».

Ucnonb3oBaHue nporpamMmmbl OOHOBNEHUA Mukponporpammbi NMCY

Ota mporpaMma OOHOBIIEHHS MHEKPOITPOTPaMMBI SIBIISIETCS YACTHIO MTAKeTa OOHOBIIEHHUS MAKPOITPOTPaMMBI,
JIOCTYITHOTO Ha . (Hukorma HE UCTIONB3YHTE IPOTpaMMy, TIPeTHa3HAYSHHYO IS OTHOTO
W37eNHs, 111 OOHOBJIEHHUS MUKPOIIPOTPaMMBI IPYTOTO U3/IENHSL.)

Mcnonb3oBaHue nporpammsbl ans o6HosneHnsa B cuctemax Windows. B mo0bIx moanepKuBaeMbIx
cucremax Windows nporpamma o0HoBiIeHUsI Mukponporpammsl IICY aBTomMatnsupyet nepeaady daiina ¢
pacmupeHueM .nmc3 .

Pacnakyiite 3arpykeHHBIH (aiil MUKPOIIPOTpaMMBbI M IBAXKIBI IIENKHUTE (Daiii ¢ pacimuperneM .exe. Beenure
[P-agpec xocTa, MM TOIB30BATENS U apOJb B AUATOTOBBIX NOJSIX. Takke HeOOXOAUMO BEIOPATh IPOTOKO
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FTP unu SCP u cBsI3aHHBIN ¢ HUM MOPT.

NPUMEYAHMUE. BeiOpaHHbIi MPOTOKON T0JbKEH OBITH BKIIOYEH Ha ycrpoiictse [ICY mns 3aBepiueHus
00HOBIIEHUS! MEKponporpamMmbl. Takke cM. pazzaen «lcrnonap3oBanue mporpaMMbl OOHOBIICHHS
MukporporpamMmsl IICY mist HeckoIbKHX 00HOBIIEHUH B cucTeMe Windows.».

Ucnonb3oBaHune FTP unu SCP ans o6HOBRNeHUA ogHOM NnaTbl CETEBOro yrnpaBreHUs

FTP. Yto6s1 ncnions30Bath mpotokoia FTP mins oOHOBICHUS 0HOM TICY Uepe3 ceTh, BRITOIHUTE CICAYIONINE
JEUCTBUSA:

* TICY pmomxHa OBITH MMOIKITIOYEHA K CeTH, IMeTh [P-anpec, MacKy oceTH 1 103 M0 YMOTYaHHIO.

» Cepsep FTP nomxen ObITh paspemier B HacTpoiikax IICY; cm. pazgen «Cepsep FTPy.
st mepenaun (paiina BEITIOTHUTE CIICTYIOITHE TSHCTBHS.

1. OtkpoiiTe Ha CETEeBOM KOMITBIOTEPE OKHO ¢ KOMaHIHOH cTpokoil. [lepeiianTe B mamnky, coaepKaIiyro
(haiisr IPOIIMBKY, U IPOCMOTPUTE CITHUCOK (haiisioB:
C:\>cd apc
C:\apc>dir

Nudopmarnmro o daiinax cMm. B paznene «Daiin NMC3 umMeet crneayroniuii Gopmart:».
2. Ortkpotite kmueHTckui ceanc FTP:
C:\apc>ftp

3. Beenute koMaHny open u ykaxure [P-agpecIICY, 3aTeM HaKMUTe KnaBuITy ENTER. Eciin HacTpoliku
nopta (port) FTP-cepBepa oTnnuaroTcst OT 3Ha4€HUS 110 1\éMonanI/I}O, paBHoOTO 21, HEOOX0AUMO
HCIIOIb30BaTh 3TH HOBBIE HACTPOWKH B CTpOKe KOoMaHbl FTP.

* Jlns ximenToB Windows FTP otaensiite Homep nopra ot [P-aapeca nmpooenom. [Ipumep
(c mpobemom niepen 21000):
ftp> open 150.250.6.10 21000
» Hexotopsle kimeHTs! FTP TpeOyioT cTaBUTh Iiepes; HOMEpOM MOpTa IBOETOUHE.
4. BoiiauTte B cucTeMy C IpaBaMH aAMUHUCTPATOPA.

5. OOHOBHUTE MPOLINBKY.
ftp> bin
ftp> put apc hw2l AA v-v-v-v.nmc3 (rae AA - NpuiIoKxeHne, HaIpuMep su,
a V-V-V-V - HOMEpP BEpCHH MUYKKPOIIPOIPaMMbI)

6. Korna FTP-cepBep noaTBepaut nepeavy, BBEAUTE quit Ui 3aKPBITUS CEaHca.

SCP. Ins ucnonp3oBanus nporpamMmsel Secure CoPy (SCP) ¢ nensto o6HOBeHNSI MUKponporpammel [ICY
BBITIOJTHUTE CIIETYIOIIUE ICHCTBUSL.

1. C momomipio koMaHaHOM cTpoku SCP BrimoauTe niepenauy daitta NMC3 na [ICY. B nanaom
MpUMEPE V-V-V-V MOKa3bIBACT HOMEP BEPCUU MOJIYIIS TIPUITOIKCHUS:

scp apc_hw2l su v-v-v-v.nmc3 apc@158.205.6.185:apc hw2l su v-v-v-
v.nmc3su_v-v-v-v.nmc3

Ipumeuanmne. s ucionszoBanus SCP Heooxoanmo Brirtounts SSH. Mabopmanmro o BkimtoueHnn SSH cM. B
paszzaene «9KpaH KOHCOJIN.
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Ucnonb3oBaHmne XMODEM ana o6HoBneHus ogHoun MNCY
Yro0s1 ucroins3oBath XMODEM mita oonoBienus ool [ICY, He HaxoAsIIelcsa B ceTH, HEOOXOIUMO CIeIaTh
CIEIYIOIIIEE.

1. C nomouipio mpuiaraemoro kademnst micro-USB (nomep neranu 960-0603) nonxmounte [ICY xmopty
USB n10KkanbHOT0 KOMITBIOTEpA.

2. Haxmure kKHONKy Ha [ICY.

3. Korma IICY Bo Bpewms 3arpy3ku oOHapyxuBaeT coenuaenue USB, ona oxunmaetr 90 cexyH 1, 4TOOBI
JIaTh OTepallMOHHON CHCTEME JOCTAaTOYHO BPEMEHM Ha Paclio3HaBaHUE U HACTPONKY BUPTYaJbHOTO
nopta cBsi3u. Koraa BUpTyaabHBIN MOPT CBSA3M OY/ET TOTOB, 3aIlyCTUTE MPOTrPaMMy TEPMHHAJIA,
nanpumep HyperTerminal unu Tera Term, u BeiOepuTe 3TOT BUPTYaTbHBIH MOPT.

4. Haxwmure knaBumry JBXKIbl WIM HAKUMAUTE €€ O TeX MOP, II0Ka HE MOSIBUTCS IPUTIIALICHUE
MOHHMTOpA 3arpy3ku: BM>

INPUMEYAHMUE. Ecau B Teuenune 90 cexynn nocie Hayana nepesarpysku [ICY coenunenue ¢
MOHHUTOPOM 3arpy3Kku ycraHosiieHo He OyneT, [ICY mpomomkut cBoi 0ObIYHBIN MpoLece 3arpy3KH.

5. BBeaute XMODEM u Haxxmure

6. B menro nporpammsl TepMuHaina Beioeputre XMODEM, 3atem BeiOepute Qaiin .nmc 3, KOTOphIi Oyaer
nepenad ¢ nomoinpio XMODEM. Io 3aBepiiennu nepegaun XMODEM Ha 3kpaHe MOsSBUTCS
MIpUTJIallIeHe MOHUTOPA 3aTrPy3KH.

BBenute reset WM HAKMUTE KHOIKY , 9T0OBI mepe3amryctuth [ICY.

MNPUMEYAHHUE. [Ins monkmouenus xk korconu [ICY 8 OC Windows 7 tpeOyetcs npaiisep. Ipaiiep
JIOCTYTICH JUTS 3arpy3KU Ha cTpaHuie ycrpoiictBa AP9640/AP9641 Ha BeO-caiite , PACIOJIO’KEHHOM
B paziere . A OC Windows 10 mpatiBep He TpeOyercs.

1. Ilpwm mopkmouenuu [ICY uepes kabdenp micro-USB B paznene «/Ipyrue ycrporicTBay OyaeT 00HapyKEHO
ycrpotricTBo o HazBanneM NMC3-CDC.

2. HaxxmMuTe npaBoi KHOMKOW MBIIIH Ha 3TO YCTPOHCTBO U BrIOepUTEe « OOHOBHTH ApaiiBep...».

3. BriGepute onmuro «BBIMTOTHUTE TOUCK APABEPOB HA ’TOM KOMITHIOTEPE» U MEPEUIUTE K MECTY
3arpy3ku apaiepa (usb_cdc_ser.inf).

4. TlpumuTte coodiieHre 0 6€30MaCHOCTH HEMOIMTUCAaHHOTO ApaiBepa.

Teneps Windows pacnioznaet [ICY u Haznauut ycrpoiictsy COM-noprT.

Ucnonb3oBaHue USB-HakonuTensa ana nepeHoca ¢annosB (TonbKo Ana nnat
AP9641 n AP9643)

Ota QyHKIHS TOCTYITHA B 3arpy3unke Bepcuu v1.3.3.1 u Beime. [lepen Hagamom nepeHoca yoeaurech, 94To
USB-nakomnuTens 0THopMaTUpOBaH ¢ ucnoib3oBanueM cuctembl FAT, FAT16 unu FAT32.

1. 3arpysuTte (aiin 0OHOBIECHUS MPOIIUBKU.
Cozpnaiite Ha USB-HakomuTene nanky ¢ IMEHEM

2
3. Tlomectute ¢aitn .nmc3 B manky
4

[Tpu moMOIIH TEKCTOBOTO pelakTopa co3naiTe dhain . (HeoOxomumo ykazaTh pacimupenue .rcf, a He
txt.)
5. B JI00aBbTE CTPOKY JUTS MTAKeTa MPOITUBKH, KOTOPBIA HY’KHO OOHOBHTS.

Hanpumep, uto651 060HOBUTE Npuioxkenne Smart-UPS Bepcun v1.5.0.6, BBeauTe:
NMC3=apc_ hw21 su 1-5-0-6.nmc3

IMomectute aitn nmc3.ref B manky Ha USB-Hakonurese.

Bcerasrre yerpoiictBo dsm-namst B mopt USB Ha mtate ceTeBoro ynpasieHusi; cM. paszaen «llepeanss
nanens (AP9641)» umn «llepenusis nanens (AP9643)y.
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8. Tlepezarpyszure IICY u goxautech MOIHOM nepe3arpy3Ku IIaTHI.

9. VYo6enmurech, 4To 0OHOBIICHNE OBLIO BHIOIHEHO NMPAaBUILHO, HCIONIB3Ys ONMCaHHbIe B paszeine «[IpoBepka
0OHOBJICHUI» NMPOIETYPHIL.

O6HoBnNEeHNe MUKponporpaMmmMmbl Ha HECKOJIbLKUX MNlaTax ceTeBOro ynpaBrieHUsA

Hcnonp3yiiTe 0IMH U3 ABYX CIEIYIOIIUX METOJOB.

* Ilporpamma obuosiaenns mukponporpavmvel HHCY B Windows. Cu. pa3aen «lcnonp3oBanne
nporpaMmsel 0OHOBIIEHHUsI MUKponporpammbl [ICY aist HeCKOIBKIX OOHOBJICHHH B CHCTEME
Windows.».

o Ucnonwzosanue FTP unn SCP. JIng oOHOBIIeHHS HeECKOIbKHX IICY ¢ ucnonbs3oBanueM kiuenta FTP
win npoTokoia SCP HaUIKUTE CKPUIT, KOTOPHIH OyIET BHIMOIHATh 3Ty MPOLEAYPY aBTOMAaTHYECKH.

e Hacrpoiikn koudurypannn 3xcnopTa. MoXHO c037aTh KOMaHIHbIC (ailJibl U UCIIOJIB30BaTh
MporpamMmy JIjIisl OJTyUeHHs apaMeTpoB KoH(Uryparuu HeckoabKuX IICY U 3KCIIOPTUPOBAThH MX Ha
npyrue IICY.

CwM. 3anucku o svinycke: cysicebnas npoepamma gpaiina INI B 6aze 3HAHHIA 110 apecy

Mcnonb3oBaHue nporpammbl 06HOBREHUA Mukponporpammbl MNCY ana HecKonbKMX 0GHOBNEHUN
B cucteme Windows. Ilocne 3arpy3ku mporpaMmmMbl 0OHOBIJIEHHUS cO cTpaHHII 3arpy3ku [ICY nHa
JBAKIIbI HAKMHTE Ha (aifil .exe U N3BJIEKUTE COACPKUMOE apXHBa.

1. Haiigure daitn devices. txt B karanore ¢ nporpamMmoii. OTKpoiTe (hain u OTpeaakKTHPYHTE €To B
TEKCTOBOM PEIAKTOPE, YTOOBI BBECTH HEOOXOAMMYIO MH(POPMAIIHIO ISl K&KI0T0 0OHOBIISIEMOTO
ycrpoiictea IICY:

— [YcrpoticTBo]: JlaHHBIN 3aT0JIOBOK pasjieia JOJKEeH OBITh BKIIFOUCH TSI KaXKI0W OOHOBIISICMOM
[ey.

— Xocrt: IPv4-anpec ycTpoiicTsa.
— IIportokon: SCP unu FTP.
— Tlopt: oprt, cBa3annslii ¢ SCP unn FTP.
— Wwms nonw3oBarens: MiMs monb3oBartes ¢ paBaMH aAMUHHCTpaTopa, BKmoyeHHoro Ha IICY.
— Ilapons: [1apons agmunucTpaTopa, AeiicTByromuii Ha IICY
VY nanute Bce KOMMEHTApHUU M TOUKH € 3aIITOH u3 daiina devices . txt U coOXpaHUTe H3MEHEHUSI.

Hanpuwmep:
[YcrponcTBO]

XocT = 192.168.0.1
[IpoTokos = SCP
IlopT = 22

VMsa noJsp3oBaTENA
[laposie = apc

apc

Hampumep:

[YcTponcTBO]

XocT = 192.168.0.2
[lpoTroxkost = SCP

IlopT = 22

VIMa moJp30BaTENA = apc
[laposie = apc

MOo3KHO HCITONIL30BaTh HMEOIUiics (aiin devices . txt, €ClIU OH YKE CYIIECTBYET.
2. OrkpoiiTe mporpaMMmy 0OHOBICHHSI MUKpoOIporpaMMel. Eciiu B daiinie devices . txt Obuin

MMPEAOCTAaBJICHBI MMTPABUJIbHBIC JAHHBIC, B ITPOrpaMMeE ITOABUTCA CICAYIOLICE COOGH.ICHI/ICI
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OBHapyXeH M MMIOPTUPOBAH CIMCOK YyCTPOMCTEB, [NO3TOMY XOCTH, [IepedMCJIeHHBIe
B OKHE COOBITUM HMXe, OyIyT MCIOJB30BATbCS B KaueCTBE AKTUBHEIX.

3. Haxwmmure B mporpamMme KHOIIKY « HauaTs 00HoB/IeHe», 4TOOBI HAYaTh OOHOBIICHHE
MHUKPOIIPOTPAMMBI.

NMpoBepka oOHOBNEHUN

Koabl pe3ynbTaTtoB nocne.quPl nepenaviun
Bosmoxubie ommbku nepenaun: cepsep TFTP wim FTP He HaiineH, cepBep 0TKa3biBaeT B JIOCTYIIE, CEPBEP HE

HaxOJIUT WJIM HE PacTio3HaeT ImepeaaBaeMblil aiil, mepenaBaeMplii (aiia MOBpEXkKICH.

I'IpOBepKa HOMepoB Bepcm7| YyCTaHOBJIEHHOINo MUKponporpamMmmMHoOro obecneyeHus
MyTb: O nporpamme — CeTb

Hcnone3yiite BeO-uHTEpdEiC MOTB30BATENS AJISI IPOBEPKH BEPCHIT OOHOBIICHHBIX MOJYJICH MHKPOIIPOTPAMMBI.
MoskHo Takke ucmonb3oBath komaHmy GET g OID sysDescr MIB I1. B uaTepdetiice komaHIHON CTPOKH
BBEAMTE KoMaHIy about.

CmeHa a3bika nHtepdeunca nonb3oBaTens

NuTepdetic momszoBarens [ICY MoxeT oToOpakaThCs Ha pa3HBIX S3bIKaX. BrIOepHTE S3BIK U3
PaCKpBIBAIOIIETOCS CITUCKA € A3bIKAMU [anguage Ha 9KpaHe Bxoja Login.

WnTepdeiic monp3oBaTelisi JOCTYICH Ha ICBATH SI3bIKaX: (PPaHILy3CKOM, UTAIBSIHCKOM, HEMEIIKOM, UCITAHCKOM,
Opa3uIbCKOM MOPTYTANBCKOM, PYCCKOM, KOPEHCKOM, SITOHCKOM H YIIPOIIEHHOM KHTAaHCKOM.
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YcTpaHeHue npobrem

Mpobnembl focTyna K nnaTe ceTeBOro ynpasrieHUs

[MoceTture 6a3zy 3HaHMIA IO apecy JUTSI TIOJTYYE€HUS IOIIArOBbIX UHCTPYKLUI 1O
YCTPaHCHHIO TIPOOJIEM U TIOJIC3HBIX PEIICHUH pacipocTpaHeHHBIX Henoianok. MudopMaltinto 06 oOpamieHun
B CITy )0y MOANIEPIKKA CM. B pa3zelie «YcTpaHeHre mpobiiemy.

MNpobnema PeweHune

Ecnu nnaukarop cocrosinus [ICY ropur 3eeHbIM LIBETOM, IIONPOOYIATE MOCIaTh
KOMAaHJy 5X0-TECTUPOBaHHUS HA JPYIOM y3€ell TOIO K€ CETMEHTA CETH, B KOTOPOM
pacnionoxxena [ICY. Eciau TectupoBanue He paboTaeT, TO Iiara CeTeBOro
yIpaBieHUs UCIIpaBHA. By HE CBETUTCS 3€JEHBIM HHINKATOpP COCTOSIHUSA U HE
yIaercs yCTaHOBUTh OOMEH MaKeTaMM, BBIIOJIHUTE CIICAYIONHNE NeHCTBHUS.

He yz1aeTcst BBITONHHTS 3XO- * [TpoBepbTe, UTO IUIaTa CETEBOrO YIIPABJICHUs HAEKHO ycTaHoBieHa B IBII.
tectupoBanue IICY * [IpoBepbTe CETEBBIE MOIKIIOUYEHUS.

* [Iposeprte IP-anpeca miatel ceTeBoro ynpanieHus u cucremy [ICY.

* Ecim [ICY HaxomuTes B IpyToi ceTH (WK OACETH), OTIIIHOH 0T ceTH [ICY,
npoBepbTe [P-anpec nmumro3a mo ymordaHuio (MM MapIipyTH3aTopa).

* HpOBepLTe YHUCIIO OUTOB OoACECTH AJIs1 MaCKH IMOJACCTHU I1JIaThbl CETCBOI'O

YTpaBJICHMS.
He ynaercs HazHauwTH [lepen ucmonp30BaHUEM POTPaMMBI TEPMIHAIA IJI1 HACTPOHKH IIJIaThI
KOMMYHHKAITMOHHBIN TIOPT C CEeTEBOr0 YIPaBIICHHUS CIEIYET 3aKPhITh BCE IPUIIOKEHUS, CIIYIKObI U

TIOMOLIBIO MPOrpaMMbl TEPMUHATIA nporpaMmbl, KOTOPBIC UCHIOJIB3YIOT ,HaHHBIﬁ KOMMyHI/IKaIII/IOHHHﬁ IopT.

Heso3moxkeH octyt uepes
nHTEpdEiic KOMaHHOH CTPOKH 10
KaHAJTy HOCIIEI0BATENHHOIO OOMEHa

Yo6emutech, 4TO HACTPOHKU CKOPOCTH 0OMEHA JTAHHBIMU HE OBLIM U3MEHCHBI.
[MompoOyiite ycranoButs 3HaueHust 2400, 9600, 19200 umm 38400.

* Y6emurech, 4To UCTIOIB3YeTCsl IPaBIIIBHEIHA criocod moctyma: Telnet mm Secure
SHell (SSH). AaMuHHCTPATOP MOXKET BKITFOUHTH 3TH METO/IbI locTyna. [1o

HeBo3moxeH yaaleHHbli JOCTy ymorryanuro mpotokoi Telnet BeikroUeH, a mopT SSH BrimoueH. [Tporokosnst SSH u
uepes uHTepdeiic KOMaHTHOI Telnet MOXHO BKITFOYATH/OTKITIOYATH HE3aBUCUMO JIPYT OT JAPYTa.
CTpOKH * [Tpu ncnonp3oBarnnu SSH miaTa ceTeBOro ypasieHUs MOXKET CO3AaBATh KITFOY

xocT-y3na. [1nate cereBoro ymnpasieHus TpeOyeTcs 10 OJHOH MUHYTHI UL
CO3JIaHMSA KITF0Ua XOCT-y371a, B 370 BpeMst SSH OyznerHenocTyIeH.

* Y6enurech, uto noctyn HTTP umu HTTPS otkpeir.

* Y6enurecs, uTo ykaszaH mpaBwibHBIN URL-ampec, cooTBeTCTBYIOMMII cCricTeMe
0e3011acHOCTH, HCTIOJIB3YEMOH I11aTol ceTeBoro ynpasieHus. s SSL B Havane

URL-anpeca Hy>KHO yKa3bIBaTh , A He
* Yb6enurech, 4TO 3X0-TECTHPOBAHNUE ILIATHI CETEBOTO YIIPABICHUS BBIITOIHACTCS
YCIELIHO.
He ynaercs nomy4unts 1octyn K * Ybeaurech, 4TO HCTIONB3yEMbIi Opay3ep HOUIeP)KUBAETCSI IUIATOH CETEBOTO
unrepdeiicy nonssosaress (UI) ynpasienust. CM. pasien «YCTpaHeHne IpoGIem».

* Eciin mnata ceteBoro ynpasiieHHs ObliIa TOJIBKO 4TO Nepe3arpyskeHa 1
BBINIOJIHsIETCS HACTpOlKa SSL, BO3MOJKHO, IJIaTa CETEBOI0 YIIPABICHUS
coznaer ceprudukar cepsepa. [y co3ganus 3TOro ceprudukara miate
CETEBOI'0 YIPaBIIeHHUS NOTPEOyeTCs 10 OJTHOI MUHYTBI, B 3TO BPEMS CEPBEP
SSL Oynmer HemOCTYTICH.
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HeucnpaBHoct SNMP

Npobnema PeweHue

* [IpoepsTe BosamoxkHoCTh uTeHust (GET) umenn coobmecrsa (SNMPv1)unu
HesosmoxHO KoH(purypammto npodust nonp3osatens (SNMPv3).
BBINOJIHUTH

omepanuto GET

* Ucnone3yiite nHTEpdEiic KOMaHAHON CTPOKU WK HHTep(deiic moab30BaTes 1jIs
nposepku goctyna NMS. Cu. pazaen «Okpanbsl SNMPy.

HeBo3moxuaO
BBIITOJIHUTH
onepauuto SET

« [IposepsTe, BitodeH a1 npotokona SNMP. [Tpotokonst SNMPv1 u SNMPv3 BeIK/IIOUEHBI
110 YMOJTYaHHIO.

* [IpoBepsTe BO3MOKHOCTD uTeHMst/3amucH (SET) umenn coobiectea (SNMPv1) nnn
KoH(purypanuio npoduis nmoias3osates (SNMPv3).

* Ucnone3yiite natepdeiic koMaHaHO# CTpOKU uin HHTEPEC MOJIb30BaTENS IS IPOBEPKU
Toro, uto NMS umeet noctyn Ha 3anuchk (SET) (SNMPv1) mnu nmomyuwm 1octymn K
IP-anpecy B criucke ynpasienus gocrynom (SNMPv3). Cwu. paznen «kpanst SNMP».

He ynaercs nonyuats
TIpephIBaHUs B

* [IpoBepsTe, uroOn! THI npepbiBadus (SNMPv1 win SNMPv3) Obl1 npaBrIbHO HACTPOCH
Juig cucteMbl NMS, ncrnonb3yemoii B kKauecTBe MPUEMHHKA IPePhIBaHUM.

* B ciiyuae SNMP v1 nomure 3anpoc meonfigTrapReceiverTable MIB OID, uto6s1
poBepuTh, 4To [P-agpec NMS yka3zaH KOPPEeKTHO M 9TO UMl COOOIIECTBA, YKa3aHHOE
B NMS, cOOTBETCTBYET MMEHHU COOOINECTBA, yKa3aHHOMY B Tabuuiie. Eciu uto-mm6o
yKa3aHO HEMpaBUWIbHO, Ucnionb3yiite koManay SET nnst meonfigTrapReceiverTable
OID win ncnonp3yiTe HHTEpQEiic KOMAHIHOW CTPOKH WITH HHTEpQEC MOIB30BaTeNs,

cucreme NMS 4TOOBI HCIIPABUTh HACTPOWKH ITPUEMHHUKA MTPEPHIBAHHIA.
* B cirygae SNMPv3 npoBepbsTe HacTpoiiku poduiis moas3oBaress 1yt NMS u 3amycTture
TECT IPEPBIBAHUM.
Cwu. paznenst «Okpansl SNMPy, «[lonydarenn npepeiBaHAD) U «DKpaH TSCTHPOBAHUS
npepsiBaHmit SNMP».
IIpepsiBanus,

nosryuaemsie NMS,
HE OTIpE/ICNICHEI

Cwm. nokymenranuio no NMS, 4toObl IPOBEPUTH, YTO MPEPHIBAHUS TPABUIILHO YKa3aHbI
B 0a3e JTaHHBIX CUTHAJIOB TPEBOTH U IPEPBIBAHHH.

NMpo6nemsbl ¢ Modbus

JlomoyHUTENEHY 0 HH(DOPMAIIUIO TIO0 TPOBOJIKE U HACTPOUKE MOCIEA0BaTeIbHOrO mopra Modbus
st kapT AP9641 u AP9643, moctymmHoMm Ha kommakT-aucke Utility u Ha Be6-catite APC.
[Toapobuyto nHpOpMAaITHIO 0 perucTpax u onucanus o6mroB Modbus cMm. B Kapme pecucmpos

Modbus (Modbus Register Map) Ha Bed-caiite APC.
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HeuncnpaBHoCTM annapaTHOro Knio4a ycTponcTBa
APC USB Wi-Fi (AP9834)

HeucnpaBHocTb PeweHue

* [IpoBepsbTe, MpaBuiIbHO JIK BeTaBiieHo ycrpoiictBo APC USB Wi-Fi
B USB-nopt nmatst AP9641/AP9643.

* [IpoBepsTe nmpaBmiIbHOCTL HACTpoeK Wi-Fi B BeO-uHTEpdEiice Moas30BaTeIs W
unrepdeiice komanHoi crpoku IICY.

Heso3moxHO * B xxypnane cobsituii [ICY yGenurecs B 0OTCyTCTBHU COOBITHH, CBsI3aHHBIX ¢ Wi-Fi.
MIOAKJIFOUYUTHCS K CETU Ecnu Hactpoiikn Wi-Fi BBe1eHbI HEIPaBMIIBHO WM OCTaBIICHBI MycThIMH, [ICY
Wi-Fi. 3adukcupyeT omubKy B )KypHaie coObituii. Hanpumep: «Ommmnbka ycTpoiicTa

USB Wi-Fi. Hactpoiiku Wi-Fix.

Ecnu Heronaka Bee elie coxpaHsieTcsi, 00paTUTECh K CETEBOMY aJJMUHHCTPATOPY IS
JTIUArHOCTUKH MPOOJIEM C MOTIKITFOUCHUCM.

* [IpoBepsTe npaBuibHOCTH HacTpoek Wi-Fi B BeO-uHTepdeiice noap30BaTess Hin
uHTepdeiice komanaHoi crpoku [ICY.

* Pemute npobnemy, cBsA3aHHYIO ¢ JII00bIME coObITHsAMU Wi-Fi B skypHaie coObITHIA
[ICY. Hanpumep: «Ommbka ycrpoiictea USB Wi-Fi. Hactpoiiku Wi-Fix.

* [ToBTOpPHO BBIMIOJHKUTE MPOBOJAHOE COCTUHECHUE U U3MeHHUTE HacTpoiiku Wi-Fi
AJIBTEPHATHBHBIM METOZIOM.

B s o . . > Cett > Wi-Fi
HeBO3MOKHO perTh Be6-unTepdetic mompzoBatens (Kougurypamnsa > Cers > Wi-Fi)

mmpooiemMy, B — WUnTtepdeiic koMaHaHOM cTpOoKHU (koMaHaa wifi)
pesyJibTaTe KOTOpoi — daiin config.ini (pazgen NetworkWiFi)
CBETOJIMOAYCTPOICTBA
Ecnu npoBogHOE coenmuHeHnE OOIBIIE HETOCTYITHO, MOIKIIOUNTE Kabems Mukpo-USB
IIOCTOSTHHO TOPUT
KPACHBIM CBETOM. (960-0603) k xoHconpHOMY nopty IICY a1 noctyna x unTepdeiicy komanIHON

CTpOKH 1 nepenaite daiin config.ini ¢ momoripro koman el xferINI. bosiee moapobHas
uHpOpMaLUs IPUBEACHA B

Ecnu Hemonaika Bee ele COXpaHsieTcs, 00paTUTeCh B CIykKO0y TEXHUUECKON
nojaepxkn. Cm. pa3zmen «I'mobanpHas ciryx0a TeXHH4IecKoH moaaepxku APCy.
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OnucaHune MHAUNKATOPOB COCTOAHUA

CocrosaHue

OnucaHue

He roputr

Bo3MmoskHa 01Ha U3 CIEAYIOIUX CUTYaIUi.

* YcrpotictBo He BerasiieHo B USB-nopt miatel cereBoro ynpasnennst AP9461/
AP9463.

* [Ipommeka [ICY we momnepkuBaet Wi-Fi. Ilognepxka Wi-Fi noctymHa B
npomuBke Bepcuu 1.4 u Beime. Cum. paznen «Ilepenaya daiinos» Ha ctp 87.

* YcTpoiicTBO He paboTaeT HaaekamuM oopazoM. Bo3moxHo, moTpedyercs
OTPEMOHTHPOBATH MJI 3aMEHHUTH yCTPOHCTBO. OOpaTuTECh B CIyKOY TEXHIHUECKON
nojaepxku. Cm. pasaen «I obanbHas ciiy)0a TeXHHYeCKO moaaepkku APCy.

HenpepbisHo
CBETUTCS 3€JICHBIM
LBETOM.

YCTpOﬁCTBO MOJAKJIIOUYCHO K TOYKE JOCTYIIAa, HO CETEBAsA AKTUBHOCTL OTCYTCTBYCT.

MuraeT 3e1eHBIM
IIBETOM.

YcTpoiicTBO NOAKIIIOUEHO K TOUKe JocTyna u ceTh Wi-Fi akTnBHa.

HemnpepbisHO
CBETUTCS KPACHBIM
LBETOM.

Bo3MorkHa ofHa U3 CIEAYIOIUX CUTYaLUH.
* ImeeT MecTO crcTeMaTHdecKas OmroOKa B yCTPOMCTBE.
* Imeer MecTo cucremarnueckas onmoOka B HacTpoiikax Wi-Fi [ICY.

* ImMeroT MecTo HepazpemuMble IPOOIIEMBI, CBSI3aHHBIE ¢ TOYKOH JOCTYTIA.

Muraet KpacHbIM
LBETOM.

YcTpoiicTBO HaXOAUTCS B IIpoIiecce MOAKIIOUeHHS K Touke noctyma Wi-Fi.
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D,BYXHQTHFIFI rapaHTuAa npoundsoauvTens

VYcnoBus HaCTOSIH.ICfI rapaHTHuu paclupoOCTPAHAKOTCA TOJIBKO HA U3ACIINUA, HpI/IO6p€T6HHLIC JJIA COOCTBEHHOT'O
HCIIOJIb30BaHMA B COOTBETCTBUU C JaHHBIM PYKOBOACTBOM.

YcnoBusa rapaHTumn

Komnanust APC rapantupyer, 4To ee mpoAyKius He OyIeT uMeTh Ae(EeKTOB MaTepUAIIOB M U3TOTOBJICHUS B
TEYEeHHE ABYX JIeT oT faThl okynku. Kommanus APC rapantupyeTr peMOHT WX 3aMEHY HEUCTPaBHBIX
M3ENINM, Ha KOTOPbIE PACIIPOCTPAHSIOTCS YCIOBUSI HACTOSIIECH TapanTuu. JlaHHas rapaHnTus He
pacmpocTpassieTcs Ha 000pyJ0BaHUE, TOBPEKACHHOE BCIIEACTBAE HECUACTHOTO CITydasi, HEOPEKHOCTH HITU
HCIIPABUJIBHOT'O UCTIOJIB30BaHUs, a4 TAKKC Ha O60py,E[OBaHI/IC, MoABCpraBuICeCsa U3SMCHCHUAM UJIN HOpaGOTKe
KakuM-J100 crtocoboM. B cirydae peMoHTa Wi 3aMeHBI HEHCTIPAaBHOTO 000pY0BaHMS MITH €T0 KOMIIOHEHTOB
HCXOJHBIN rapaHTUMHBIA CPOK HE MpojyieBaeTca. KoMmoHEHTHI, MpelocTaBlisieMble COTJIacCHO JJaHHOU
rapaHTHH, MOTYT OBITh INOO HOBBIMHU, 100 OTPEMOHTHPOBAHHBIMU B 3aBOJICKHX YCIOBHUSX.

MapaHTua 6e3 npaBa nepeaauun

JlaHHast rapaHTHs OTHOCUTCS TOJIBKO K IIEpBOHAYAIBHOMY MOKYTIATEIN0, KOTOPBIH T0JIKEH COOTBETCTBYIOIIUM
00pa3oM 3aperucTpupoBath unenue. [IpoayKT MOKHO 3aperucTpupoBarh Ha BeO-caiite komnanuu APC:

UcknoyeHus

Komnanust APC He HeceT OTBETCTBEHHOCTH I10 TapaHTUH, €CIIH B Pe3yJIbTaTre TECTUPOBAHMS U UCCIIEIOBAHUS
ObL10 00HAPYKEHO, YTO MPEAIONaraeMblil 1eeKT N3AeNusl He CYIIECTBYET WK €ro NPUYUHON SIBUIIUCH
HETPaBUJIBLHOE HCIOIb30BAHIE MOIH30BATENIEM I TPETHUM JIUIIOM, HEOPEKHOCTh, HECOOTBETCTBYIOIIAS
yCTaHOBKa WU TecTupoBanue. B nanpHeiimem kommnanus APC He OyneT HecTH OTBETCTBEHHOCTH 3a
HECaHKI[MOHNPOBAaHHBIE MOMBITKH PEMOHTA WIIM H3MEHEHHUS HEaIEKBAaTHOTO AJIEKTPHUECKOTO HAMIPSHKEHHUS UIIH
MOJKITIOUCHHUS, HECOOTBETCTBYIOIINE YCIOBHS IKCILTyaTalluu Ha MeCTe, KOPPO3UIHYI0 atMoc(epy, PEMOHT,
YCTaHOBKY, BO3JICHCTBUS OKPY KAIOLIEH Cpe/ibl, CTUXUHHBIE O€ACTBUS, OXKAap, KPAXXy WIH YCTaHOBKY,
MPOTHBOPEYAIIYIO PEKOMEHJANUAM Win crenrukanusm komnanuu APC, umu mro0oe coObITHE, TPH KOTOPOM
cepuitHblii HoMep APC ObIT H3MEHEH, HCKaXXEH WITN YIAJIeH, WK JTI00YIO JPYTYI0 MPUYHHY BHE PAMOK
IUTAHAPYEMOTO UCIIOIb30BaHMSL.

O YCJIOBUSIM JAHHOI'O COIJIAIIEHUSA WIN B CBSI3U C HUM HE ITPEJYCMOTPEHO
UHBIX, IBHBIX UJIHA ITOJIPA3YMEBAEMBIX, IPUHUMAEMbBIX B CUJTY 3AKOHA WIN
HUHBIM OBPA30OM, TAPAHTUMHBIX OBSI3ATEJIBCTB B OTHOIEHUM ITPOJIABAEMOM,
OBCJIY)KUBAEMOM WIHN IPEJOCTABJSIEMOM ITPOAYKIINA. KOMIIAHUSI APC
OTKA3BIBAETCS OT IOJIPABYMEBAEMbIX TAPAHTUMHBIX OBSI3ATEJIBCTB B
OTHOILIEHUY KOMMEPYECKOM IEHHOCTHU U IPUTOJJHOCTHU OBOPYJIOBAHMS K
OIIPEJEJEHHBIM LEJISIM. TPEJOCTABJEHUE KOMIIAHUEN APC TEXHUYECKHX U
HUHBIX KOHCYJIbTAIIUHN UJIA YCJIYT B OTHOIIEHUU OBOPYJIOBAHUSI HE MOXET
CJYKUTb OCHOBAHHUEM /151 PACIIMPEHUS UJIU COKPALIEHU S NI U3MEHEHUSI
YCJOBHUI TAPAHTHUU, HAJIOKEHUSI TONOJHUTEJABHBIX OBSI3ATEJIBCTB U
OTBETCTBEHHOCTH. BHINIENEPEYNCJIEHHBIE TAPAHTUA U CPEJICTBA
BO3MEILEHUS SIBJISIIOTCSI UCKJIIOUUTEJBHBIMHU U 3AMEIIAIOT JIFOBBIE IPYTUE
TAPAHTHUU U CPEJICTBA BO3MEILEHHU . U310 KEHHBIE BBILIE YCJIOBUSI TAPAHTHUU
YCTAHABJIMBAIOT UCKJIOUUTEJBHYIO OTBETCTBEHHOCTb KOMIIAHUU APC U
HCKJIIOUYNUTEJBHBIE ITPABA 3AIIIUTHI IOKYIATEJIEN B CIYUAE HAPYIIEHUS
YKA3AHHBIX TAPAHTHI. JEMCTBUE TAPAHTUII KOMIIAHUU APC PACITPOCTPAHSETCSI
HA IOKYIIATEJISI, HO HE HA TPETBUX JIULI.
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HU IIPU KAKUX OBCTOSITEJIBCTBAX KOMITAHUS APC, EE CJIYKAILUE,
PYKOBOJIMTEJM, COTPYIHUKU ®UJIHAJIOB U HITATHBIE COTPYIHUKA HE HECYT
OTBETCTBEHHOCTH 3A KOCBEHHBIN, OCOBbIN, IOBOYHBIN WX LLITPA®HOM
YIIEPE, HOHECEHHBIN B PE3YJIbTATE UCIIOJIb30OBAHUSI, OBCJIYKUBAHUS WU
YCTAHOBKH NPOJAYKIIUHA, HE3ABUCUMO OT TOI'O, YIIOMHUHAJIOCH JIH O TAKOM
VIIEPBE B JOI'OBOPE WJIH AEJUKTE, BYb TO HEUCIIPABHOCTb, HEBPE)KHOCTD,
OBSI3ATEJIBCTBA IO BOSMEILIEHUIO VIIEPEA, UJIA OT TOI'O, BEJIUCH JIN
IPEJIBAPUTEJIbHBIE KOHCYJIbTALIMU C KOMIIAHHUEN APC O BO3MOKHOCTH TAKOI'O
VIIEPBA. BYUACTHOCTH, KOMIIAHUSI APC HE HECET OTBETCTBEHHOCTH 3A
W3IEP)KKH, IOHECEHHBIE B PE3YJIbTATE HOTEPU TPUBBLIN UJIHN JJOXO/A,
BBIBEJEHMS U3 CTPOSI OBOPYIOBAHMS, HEBO3MOKHOCTH UCITIOJIb30BAHMUSI
OBOPYIOBAHUS, YTPATBI IPOTPAMMHOI'O OBECIIEYEHUMS WJIHN JAHHBIX, 3ATPAT HA
3AMEIIIEHUE, UCKOB TPETbUX JIUII U T.JI.

HHU OJJUH NPOJABEL, COTPYJHUK NWJIN ATEHT KOMITAHUHN APC HE YIIOJITHOMOYEH
JIOBABJIATH WA U3MEHSTH YCJIOBUS JAHHON TAPAHTUHA. YCJIOBUS TAPAHTUA
MOTI'YT BbITb UBMEHEHBI (ECJIM BOOBIIE MOI'YT BbIThb UBMEHEHBI) TOJIBKO B
NUCBMEHHOM ®OPME, C IOAMUCSIMH JOJ)KHOCTHOTI' O JINIIA ¥ FOPUJIUYECKOT O
OTAEJIA KOMITAHHMUA APC.

FapaHTUIMHbIE NpeTeH3nu

KitueHThl, y KOTOPBIX BO3HUKIIM BOIPOCHI 110 TAPAHTUU, MOTYT OOPaTUTHCSI B IEHTP CEPBUCHOTO
oocyxuBanust APC co crpanuibl «Supporty (ITognepxka) caiita APC: . B Bepxueit
YaCTH CTPaHUIIBI BEIOEPUTE CTPaHY B COOTBETCTBYIOMIEM criucke. J[is momyveHust nHOpMAaIUK O IIEHTpax
CEPBHUCHOTO O0CITYy>)KUBaHUSI B KOHKPETHOM PETHOHE BhIOepUTe BKIAAKY «Support» (Ilomxnepxka).
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Astopckue npasa cryptlib Digital Data Security New Zealand Ltd, 1998 r.

Astopckue ipaBa © PykoBoactso Kamndopruiickoro yausepcurera, 1990, 1993, 1994. Bee mpasa
3aIlUIIEHBI.

DTOT KO/ MOJIy4YEH U3 IPOTPaMMHOI0 o0ecreueHu s, mpeaocraBicHHoro bepkiu Maiikom Onconom (Mike
Olson).

PacnpocTpaHeHune 1 UCTIONB30BAHNE B HCXOJHOM M JBOWYHOM BUJE C H3MEHEHUEM WK 0€3 TaKOBOTO
pasperIeHo TOIBKO NP COOMIOICHUN CIEAYIOIUX YCIOBHIM:

1. PacmpocTtpaHeHne UCXOHOTO KOJIa TOJIKHO YYUTHIBATh BhINIEYKa3aHHbIE 3asiBICHUS 00 aBTOPCKUX
MpaBax, MepedeHb YCIOBUN U CIEAYIONINE OTPaHNICHNS.

2. PacnpocTpaHeHue B JBOUYHOM BHJI€ JODKHO YUUTHIBATh BBILICYKa3aHHbIE 3asIBICHUS 00 aBTOPCKUX
npaBax, IepeYeHb YCIOBUI U CIEAYIOIIUE OTPAaHUYCHHS B JOKYMEHTALMH U APYTHX MaTepHajax,
MIPEIOCTABIEHHBIX JJIsl paCIPOCTPAHEHHUS.

3. Pexknamuple MaTepuabl, yITIOMHHAIONINE XaPAKTEPUCTHKU U UCTIOTH30BAHUE HACTOSIIETO
MpOrpaMMHOTO oOecTieueH s, TOJHKHBI IIPU3HABATH CIIEIyoIIee:

OTOT NPOAYKT COAEPKUT IIpOrpaMMHoe odecrieueHue, pazpadorannoe Kanndopuuiickum
YHUBEPCUTETOM B bepkiu 1 ero coTpyJHUKaMH.

4. Ha3Banue YHHUBCPCUTETA U UMEHA €TI0 COTPYIHUKOB HE JOJI)KHBI UCIIOJIB30BATHCA JJIA IMOAACPIKKU U
MMPOABUIKCHUA MPOAYKTOB, CO3JaHHBIX Ha OCHOBC JAHHOI'O ITPOIrpaMMHOT0 obecrneuenus 6e3
MMPpEABAPUTECIILHOTO NMCbMCHHOI'O Pa3pCIICHU .

JAHHOE ITPOT'PAMMHOE OBECITIEYEHMUE ITPEJIOCTABJIEHO PYKOBO/ICTBOM U
COTPYAHUKAMMU HA YCIIOBUAX «KAK ECTby», 11, BKIIFOYA 1, HO HE OTPAHMYNBASICH
TAKOBBIMU, JIIOBBIE ABHO BBIPAKEHHBIE NJIN ITOAPA3YMEBAEMBIE TAPAHTUN
MNPUT'OJHOCTHU AJIA ITPOAAXU 11 COOTBETCTBHMA KOHKPETHBLIM IEJISAAIM HE IIPUMEHUMBL.
HU ITPU KAKUX OBCTOSATEJIbCTBAX PYKOBOACTBO UJIN COTPYIHUKU HE HECYT
OTBETCTBEHHOCTH HU 3A KAKME ITPSIMBIE, HEITPSIMBIE, CJTIYUAMHBIE, CITIELIAJIbHBIE,
HITPADHBIE NJIM KOCBEHHBIE YBBITKU (BKIIIOYA S, IIOMUMO ITPOYEI'O, IIPUOBPETEHUE
TOBAPOB UJIN YCIIVI' HA 3AMEHY, IIOTEPIO BO3MOXXHOCTHU UCIIOJIb3AOBAHUM, JTAHHBIX
WJIA ITIPUBBIIA WJIN ITPUOCTAHOBKY BU3HECA) T10 JIFOBOM [TIPUYMHE U 10 JIKOBOM TEOPUU
OTBETCTBEHHOCTH, OBA3ATEJIbCTBAM, BBIPAJXKEHHBIM B KOHTPAKTE, CTPOI'MM
OBA3ATEJIbCTBAM, WJIN [TPU I'PACKITAHCKOM ITPABOHAPYIIEHNU (BK/IFOYAA XAJTTATHOCTD
U ITPOYEE), BO3HUKAIOIIUE KAKUM Bbl TO HU BbIJIO OBPA30M BCJIEJJCTBUE
[NPUMEHEHUW TAHHOI'O ITPOTPAMMHOI'O OBECIHEYEHM A, JAXE ITPU HAJIMYNUN
NHOOPMAIIMN O BOSMOXHOCTU HAHECEHU S TIAHHOI'O YIIEPFA.
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Paano4yacTtoTHbIe NOMexu

BHeceHnne n3MeHeHUii B KOHCTPYKIMIO JaHHOTO YCTPOICcTBA 0€3 MUCHLMEHHOI0 pa3penieHus
OpTraHu3aluM, 0TBeYarollei 3a o0ecneyeHne COOTBETCTBHUS CTAHIAPTAM, MOKET MPUBECTH K
JINIIEHUIO N0JIb30BATeNIsl MPAB HA IKCILIYATAIIMIO JAHHOTO 000PY/10BAHUS.

CWLA — FCC

JanHOoe yCcTpOHCTBO MPOIIIO UCTIBITAHUS, TOJITBEPAUBIIHIE €TO COOTBETCTBUE OTPAHUYUCHUSM,
MIPEIyCMOTPEHHEBIM TpeOoBaHusIMU pazzena 15 mpasun DenepansHoit komuccuu no ces3u (FCC) CHIA k
M POBBIM YCTpOIcTBaM Kiacca A. DTH OTpaHWUYEHHsI TPU3BAHBI 00eCTIeYnBaTh TOCTATOUYHYIO 3aIIUTY OT
BPEIHBIX TIOMEX BO BpeMs JKCIUTyaTaluyd 000pyI0BaHMs B TPONU3BOCTBEHHBIX YCIOBUAX. [laHHOE n31enue
TeHEPUPYET, UCTIONB3YET U H3JTydaeT dJCKTPOMArHUTHBIE BOJHBI B PO/ Maa3oHe 1, Oy 1ydu
YCTAaHOBJICHHBIM C OTKIIOHEHHEM OT TpeOOBaHWH, N3JI0’KEHHBIX B HACTOSIIEM PYKOBOJICTBE, MOXKET CTaTh
HMCTOYHUKOM PagioroMeX. DKCIUTyaTalus JaHHOTO 000PY/IOBaHHSA B KIIBIX palOHaX MOXKET CO3/1aBaTh
nomexu. OTBETCTBEHHOCTh 33 YCTPAHEHUE TAKUX TIOMEX MOJHOCTBIO JISKUT Ha MOJIb30BaTEe.

Kanapa — ICES

Oto nudpoBoe ycTpoiicTBo Kiacca A ynoenerBopsieT TpeboBanusm crannapra ICES-003 (Kanana).

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

AnoHuna — VCCI

D10 M3aenHe Kiacca A OCHOBAHO Ha CTaHAapTe J00pPOBOIBHOTO COBETA 10 KOHTpoutto momex (Voluntary
Control Council for Interference — VCCI) nist uHGOpMaMOHHO-TEXHOJIOTHUECKOTO 000PYA0BaHUS.
Hcnosnp3oBanne 000pyI0BaHHS B IOMAITHUX YCIOBHSX MOXET IMPUBECTH K paauornoMexam. B aTom ciryuae
M0JIb30BATEIb JOJDKEH MPUHATH HEOOXOMMbIE MEPBI.

COEER, FRUEEZESFEREZTEIRHGESR (VCCI) OEEICEICI TR A BFEREMEETT. COEE
ERERETERATSE. B
HEESIZRCTENHYET. COBRICE, FRENEUNLGAEEETILIICERSNSIZENHYFET

TanBaHb — BSMI
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ABctpanua u Hosasa 3enaHgus

Buumanmue. J[aHHBIH IPOAYKT sIBISICTCSA 000pyAOBaHUEM Kilacca A. B OBITOBBIX YCIOBHSX Takoe
000pyIOBaHHE MOXKET BBI3BIBATH PAAMONIOMEXH. B 3TOM ciydae OT mosib30BaTeist MOKET HOTPeOOBaThHCA
MIPUHATHE COOTBETCTBYIOIINX MEP.

EBponenckum coros

JlaHHOe M3€eIHe COOTBETCTBYET TPEOOBAHUSM K 3allUTe, YKa3aHHBIM B AUPEKTHBE coBeTa EBpomeiickoro
coro3a 2004/108/EC, pa3paboTaHHOMH B COOTBETCTBHH C 3aKOHOJATEIHCTBOM TOCYAAPCTB-UJICHOB B
OTHOIIIEHUH JIEKTPOMarHuTHOH copmecTuMocTh. Kommanus APC He nmpuHUMaeT Ha ce0s OTBETCTBEHHOCTh
3a M000e HeBBIIOIHEHNE TPEOOBAHUH K 3alllUTe, BRI3BAHHOE HECAHKIIMOHUPOBAHHON MOAM(UKAIHEH
U3JICIINSL.

JlarHOE YCTPOHCTBO OBLIO TTPOBEPEHO W MPU3HAHO COOTBETCTBYIONTUM OorpaHmdeHusM st M T-
oOopynoBanus kiacca A B coorBerctBuu ¢ CISPR 22/eBponeiickum cranpaprom EN 55022. Orpannyenus
It 000pyAOBaHMs Kitacca A OBUTH OTIpEIENEeHBI sl KOMMEPYECKOM U MPOU3BOJICTBEHHOU Cpesl U
00ecneunBaroT JOCTATOYHYIO 3aIIUTY OT MOMEX MPH UCTIOIb30BAHNUH JINLIEH3UPOBAHHOTO
KOMMYHMKALHOHHOT'O 000pyIOBaHUSI.

Buumanme. /{aHHbIi IPOIyKT sIBIIsIETCS 000pyI0BaHNEM Kiacca A. B OBITOBBIX YCIIOBUSX TaKOe
00opyIoBaHNE MOXKET BBI3BIBATH PAIHONIOMEXH. B 3TOM ciydae OT 1moyib30BaTeNs MOKET MOTPe00BATHCS
IIPUHATHE COOTBETCTBYIOIUX MEP.
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YcTpaHeHue npobnem

[Monp3oBaTenbCcKas MoAAepIKKa JAHHOTO HWITH JTF0O0TO APYTOT0 M3/IEIHS OCYIECTBISIETCS] OCSCIIIATHO OHUM U3
CIIEMYIONTUX CITOCOOOB:

* Oopatutech Ha caiit komnanuu Schneider Electric mis noctymna k 1okyMeHnTaMm 6a3el 3HaHu# Schneider
Electric u oTmpaBkH 3ampoca Ha 00CTyKUBaHHE.

— (WeHTpabHOE OT/ENICHUE )
OO0partuTech Ha JOKaNIW30BaHHBIC AJISl OTIEJIBHBIX CTpaH BeO-caiitel koprnopanmu Schneider Electric,
Ha Ka)XJIOM U3 KOTOPBIX CONEPKUTCS HHQOpMAIIHS O TEXHHUYECKOH MOIIepIKKeE.

I'nobanbHas TeXHUYECKAs MOJIEPIKKa ¢ TIOMOIIBIO MOKCKA B 6a3e 3HaHuit kommanuu Schneider
Electric 1 uCmonb30BaHNEe CHCTEMBI JJICKTPOHHOM MOIICPKKH.

* OO0paruTech B IEHTP TeXHUUYECKOU noaaepkku komnannu Schneider Electric mo renedony nmm
3JIEKTPOHHOM moyTe.

— PerunonanbHble HEHTPHI: CM. KOHTAKTHYIO HH(POPMAIUIO HA BeO-caliTe

WHdopMaIuio o MECTHBIX IEHTpaX TEXHHYECKOH MOAICPIKKA MOXKHO TAKXKe MOJTYUYHTh Y PEICTABUTEIS HITH
y TUCTPHOBIOTOPA, Y KOTOPOTO OBIJIO MPHOOPETEHO U3AETIHE.

© Schneider Electric, 2021. Bce mpasa 3ammuiienst. Schneider Electric, APC u Ilnata cereBoro
YIpaBJICHHUS SIBJISAIOTCS] TOBAPHBIMH 3HaKaMu u coocTBeHHOCThIO Schneider Electric SE, ee nouepHux u
addrmpoBaHHBIX KOMIAHUIA. Bce ocTalibHBIC TOBapHBIC 3HAKH SBISFOTCS COOCTBEHHOCTEIO
COOTBETCTBYIOIINX BJIaJICNIbIICB.

990-91148F-028 12/2021
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