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2U6H-000

Mepeg ncnonb3oBaHMeM yHKLMI annapata HeO6X0AMMO 3apaHee NoAroTOBUTb 3KCMJTyaTauMOHHbIe ycnosus. B
nepByto o4epeb NPoBepbTe MOC/Ief0BaTe/IbHOCTL ONepaLnii, KOTopble HEOBXOANMO BbIMONHUTL A/19 MOATOTOBKMY,
3aTeM nposeguTe pakTndeckyto nogrotoeky. ©Heob6xoanmas nogrotoBka nepej ncnosibsosaHvem(P. 6)

NMPUMEYAHUE

e YcTaHOBNeHHbIe Ha annapat GyHKLMM MOTYT OT/IMYaTbCA AN pasHbIX Mojeneid. MNepesd Havanom
aKcnayaTaumm annapata cMm. pasgen ©OcHoBHbIe GyHKUUN(P. 4) 1 NpoBepbTe AOCTYMHbIE GYHKLNN.

HacTpoiika ncxoaHbix napameTpoB annaparta (pyKoBOACTBO MO yCTaHOBKE)

© MOXHO Nerko 3agaTb HEO6X0AMMbIE ANS 3KCMIyaTalmMy annaparta HayaibHble HaCTPOKK, Takue Kak AaTa,
BpeMs 1 NapameTpbl CeTU, B COOTBETCTBUM C YKaszaHUAMM Ha akpaHe. ©YCcTaHOBKa C MOMOLLbI0

pykoBoacTBa no ycraHoske(P. 10)




HacTpoiika

OcCHOBHble PYyHKLNU

2U6H-001

B 3TOM pyKkoBOACTBE paccMaTpmBatoTcs Bce GyHKUUN Mogeneli n3 npnobpeTeHHol cepuu. Nepeg Havanom paboTl
npoBepbTe, Kakne GyHKLMN JOCTYMHbI B MPMOGPETEHHOM MoAenu.

/:CDyHKu,vm vmeetca  —— : GYHKUWA OTCYTCTBYET

PYHKLUSA MF525x | MF522x
KonupoBaHue / /
dakc S—
MNeuatb
CkaHupoBaHune

[iByXCTOpOHHee CKaHUpOBaHMe C YCTPOMCTBOM nogaum

Z-CTOPOHHHH neyaTtb

ANERNE NI NI NI N
ANEANE NI NI

BecnpoBoaHas ceTb

NFC

<
|

N[ agMmnHUCTpaTopa CMCTEMbI MO YMOJTHYaHUIO 7654321|7654321

PIN-ko4 agMUHMNCTpaTOpa CUCTEMbI MO YMOTHAHUIO 7654321|7654321

Application Library (Buénmoteka npuaoXxeHuniA)

AN

Paper Feeder PF-C *

v
v

TELEPHONE 6 KIT *

Copy Card Reader-F *

Barcode Printing Kit *

Send PDF Security Feature Set *

AN
ANER NN

*3TO AONOJSIHNTENNbHAA onuna.

NMPUMEYHAHUE

e [locTynHble TUNbI ApariBepoB nNpuBeseHbl Ha gucke User Software CD-ROM/DVD-ROM, noctaBnsseMoMm ¢
annapaTom n Ha Beb-canTe Canon (http://www.canon.com/).

CCbUIJTIKN




HacTpoiika

MpocmoTp pykoBoacTBa PykoBoacTBo nosib3osaTtensi(P. 721)
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Heobxoaumasi nogroToBKa nepep ncnosib30BaHMEM

2U6H-002

BbinonHmnTe npmBegeHHble Hyxe warn ¢ 1 no 5 4na HacTporky annaparta. JononHuTenbHble CBeAeHNS O TOM NN
WHOM LLare MOXHO MONY4YnTb, LLLeIKHYB CChIIKY /151 Mepexoja K COOTBeTCTBYytoLLeMy pa3geny. Kpome Toro, ans
6e30MacHo 3KcnayaTauumy annapara Takxke cM. pasgen OlpegoTBpallteHne HeCaHKLLMOHUPOBAHHOIO
poctyna(P. 8) .

War 1 (OYcTaHoBKa C NOMOLLLIO PyKOBOACTBa No yctaHoBKe(P. 10)
War 2 (OHacTtpoiika ceTeBoli cpeabl(P. 14)

BbINOIHMTE HACTPOIKY NapaMeTPOB CETU, He BXOAALLMX B PYKOBOZCTBO MO ycTaHoBKe. Ecnn
MCnosib30BaTb PyKOBOACTBO MO YCTaHOBKE He TpebyeTcs, BbIMOJHNTE HAaCTPOIiKY
napameTpoOB CeTu 34echb.

[ -
\ VW 4

LWar 3 (OYcTaHoBKka aparviBepoB(P. 78)

OE.:

il
War 4 (OHacTpoiika ucxogHbix napameTpoB ansA GyHkuuiA pakca(P. 79)
War 5 OHacTtpoiikm napameTpoB ckaHMpoBaHus(P. 85)

=

COBETDI



HacTpoiika

Hactpoiika us YganeHHoro UM

e [locne 3aBepLUEHNSI HACTPOEK CETEBOW cpebl MOXHO 3PPeKTMBHO 3ajaBaTb NapameTpbl annapaTta C
KOMMblOTEpa ¢ nomoLbio YaaneHHoro WM. ©3anyck YaaneHHoro UT(P. 427)

V|MI'IOpT AadHHbIX N3 ApPYyroro annaparta Ana 3KOHOMm BpemMeHn

e Ec/in Mogenu ogMHaKoBbl, MOXHO COXPaHUTb JaHHble HacTPOeK, 3aperncTpmpoBaHHbIe B PYroM NpuHTepe
WA MHorodyHKLMOoHanbHOM annapaTte Canon, Ha KOMMbIOTEp (3KCMOPT) U 3arpy3nTb JaHHbIe HACTPOLKM
Ha AaHHbIM annapaT (MMmnopT). ©MNOPT 1 3KCNOPT AaHHbIX HacTpoeK(P. 449)
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I'Ipep,OTBpau.l,eﬂme HECAHKUMNOHPOBAHHOIO A0CTYnaA

2U6H-003

B 3TOM pa3gene onncbiBatOTCA GYHKLUMN 3aLLMTLI MO NPefoTBPaLLeHM0 HeCaHKLMOHMPOBAHHOMO A0CTyMNa 13
BHELLUHel ceTn. OTa MHPopMaLms oba3aTeslbHa K MPOYTEHWNIO ANst BCeX NOMib30BaTenel N ajMMHUCTPATOPOB nepes
NCMoNb30BaHWEM 3TOro annapara, Apyrux NpMHTEPOB Y MHOrOGYHKLUMOHaNbHbIX YCTPOACTB, MOAKNHOYEHHbIX K CETU.
B nocnegHve roabl NPUHTEP WA MHOTOPYHKLIMOHabHOE YCTPONCTBO, MOAK/IOUYEHHbIE K CETU, MOTYT NPEeANOXUTb PAj
nonesHbiX GYHKLUMIA, HanpYMep neyaTb C KOMMbIOTEPA, YNPaB/ieHUe ¢ KOMMNbITEPa NPY MOMOLLM GYHKLIM
yAaNeHHOro ynpaBneHus U OTNpaBKy CKAHUPOBAHHbIX JOKYMeHTOB Yepe3 IHTepHeT. C ApYroi CTOPOHbI, OYeHb
BaXKHO MPUHMMaTb Mepbl Mo obecneyeHnto 6e30MacHOCTH, YTO6bI CHU3UTb PUCK YTeYKM MHPOPMaLIMK, Tak Kak
NPUHTEP UAN MHOMOGYHKLIMOHAbHOE YCTPOCTBO CTann 6onee NojBepxKeHbl yrpo3am, Takum Kak
HeCaHKLMOHMPOBAHHbIN AOCTYN WA Kpaxa, KOrAa OHW NOAK/OYEHbI K ceTU. B TOM pasgene onuncaHbl Heo6XxoaUMble
HaCTPOWiKK, KOTOPbIE HYXXHO 3a4aTb AN NPeAoTBPaLLEeHNst HECAHKLMOHMPOBAHHOMO A0CTYNa, NpeXAe Yem
NCMob30BaTb NPUHTEP UM MHOTOGYHKLIMOHANBHOE YCTPONCTBO, MOAK/IOUEHHbIE K CETH.

DYHKUMM 3aLl4UThI AN NpeaoTBpaLLeHNs HECAaHKLMOHUPOBaHHOIO A0CTYyNa N3
BHeLUHeu ceTun

Ha3sHa4yeHmne yacTHoro IP-appeca(P. 8)

Ncnonb3soBaHue 6paHamayapa ansa orpaHuyeHms nepegayuun(P. 9)

Hactpoiika wmndpposaHHoM cBA3m TLS (P. 9)

YctaHoBka PIN-kopa ans ynpaBneHus nHpopmaumeid, Kotopasi XpaHUTCS B MHOTopYHKLMOHa/IbHOM
ycTporvictee(P. 9)

Ha3HauyeHue yacTHoro IP-agpeca

IP-agpec — 3T0 UMcN0Bas OTMeTKa, Ha3HaYeHHas KaXzoMy YCTPOICTBY, 3a4eiNCTBOBaHHOMY B KOMMbIOTEPHOM CETH.
"TnobanbHbIli IP-agpec”" ncnonb3yeTcs Ans NOAKAOHEHMA K VIHTepHeTy, a "JyacTHbil IP-agpec” — ans obmeHa
JaHHbBIMU B JIOKaNbHOM CeTN, HanNnpyMep B IOKaSIbHOW ceT KoMNaHuW. Ecan HasHaueH rnobanbHbI IP-agpec, BaLw
NPUHTEP WA MHOTOQYHKLIMOHAbHOE YCTPOCTBO OTKPbITHI A1 BCEX U K HAM MOXHO MOy4nTb AOCTYN Yepes
NHTepHeT. MNo3TOMy pUCK yTeukn MHGOpMaL ML B pesynibTaTe HeaBTOPM30BaHHOTO AOCTYNa U3 BHELLHEN ceTh
CTaHOBMWTCSA BbILLE. VI HANPOTUB, eC/IM Ha3HayeH YacTHbIN IP-agpec, Bal NpUHTEP AN MHOTOQYHKLIMOHANbHOE
YCTPOWCTBO 3aKPbIThbl ANS TOKAZIbHOW CeTU U AOCTYMHbI TO/IBKO A/19 NOAb30BaTeeli Ballel NoKanbHOM ceTu,
Hanpumep S0KanbHOM CeTU KOMMNaHWN.
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Fno6anbHbiA IP-agpec YacTHbil IP-agpec
Bo3MOXeH J0CTYN 13 BHELLHen ceTn JocTynHo ans nonb3oBaTenell NoKanbHOM ceTu

B o6LeM, HasHaubTe NPUHTEPY UM MHOTOPYHKLIMOHANBHOMY YCTPOMCTBY YacTHbIN IP-agpec. O6s3aTensHO
npoeepbTe, ABnseTca An IP-agpec, Ha3HayYeHHbI NCMOAb3YeMOMY NPUHTEPY UM MHOTOPYHKLUVOHANbHOMY
YCTPOWMCTBY, YacTHbIM. YacTHbIn IP-agpec BXoAUT B crieytoLLne Ananas3oHsbl.
E/vana3oHbl YacTHbIX IP-agpecoB
OT 10.0.0.0 Ao 10.255.255.255
OT 172.16.0.0 go 172.31.255.255
OT 192.168.0.0 5o 192.168.255.255

CeegeHus o noaTBepxxaeHun IP-agpeca cm. B pasgene GHactpoiika agpeca IPv4(P. 32) .



HacTpoiika

NMPUMEYAHUE

e Ecnv npuHTepy nan MHOrodyHKLIMOHaAbHOMY YCTPOMCTBY Ha3HaveH rnobanbHblin IP-agpec, MOXHO co34aTb
CeTeBYyH Cpeay A5 CHUKEHNS prYcka HeaBTOPU30BAHHOrO A0CTYNa, yCTaHOBMB NPorpamMmmy obecrneveHus
6e30MacHoOCTU, Hanprmep bpaHaMayap, KOTOpbI/ NpeAoTBpaLLaeT A4OCTYN 13 BHELIHNX ceTel. YTobbl
Ha3HauuTb rNobanbHbIN IP-agpec 1 NCNoNb30BaTh MPUHTEP NN MHOFOPYHKLIMOHaNbHOE YCTPOIACTBO,
obpaTtnTecb K aAMUHUCTPATOPY CeTU.

Ncnonb3oBaHMe 6paHaMayspa A8 OrpaHNYeHns nepesaym

bpaHAMay3p — 3T0 cucTema, KoTopas NpeAoTBpaLlaeT HeaBTOPU30BaAHHbIN JOCTYN U3 BHELLHWX CeTel 1 3awuLlaeT
OT aTak 1 BHeApPeHWI B I0KaNbHY0 ceTb. MOXHO UCNoNb30BaTb bpaHAMaysp B ceTeBOl cpeje ANif 610KMPOBKN
[0CTyNa 13 BHeLLUHel ceTh, KOTopasi OKa3blBaeTCA ONacHOM, OrpaHNYMB 06MeH JaHHbIMU C yKa3aHHbIMK IP-agpecamu
BHeLUHeln ceTh. PyHKLMSA, yCTaHOBNEHHAs B NPUHTEpPe Nav MHOrodyHKLMOHaNbLHOM ycTpoicTee Canon, no3sonset
HacTpouTb ¢punbTp IP-agpecos. CBegeHMA 0 HacTpoiike dunbTpa IP-agpecos cMm. B pa3gene ©YkasaHue IP-appecos
Ana napameTpos 6paHamayapa(P. 377) .

Hactpovika wneposaHHoOM cBA3KM TLS

CBegeHus o WwWndposaHHOW cBaA3n TLS cm. B pa3gene ©HacTpovika napameTpoB 3awuThbl ceTu(P. 374) , a
npoueaypbl HacTpolikn — B pasgene ©3apaHue kno4va u ceptudukaTta ansa TLS(P. 387) .

YcraHoBka PIN-koga Ans ynpasieHus nHopmaLmen, KoTopas XpaHUTCA B
MHOTOQYHKLMOHaNIbHOM YCTPOMCTBE

ECv 3n10yMbILLNEHHVIK MOMbITAETCA MONYYUTb HEaBTOPU30BAHHbIM 4OCTYMN K MPUHTEPY AN MHOTOQYHKLMOHAABEHOMY
yCTpolicTBY, ycTaHoBka PIN-koga Ana MHGOopMaLmn, KOTOPas XPaHUTCA B annapare, CHU3UT PUCK yTeuKy
nHPopmaLmun. MpUHTEPbI NN MHOTOPYHKLMOHAbHbIE ycTpocTBa Canon NO3BOIAIOT 3aMTUTE Pa3inYHble TUMbI
nHdopmMaumm 3a cuet yctaHoBkM PIN-koga.

mYcraHoBKa PIN-koaa ana KaXkaoil GyHKuMmn

YctaHoBka PIN-koga ans ncnonb3osaHua YaaneHHoro UM
JononHutensHele cBegeHVsA cM. B pa3gene OYcraHoBka PIN-kopa YaaneHHoro UIM(P. 368) .

YcraHoBka PIN-koda A HacTpoek aAMUHUCTPAToOPa CUCTEMBI
JononHutensbHble cBefeHUs cM. B pasgene ©HacTtpovika U4 n PIN-koga agMUHMCTpaTopa
cuctembli(P. 359) .

PIN-Kog agpecHor KHUTn
JlononHuTteneHble cBefeHns 06 yctaHoBke PIN-koga cMm. B pa3gene ©OrpaHuyeHue ncnosib3oBaHuA
apgpecHoii KHUru(P. 413) .

Bbile npuBeAeHbl HEKOTOpble NpUMepbl GYHKLMI 3aLLNTbI A8 NpejoTBpaLleHs HeCaHKLMOHNPOBAaHHOMO A0CTyNa.
JononHuTtenbHble cBeAeHWs 0 Apyrux GyHKLUMAX 3amThl CM. B pa3gene ©OYnpaBneHue annapatom(P. 356) u
npumMnTe HeobxoaVMble Mepbl MO 0becneyeHNo 6e30MacHOCTY 419 NPefOTBPAaLLEHNS HECAHKLMIOHMPOBAHHOMO
[40CTyNa, KOTopble NOAOWAYT A8 BalLel cpeapl.



HacTpoiika

YcTaHOBKa C NOMOLbIO PyKoBOACTBA No YCTAaHOBKE

2U6H-004

Mpwu nepsom BrtoveHUU ( @ BknrouyeHme annapaTa(P. 119) ) annaparta 3anyckaeTcs pyKoBOACTBO MO yCTaHOBKE,
KOTOpoOe rnomMoraer 3a/,aTb HayasibHble HacTPOMKM annapaTa, ciejys ykasaTtensaM Ha 3KkpaHe. B pykosoacTse no
yCTaHOBKe 3KpaHbl HACTPOMKWM OTOBpaXkatoTcs B C/iefyroLleM Nnopsigke.

War 1 3agaHue sisblka HTepdgeiica n cTpaHbl U pernMoHa

3ajaiiTe a3bIK N5 OTO6pa)KEHI/I'r'| Ha 3KpaHe naHenn ynpasneHua Nnm B oT4eTaXx, a Takxe
CTpaHy nnn perunoH, rae 6y,u,eT ncnosib3oBaTbCA annapart.

1 BuibepurTe A3bIK.
2  BolbepuTe </la>.

3 BblbepuTe CTpaHy UM PETVIOH.

War 2 Hactpoiika gaTbl 1 BpeMeHU

3afaiiTe gaty v BpemMs annapara.

1  Buibepute yacosoli nosc.

NMPUMEYAHUE

YTto Takoe UTC?

YHuBepcanbHoe rnobanbHoe Bpems (UTC) npeactaBnsieT coOb60il OCHOBHOM
CTaHZapT BPeEMeHWU, Mo KOTOPOMY BCe CTPaHbl NepeBoAAT Yachkl. Ans CBA3N
yepe3s MIHTepHeT He06X0AMMO NPaBUIBLHO HAaCTPOUTL HacoBOM NOSC.

2 BeeauTe paTy v BpeMms, 3aTeM BbibepuTe <[1prMeHUTL>.
HaxxmuTe none BBoAa, 3aTeM BBeAUTE AATY U BPEMS.
War 3 HacTpoiika mep 3aLmThl gocTyna

3aparite PIN-kog ansa goctyna K YaaneHHomy WM. Mockonbky YaaneHHbln VM moxeT
NCNONb30BaTbCs A1 U3MEHEHNA HaCTPOoeK arnrnapaTta C KOMMboTepa, peKkoMeHAyeTcs 3a4aTb
PIN-koga.

1 Bbibepute </la>.

Ecnn BbI6paHo 3HaveHne <HeTt>, PIN-KoA He 3a4aeTcs U pyKOBOACTBO MO
yCTaHOBKe nepexoAuT Ha war 4.

Mo>HO Takxe 3agaTb Mepbl 6e30MacHOCTL A0CTyna Ana YaaneHHoro UM
nosgHee. @YcraHoBKa PIN-koaa YpaneHHoro UIM(P. 368)

2 Beeaute PIN-kog, 3aTem BbibepuTe <MpUMEHNTL>,
3 Bseaute TOT xe PIN-koa, 3aTeM Bbi6epuTe <[IPUMEHNTL>.

LWar 4 HacTpoiika 6ecnpoBofHOIA NOKaNbHOW ceTn

3afaiTe HaCTPOWMKM ANIA NOAKNOYEHNS K 6eCNPOBOAHOM NOKanbLHOM CeTu.

1 Buibepute </la>.

Ecnu BbI6paHo 3HaveHne <HeT>, 6ecnpoBogHas ceTb He HaCTpPanBaeTCs U
PYKOBOACTBO MO YCTaHOBKe MePexXoAnT Ha Lwar 5.
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HacTpoiika

2 Bbibepute <OK>.

3  BblbepuTe Cnocob HaCTPOViKW.

JononHuTenbHble CBeAeHWA O HacTpolikax 6ecnpoBOAHON CeTU CM. B pasgene
NoakntoueHUue K 6ecnpoBoaHoO nokanbHoiA ceTn(P. 18) .

LWar 5 MpocmoTtp 6ubnuotekm Application Library (Buénnoteka npnao>XkeHmiA)

Ha skpaHe MaBHbIV NpeAycMOTpeHa KHOMKa 04HOKHOMOYHOro Habopa, KoTopas Ha3biBaeTcs
"Application Library" (Bubnnoteka npunoxeHnii). Monb3oBaTenb MOXET NPOYNTaTL ONMcaHne
OYHKUMM KaXKA0N KHOMKM.

1 Ana 3aBepLleHna pykoBoACTBa No yCTaHOBKe Bbl6epI/ITe <KoHeL>.

% [Mocne 3aBepLUEHMSA PYKOBOACTBA MO YCTaHOBKe OTKPbIBAETCSA 3KpaH MNaBHBbIN.
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HacTpoiika

HacTpoiika gatbl U BpeMeH!

2U6H-005

3agaiiTe gaty 1 BpeMs Ans annaparta. [jata v BpeMsi UCMoNb3yoTcst 418 GYHKLUMIA, B KOTOPbIX YKa3biBaeTCs BpeMS,
MO3TOMY MX HEOBXOAMMO YCTaHOBUTbL TOYHO.

YcTtaHoBKa yacoBoro nosica(P. 12)
HacTpoiika Tekywmx gaTtbl n BpemeHU(P. 12)
HacTpoiika neTHero BpemeHu(P. 13)

YcTaHOBKAa 4YacoBOro nosca

|-|pl/l N3MEHEHNIN YaCOoBOro nosaca 3Ha4veHusa, 3agaHHble B <HaCTpOI7IKVI TEKyLLI,EI7I ,ﬂ,aTbI/BpeMEHM>, TakKxe
COOTBETCTBEHHO U3MEHAKOTCA.

1 Bbi6epuTe <MeHI0> Ha 3KpaHe MaBHbIA. ©3KpaH MaBHbIA(P. 125)

2 Bbi6epuTte <HacTpoiiku> » <HacTpoiikm Taiimepa/aHeproc6epexeHus>
<HacTpoiikn paTbl/BpemMeHn> » <Hacosoi nosc>.

3 Bbi6epuTe UacoBoii nosc.

71 ACTEREN . Bepme, Eep

NMPUMEYAHUE

YT1o0 Takoe UTC?

e YHuBepcanbHoe rnobansHoe Bpems (UTC) npeactaBisieT co60ii OCHOBHOM CTaHAAPT BPEMEHMU, MO KOTOPOMY
BCe CTPaHbl yCTaHaB/MBaOT BpeMsi. Pa3HULA BPEMEHM 3aBUCUT OT CTPaHbl AN 061acTy, B KOTOPOUA
ncnonb3yeTcs annapar. Ans cea3un yepes VIHTEpHET HeO6X0AVMMO NMPaBUIbHO HAaCTPOWTL YacoBO MoscC.

HacTpoiika TekyLmnx AaTbl U BpEMEHU

1 Bbi6epuTe <MeH10> Ha aKpaHe MNaBHbI. ©3KpaH MaBHbIA(P. 125)

2 Bbi6epuTte <HacTpoiiku> » <HacTpoiikm Talimepa/aHeproc6epexeHus>
<HacTpoiikun TekyLieil gaTbl/BpeMeHn>.
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3 BBeguTe faTy v Bpems.

HaxmuTe none BBOAa, 3aTeM BBegUTe AaTy N BpemsA.

4 Bbi6epuTe <MpMeHNTL>.

Heobxognmo 3agatb <HacoBoW NoAC> A0 HAaCTPOWKM TeKyLLen AaTbl 1 BpemeHW. Ecav 3aTeM HacTpolika
<YacoBoli nosic> 6yaeT U3MEHeHa, TeKYLLAa faTa 1 BPeMs ByayT TakKe U3MEHeHbl COOTBETCTBYHOLLM

obpasom.

NMPUMEYAHUE

L] <:DOpMaT 0T06pa)KE'HI/IF| AaTbl N BpeMEHW MOXXHO COOTBETCTBEHHO M3MEHUTD.

<dopmar gatbi>(P. 466)
<dopmat BpemeHn>(P. 467)

Hactporika neTHero BpemeHu

Ecnn aKTBMPOBAaH Nepexoj Ha ieTHee Bpems, HEO6XO,CI,I/IMO yKasaTb nepumoj AEIZCTBVIH peXmnmMma neTHero BpemMeHun.

1 Bbi6epuTe <MeHI0> Ha 3KpaHe MasHbIA. ©3KpaH MaBHbIA(P. 125)

2 Bbi6epuTte <HacTpoiiku> » <HacTpoiikm Talimepa/aHeproc6epexeHus>
<HacTpoiikn paTbl/BpeMeHN>  <HacTpoiKn NeTHero BpeMeHn>.

3 Bbi6epuTe <Bbikn.> nnu <Bkn.> B </leTHee BpemMs>.
Ecnn BeIbpaHoO 3HaueHne <Bkn.>, BbibepuTe <[lata Havana> 1 </[lata OKOHYaHMA>, 3aTeM 3agaliTe MecsL, 1

AeHb 419 KaX0ro 13 napameTpoB. YTobbl 3a4aTh AeHb, yKaxuTe "Kakon feHb Hegenn".

4 Bui6epuTe <MprMeHNTL>.
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HacTtpouka ceTteBou cpepabl

2U6H-006

Mpw noAkAOYeHN annapaTa K MPOBOAHON N 6ecnpoBOAHON NOKaNbHOM CETN HEOBXOAMMO HaCTPOUTb ero
YHUKanbHbI IP-agpec B BbibpaHHOI ceTu. BbibepuTe "npoBogHas” nnm "6ecnpoBogHas” B 3aBUCMMOCTY OT TMMA
KOMMYHWKaLIMOHHOW Cpeabl 1 CeTeBbIX YCTPOCTB. 419 NoNyYeHns oTAeNbHbIX HacTpoek IP-agpeca obpaTuTech K
NOCTaBLUMKY NHTEPHET-YCYT NN aAMUHUCTPATOPY CEeTH.

BAXHO!

Ecnn annapat nogkK/4eH K He3aLIJ,I/ILIJ,eHHOI7I ceTu, N1n4vHasa |/|H¢opmau,|/|ﬂ MOXeT CTaTb ,ﬂ,OCTyI'IHOVI
NOCTOPOHHUM NINLLIAM.

NMPUMEYAHUE

o yCTpOI‘/'ICTBO He MOXET 6bITb noAKNH4Ye€HO O4HOBPEMEHHO K 6ECI'IpOBOAHOI7I n I'IpOBO,Cl,HOI‘/'I ceTam.

o CeTeBOli Kabesib 1 MapLLPYTM3aTOP He BXOAAT B KOMIMIEKT MOCTaBKM AaHHOI0 YCTPOCTBA. [ogrotoBbTe 1X
B CJly4ae HeobxoAMMOCTU.

e JlonofHUTENbHbIE CBEAEHWS O CETEBbIX YCTPOMCTBAX CM. B COOTBETCTBYIOLLNX PYKOBOACTBAX MO
3KCMIyaTaumm nam o6paTmuTecs K NPON3BOAUTENIO YCTPOIACTBA.

mepes HauanoMm paboTbl

BbinonHute caiepgyrouime NHCTPYKUUK Mo NOAKNHYEHUIO annapaTa K CeTu.

: MpoBepbTe HaCTPOKU KOMMblOTEpa.
A
i -

y6e,CI,I/ITECb B TOM, YTO KOMNbHOTEP NPaBUIbHO NOAK/TFOYEH K CEeTU. Ansa nony4yeHuA
,CI,OI'IOI'IHI/ITeﬂbHOVI |/|H¢opmau,|/|m CM. PyKOBOACTBO MO 3KCcnayaTauun ana
MCNosib3yeMblX CETEBbIX yCTpOI7ICTB nnn O6paTI/ITECI: K nmpounsBoanTenam yCTpOI7ICTB.

yGEAMTECb B TOM, YTO Ha KOMNbOTEpPe HAaCTPOEHbI MapaMeTpbl CeTU. Ecnn napamMeTpbl
CeTn HaCTpOoeHbl HeNpaBUbHO, NCMOJIb30BaHKME annapaTta B CETU HEBO3MOXXHO AaXe
B TOM C/1y4ae, eC/iv BblNMOJ/IHEHbI BC€ OCTa/ibHblE Larum cnep,yrou.q,eﬁl npoueaypbl.

NMPUMEYAHUE

B 3aBMCMMOCTW OT CeTU MOXeT NoTpeboBaTbLCs U3MEHEHMe HacTpoek crnocoba cBasn
unu Tvna Ethernet ( ©Hactpovika napameTpoB Ethernet(P. 52) ). Ana nonyyeHus
JOMONTHUTENBHBIX CBeAeHU 06paTuTech K MOCTaBLUMKY UHTEPHET-YCAYT Nan
aAMUHVCTpaTopy ceTun.

Mposepka MAC-agpeca annaparTa.
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OnNpocmoTtp MAC-agpeca ans npoBoAHoOIA nokanbHoli ceTu(P. 38)
OnNpocmoTtp MAC-agpeca u cBegeHUA ans 6ecnpoBoAHOV 1oKanbHOMA
cetu(P. 39)

Ans nogkntoveHuns K cetn IEEE 802.1X cm. ©HacTpoiika napameTpoB
ayteHTUdUnKaumm IEEE 802.1X(P. 406) .

BbiGepuTe NPOBOAHYIO NI 6eCNPOBOAHYIO JIOKaJIbHYIO CEeTb.
(©BbI60p NpoBOAHOV UM 6ecnpoBoaHO NokanbHo ceTu(P. 16)

L

MoaknounTeCch K NPOBOAHOV NN 6eCNPOBOAHOV JIOKAIbLHOM CeTu.

MepeianTe B pa3zen, COOTBETCTBYHOLLNM NapaMeTpaM, BbIbpaHHbIM B Luare 2.
ONoaknoyeHUe K NPOBOAHOW nokanbHoi ceTn(P. 17)
ONoakntoueHme K 6ecnpoBogHoii nokanbHoia ceTu(P. 18)

o
]

D Mpw Heob6xoauMmocTM 3agaviTe IP-agpec.
[Mpw nokyrke B annapaTe HaCTPOEHO aBToMaTn4veckoe rnoayyeHue IP-agpeca. Ecnm
HEeo6X0AMMO yKa3aTb KOHKPETHbIV IP-agpec, MOXHO M3MEeHUTL 3Ty HacTpoiiky. O

[~
- Hactpoiika IP-agpeca(P. 31)

CCblIJTIKN

(OHacTtpoiika napameTpoB CBSI3U € MOMOLLbI0 KOMNbloTepa(P. 40)
(OHacTpoiika annapaTa ans ceteBoii cpeabi(P. 51)
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Bbi60op npoBOoAHOW UM 6ecnpoBOAHOMN JIOKA/IbHOW
cetTun

2U6H-007

Mocne Toro, Kak Bbl PeLUMAN MOAKMHOUNTL annapaT K KOMMNbITEPY Yepes3 NPOBOAHYH N 6eCrpOBOAHYHO N0KabHYH
CeTb, BbIGEPUTE MPOBOAHYIO UM 6eCNPOBOAHYIO NOKa/IbHYHO CETb C MOMOLLIbIO NaHenu ynpaeneHus. O6patute
BHYMaHWe, 4To NPV N3MEHEHUN HACTPOLKN ¢ <IpPOBOAHAas ceTb> Ha <becnpoBoAHas CeTb> UM Hao60pOT
Heo6X0AMMO YAANUTL ApaiiBepbl, YCTaHOBAEHHbIE Ha KOMMbIOTEPE, U YCTaHOBUTL X NMOBTOPHO. Mogpo6Hee cM. B
PYKOBOZCTBAX Mo COOTBETCTBYHOLLMM ApaiiBepamM Ha Be6-caiiTe MHTEPHET-PYKOBOACTB.

1 Bbi6epuTe <MeHI0> Ha 3KpaHe MaBHbIA. ©3KpaH MaBHbIA(P. 125)

7 Bei6epuTte <HacTpoiiku> » <CeTb>.

Mpw nosiBNeHN 3KpaHa BXOAAa B CUCTEMY BBeAMTe NpaBubHble ngeHTudurkatop n PIN-kog. ©Bxoa B
cuctemy annapaTta(P. 136) .

3 Bui6epuTe <BriGop NpoBOAHOIA/6ecnp. ceTh>.

4 Bbi6epuTe <MpoBoaHas ceTb> Unu <becnpoBogHas ceTb>.

CCblJTIKN

HacTpoiika ceTeBoii cpeabi(P. 14)
MopkntoueHme K NpoBoAHOM NoKanbHoi ceTn(P. 17)
MNopknioueHme K 6ecnpoBogHoiA nokanbHovi ceTU(P. 18)
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NoaknoueHMe K NPOBOAHOW JIOKAJIbHOW CeTun

2U6H-008

Moakno4YMTe annapaT K KOMMAbTEPY NOCPEeACTBOM MapLUpyTu3aTopa. MNoAKYnTe YCTPONCTBO K MapLUPYTU3aTOPY C
NMOMOLLIbIO CETEBOro kabens.

1 MNoacoeguHUTe Kabenb I0KaNbHOM ceTu.

MoakntounTe annapat K MappyTmnsaTtopy ¢ noMmoLlbo kabensa nokanbHOM ceTun.

BcraBbTe LiTekep A0 Wwenyka.

2 MoAaoXkanTe HECKOIbKO MUHYT.

s [P-afpec 3ajaeTcsa aBToMaTUYeCKN.

NMPUMEYAHUE

MoxHo 3agaTh IP-agpec Bpy4Hyto. ©Hactpoiika IP-agpeca(P. 31)

CCblIJTIKN

OHacrpoiika ceteBoli cpeapbi(P. 14)
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MoaknoueHne K 6ecnpoBOAHON NOKaNIbHOW CeTun

2U6H-009

becnpoBogHbIe MapLUPyTLN3aTOpPhbI (MK TOYKM JOCTYMNA) NCMONb3YHOTCS ANS MOAKAOYEHNS annaparta K KOMMblTepy ¢
NOMOLLI0 PagnocBsasn. Ecnm 6ecnpoBoHOM MapLLPYTM3aTOp OCHALLEH 3aluMLLeHHON HacTpolikoin Wi-Fi (WPS),
HaCTpoKa ceTu BbIMONHAETCA aBTOMaTnYeckn. ECim ncnonbsyemMble ceTeBble YCTPOMCTBA He NojjepXuBaeT
aBTOMaTUYeCKyto KOHPUIypaLmio, nnu TpebyeTcs ykasaTb AeTan31MpoBaHHbIe MapaMeTpbl MPOBEPKY MOAAVNHHOCTU U
W dpPOBaHMSA, HEOOXOAMMO BPYUHYI HAaCTPOUTL MOAKIOYEHMe. YoeanTeck B TOM, YTO KOMMbIOTEP NPaBUIbHO
NOAKJIIOYEH K CeTU.

(OHacTpoiika nogkn4veHns ¢ ncnonbsosaHmem WPS(P. 18)
(OHacTpoiika nogkntoveHns Bpy4Hyto(P. 19)

BAHO!

Puck yTeuku nipopmaummn

MoakntoueHne K 6ecnpoBOAHOI NOKaNbHOW CeTU BbIMOHAETCA HAa YCMOTPEHME U Ha PUCK NOAb30BaTess.
Ecnn annapat noAkntoYeH K He3alMLLEeHHOW ceTh, InYHas nHGopMaLus Nob30BaTeNId MOXeT CTaTb
N3BECTHOWN TPEeTbUM INLLAM, MOCKObKY 6€CnpOoBOAHast CBA3b OCYLLECTBASETCS C MCMO/b30BaHNEM
PaAVOBOJIH, KOTOPbIE MOFYT CBO6OAHO PaCNPOCTPaHATLCSA B MPOCTPAHCTBE U BbIXOANTL 3@ rPaHULbI
MOMeLLEHNS.

be3sonacHOCTb B pPaMKaX GECHPOBOAHOVI JIOKanbHoOW ceTn

®yHKUMSA 6ecnpoBOAHOM IOKaNbLHOW CETN 3TOro annaparta noajepxvsaeT wndpoaHre WEP, WPA-PSK v
WPA2-PSK. CoBMeCTUMOCTb CO CTaHAapTamMm 6e30nacHOCT 6ecrnpoBOAHOM0 MapLLpyTu3aTopa CM. B
PYKOBOZCTBE MO 3KCrayaTauum AN UCNOAb3YyeMblX CeTEBbIX YCTPONCTB UM 0bpaTUTech K MPON3BOANTENIO
YCTPONCTBa.

NMPUMEYAHUE

YcTpoicTBa, HeobxoammMble AN NOAKNIOUYEHUA K 6eCnpoBOAHON JIOKaNIbHOW ceTu

e BecrnpoBOAHOI MapLUPYTU3aLIMN HE BXOAWUT B KOMIIEKT MOCTaBKYM annapata. Mpu HeobxoaMmocTu
MOAroTOBbTE MapLUPYTN3aTOP CaMOCTOSITENLHO.

HacTpoiika nogkntoueHus ¢ ncrnonb3oBaHnem WPS

Mpu ncnonssosaHu WPS f0CTYNHO ABa pexumMa: pexxum HaxaTust KHonku n pexmnm PIN-koga.
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HacTpoiika

m PeXxnm HaXxaTmsa KHOMKW

Hargnte nometky WPS, yKkasaHHYO HMXe, Ha ynakoBke 6ecnpoBOAHOIro MapLupyTmsaTopa. Takke Heobxo4MmMo
y6eAnTbCS B TOM, UTO Ha CETEBOM YCTPOMCTBE ecTb kHornka WPS. ©HacTpoiika nogK/1loueHUs1 C MOMOLLbIO
$yHKUMM WPS (pe>kum HaXkaTusa KkHonku)(P. 20)

o

m Pexxnm PIN-koza

HekoTopble WPS-MapLUpyTM3aTOpbl He MOAAEPKMBAKOT PEXUM HaXaTus KHOMNKW. Ecnv Ha ynakoBke v B
pyKOBOACTBE NO/b30BaTeNs YCTPOMCTBa ynommHaeTcs pexum PIN-koga WPS, Heo6xo4MMO HaCcTPOUTb NOAKNOUEHMe,
ykasaB PIN-koa. ©HacTpoiika nogkoueHums ¢ nomouybio ¢pyHkumm WPS (pexxum PIN-koga)(P. 22)

NMPUMEYAHUE

e Ecnv 6ecnpoBOAHON MapLUpPYTU3aTOP HAacTPOeH Ha UCMOAb30BaHVe NPOBEPKN NOAJANHHOCT Ha OCHOBE
WEP, Bbl He CMOXeTe YCTaHOBUTL NOoAKJII0YeH e ¢ nomoLLbio WPS.

HacTpoiika noakntoueHns Bpy4HYH

Mpwv HacTpolike 6eCnpOBOAHOIO MNOAKNOHYEHNS BPYYHYHO MOXHO BblbpaTb 6eCNpoBOAHOM MapLLpYyTU3aTop NUan
BPY4HYO BBECTN He0b6XoANMble AaHHble. He3aBMCMMO OT BbIGpaHHOro cnocoba ybeamntech B 4OCTYMHOCTY
HeobXxoAMMbIX AaHHbIX, BKAtoYas SSID n kntou ceTn. ©GMposepka SSID u kntoya ceTun(P. 30)

m Bbi6op 6ecnpoBoAHOro MapLupyT3aTopa

BbibepuTe 3TOT NapameTp HACTPOWKK, eCIN HEOBXOAMMO HAaCTPOUTL MOAK/HOUEHME BPYYHYO MPY MUHVMAJTbHbBIX
ycnnusx. ©@HacTpoiika noaknoveHus nyTem Bbi6opa 6ecnposogHoro mapiupytusatopa(P. 24)

m BBOZ AaHHbIX AN51 HACTPOMKM BPYUHYHO

YTo6bl yKa3aTb AeTann3npoBaHHbIe HaCTPONKM 6e30nacHOCTY (MapamMeTpbl MPOBepPKM NOAANHHOCTU U LUNGPOBAHUS),
BBeguTe SSID n KntoY ceTu A8 HaCTPOMKK NoAkItoveHns BpyyHyto. ©HacTpoiika nogKknioyYeHns nytem
AeTasbHOro 3agaHus napameTtpos(P. 27)

CCblIJTIKN

Hactpoiika ceTeBoii cpeapbi(P. 14)
Bbi60p npoBoAHOV nnm 6ecnposBogHoiA nokanbHol ceTU(P. 16)
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HacTpoiika

HacTtpounka nogkstoueHusa ¢ nomoubio pyHKumm WPS
(pe>xmm Ha>kaTus KHOMKW)

2U6H-00A

Ecnn 6ecnpoBOAHOM MapLLPYTU3aTOP NOAAEPXKMBAET PexmnM HaxaTna kHonku WPS, Bbl MOXeTe 1erko HacTpouTb
noAK/t4YeHMe ¢ NoMoLLb KHomku WPS.,

BAHO!

Cnocob ncnonb3oBaHNS 6eCrNpoBOAHOro MapLLPYTU3aToOpa BapbupyeTCs 415 Pa3NyHbIX YCTPOMCTB.
CnpaBoYHble CBeZEeHMs CM. B PyKOBOZACTBAX MO 3KCMJyaTaLnmn A1s COOTBETCTBYOLLNX CETEBbIX YCTPOMCTB.

1 Bbi6epuTe <MeHI0> Ha 3KpaHe MaBHbIA. ©3KkpaH MaBHbIA(P. 125)

2 Bbi6epute <HacTpouiku> » <CeTb>.

Mpwn NosiBNeHMM 3KpaHa Bxoja B CMCTeMy BBeAUTe nNpaBubHble nageHtuéoumkartop n PIN-kog. ©Bxopg B
cuctemy annapata(P. 136) .

3 Bbi6epute <HacTpoiiku 6ecnpoBoHOI ceTn>.

Mpwn oTobpaxkeHMN coobLLeHNS <BKkoUNTb 6eCcnpoBOAHY N0KaNbHYHO CeTb?> BblbepuTe <[a>.

4l NpoutuTe TeKcT coobLLEHNA U BbIGepUTE <OK>.

5 Bbi6epuTe <Pe)Kmm HaXkaTus KHonkm WPS>.

G Bui6epute <fa>.

7 HaxxmuTe n yaep>xmBaiiTe kKHonky WPS Ha 6ecnpoBogHOM MapLupyTusaTope.

HeobxoanMo HaxaTb 1 yaepXnBaTb KHOMKY B TedeHre 2 MUHYT nocsie Bbibopa </[la> B ware 6.

B 3aBMCMMOCTM OT CETEBOrO YCTPOMCTBA MOXHO HaXaTb U yAepXXnBaTb KHOMKY B TeYeHMe 2 CeKyHA 1N
Jonblue. CnpaBoYHble CBefeHMsA CM. B PyKOBOACTBAX Mo 3KCryaTaumm 419 COOTBETCTBYHOLLIMX CETEBbIX
YCTPOICTB.

NMPUMEYAHUE

Ecnn Bo BpemMs yCTaHOBKMU oTo6parkaeTcs coobuieHue 06 owmnbke
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HacTpoiika

BbibepuTte <3aKkpbiTh> U BEPHUTECH K Lary 5.

8 Mopo>kanTe, Noka He NOSABUTCS coobLueHne <MoaKIUeHo.>.

9 Bbi6epuTe <3aKpbITb>.

% MOJOXAMNTE HECKONIbKO MUHYT, MOKa He byAyT aBToMaTMyecku 3agaHbl IP-agpec v gpyrve napameTpsbl.

Ecnv ans nogkaouveHuss AOCTYNHO 6osiee ofHOro 6ecnpoBOAHOrO MapLupyTu3aTopa, annapat
NOAKIOYAETCA K YCTPOWCTBY € CaMblM MHTEHCMBHbLIM CUTHaNOM. VIHTEHCMBHOCTL CUMHaNa U3MepsieTcs
npuv nomouyn RSSI (MHAVIKaLMY YPOBHA NPUHMMaeMOoro c1rHana).

NMPUMEYAHUE

MoxHo 3agaTb IP-agpec BpyuHyto. ©Hactpoiika IP-agpeca(P. 31)

Koraga annapaT nogxitoyeH K 6ecnpoBogHol ceTn, 3Ha4ok Wi-Fi oTobpaxkaeTcs Ha skpaHe [NaBHbIl
WA Ha 3KpaHe OCHOBHbIX PYHKLMIA Kaxaor 13 GyHkUmiA. ©OCHOBHbIe 3KpaHbI(P. 124)

NMPUMEYHAHUE

CHVM)KeHUe 3HepronoTpe6neHms

o MOXHO HaCTpOUTbL annapar AN nepexoja B <PeXvM SKOHOMUW 3HepPrnn> B 3aBUCMOCTU OT CUTHanNa,
n3ny4yaemoro 6ecnpoBoAHbIM MapLLpyTu3aTopom. O <Pe)xmm akoHoMuu aHeprumn>(P. 471)

Ecnun IP-agpec annapaTta nameHwsncs

e B cpese DHCP IP-agpec annapaTa MOXeT U3MeHATLCA aBTOMaTnyeckun. B 3Tom ciyyae nogxntodeHume
COXpaHseTcsd A0 Tex Mop, Noka KOMMbIOTEP M annapaT HaxXoAATCS B Npejenax O4HOM NoaceTu.

CCblJTIKN

ONopkniouveHne K 6ecnpoBoAHOIA nokanbHoi ceTu(P. 18)
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HacTpoiika

HacTtpounka nogkstoueHusa ¢ nomoubio pyHKumm WPS
(pe>xum PIN-kopa)

2U6H-00C

Ecnn 6ecnpoBoAHOM MapLUpyTu3aTop nogaepxunsaet pexum PIN-koga WPS, Heobxogmmo co3gate PIN-kog Ha
annaparTe 1 3aperncTprpoBaTh ero Ha ceTeBOM YCTPOMCTBe.

BAHO!

Cnocob ncnonb3oBaHNS 6eCrNpoBOAHOro MapLLPYTU3aToOpa BapbupyeTCs 415 Pa3NyHbIX YCTPOMCTB.
CnpaBoYHble CBeZEeHMs CM. B PyKOBOZACTBAX MO 3KCMJyaTaLnmn A1s COOTBETCTBYOLLNX CETEBbIX YCTPOMCTB.

@ C komMnbloTEpa

1 Mepenigute B UHTepdelic 6ecnpoBOAHOro MapLLUpyTM3aTopa ¢ KOMNbloTepa U
OTKpoOiATe 3KpaH, Ha KoTopoM Heo6xoanmo sBeecTn PIN-kopa WPS.

JlononHuTtencHble CBeAEeHWS CM. B PyKOBOACTBE MO 3KCMyaTauumn A4/ COOTBETCTBYHOLLEro CeTeBoro
yCTpoOWMCTBa.

C naHenu ynpasneHus

2 Bbi6epute <MeHI0> Ha 3KpaHe MasHbIA. ©3KpaH MaBHbIA(P. 125)

3 Bbi6epuTte <HacTpoiiku> » <CeTb>.

Mpw NosiBNeHN 3KpaHa BXoAa B CUCTEMY BBeAMTe NpaBuibHble naeHTndurkatop n PIN-kog. ©Bxog B
cuctemy annapata(P. 136) .

4 Bbi6epuTte <HacTpoiiku 6ecnpoBoOgHON ceTU>.

Mpu oTo6paXkeHMN coobLieHNs <BkounTb 6eCnpoBOAHYIO IOKaNbHY CeTb?> BblibepuTe </la>.

5 MpouTuTe TeKCT coobLeHUA U BbibepuTe <OK>.
6 Bbi6epuTte <Pe>xmm PIN-koga WPS>.

"/ Bui6epute <fa>.

i Co3gaetcs PIN-koa, KOTOpbI 0OTOBpaXxaeTcs Ha IKpaHe.

@ C komMmnbloTEpa
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HacTpoiika

&8 3apeructpupyiite cozpaHHbIii PIN-Koa Ha 6ecnpoBoAHOM MapLupyTH3aTope.

3apeructpupyiite PIN-ko4 Ha aKpaHe yCTaHOBKM B Liare 1.
PIN-kog HEO6X0AVMO 3aperucTpnpoBaTh B TeveHre 10 MUHYT nocne Bbibopa <Ja> B ware 7.

NMPUMEYAHUE

Ecnu Bo Bpems yCTaHOBKM oToGpaXkaeTcs coobLieHme 06 oumoke

BbibepuTe <3akpbITb> 1 BEpHUTECH K Lwary 6.

C naHenu ynpasneHus

9 MopoXkanTe, Noka He NOABUTCA coobLueHne <MoaKIIUeHOo.>.

1(0 Bui6epute <3aKpbITh>.

% [OAOXANTE HECKO/IbKO MUHYT, MOKa He 6yAyT aBToMaTUYeckn 3a4aHbl IP-agpec v gpyrve napameTpsbl.

Echm ana noaknroyeHus AOCTYMNHO 6onee oAaHoro 6eCI'IpOBO,CI,HOFO MapLwpyTtmusaTtopa, annapat
nogkn4yaeTca K yCTpOI‘/'ICTBy C CaMbIM NHTEHCUBHbBIM CUTHaNIOM. NHT@HCMBHOCTb CUrHana n3mMepsaeTcad

npv nomowmn RSSI (MHAVKaLMW YPOBHA NPUHNMAeMOro CMrHana).

NMPUMEYAHUE

MoxHo 3agaTb IP-agpec Bpy4Hyto. ©Hactpoiika IP-agpeca(P. 31)
Korga annapat nogknrodeH K 6ecnpoBOAHONM CeTW, Ha 3KpaHe [NaBHbIA MAN Ha 3KpPaHe OCHOBHBbIX
bYHKLUMIA Kaxaon 13 dyHKUMIA oTobparxaeTcst 3Ha4ok Wi-Fi. © OcHoBHble 3KpaHbI(P. 124)

NMPUMEYAHUE

CHV>KeHve 3HepronoTpe6aeHUs
e MoXHO HacTpouTb annapar Ans nepexoja B <Pexmnm sKkOHOMUU 3Heprum> B 3aBUCUMOCTN OT CUrHana,
N3/1ly4aemMoro 6ecnpoBoHbIM MapLUpyT13aTopom. O<PeXknm akoHoMuu sHeprun>(P. 471)

Ecnun IP-agpec annapaTta UsmeHwuscs
e B cpege DHCP IP-agpec annapaTta MOXeT M3MeHSITbC aBTOMaTun4eckn. B 3Tom ciiyyae nogknroyeHme
COXPAaHSIeTCA J0 TeX Nop, MOKa KOMMbIOTEP W annapaTt HaXoAATCS B NpeAenax OAHOW MOACETU.

CCbUIJTIKN

OMNopknioueHne K 6ecnpoBogHoOV nokanbHoii ceTu(P. 18)
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HacTpoiika

HacTpoiika nogkioueHus nytem Bbi6opa
6ecnpoBOAHOro MapLipyTusaTopa

2U6H-00E

MOXHO BbINOAHUTEL NONCK 6€CNPOBOAHBLIX MapLLPYTN3aTOPOB (MM ToUek A0CTyNa), AOCTYMHbIX 419 MOAK/I0UEHUS, U
Bbl6paTb OAMH M3 HUX B CNWCKe annapara. B none ceteBoro kntoya seeante WEP- nan PSK-kntou. Mepeg Bei6opom
6ecnpoBoAHOro MapLLpyT1U3aTopa He06X0ANMO NPOBEPUTL U 3anncaTb HEO6X0AMMble AN YCTaHOBKN JaHHbIe,
BkAroyas SSID u kntou cetn ( GTNpoBepka SSID u knroua ceTtu(P. 30) ).

NMPUMEYAHUE

HacTpoiikmn 3auThbI

e Ecnum 6ecnpoBogHOe NoAK/IOUeHVe HacTpanBaeTcs nyTeM Bbibopa 6ecnpoBoAHOro MapLUpyT1saTopa, A1
MeTofa nposepku noannHHoctn WEP yctaHaBnmBaeTcd 3HadeHne <OTKpbITad cuctema>, a Ana MeToja
wndpoBaHmnsa WPA/WPA2 — 3HaueHne <ABTO> (AES-CCMP nnu TKIP). YTo6bI BbI6paTh 3Ha4YeHue <O6Lwmin
KAY> Ana nposepku noganHHocty WEP nam 3HayeHne <AES-CCMP> ana wingposaHua WPA/WPA2,
HeobXx0AMMO HacTPOUTb MOAKIOYeHMe, NCNOoMb3ys MeTod <BBog Bpy4yHyto>. OHacTpoiika nogKaoYeHns
nyTem AeTtanbHoro 3agaHusa napameTtpos(P. 27)

1 Bbi6epuTe <MeHI0> Ha 3KpaHe MaBHbIA. ©3KpaH MaBHbIA(P. 125)

2 Bbi6epuTte <HacTpoiiku> » <CeTb>.

Mpy nosiBNeHNN 3KpaHa BXOAa B CUCTEMY BBeAUTe NpaBubHble naeHtTudurkatop 1 PIN-koa. ©Bxoa B
cuctemy annapata(P. 136) .

3 Bbi6epuTte <HacTpoiiku 6ecnpoBogHON ceTU>.

Mpy 0To6paxKeHW COOBLLEHNS <BKNHOUNTL 6ECMPOBOAHYIO IOKANbHYHO CeTb?> BblibepuTte </la>.

4 MpouTuTe TeKCT coobLieHUa U BbibepuTe <OK>.
5 Bbi6epuTte <HacTpoiiku SSID>.

(G Bei6epuTe <BbIGOp TOUKM AOCTYNa>.

% ArinapaT BbINOJHWT MOUCK AOCTYMHbIX 6€CNPOBOAHbIX MapLUPYTN3aTOPOB.

NMPUMEYAHUE

Ecnn oTobpaxaeTtcs cooblueHMe, YTo TouKka AOCTyNa He HalijeHa, cM. pasgen OMepbl no ycTpaHeHUIo
Ansa Kaxkaoro coo6weHus(P. 638) .

"/ Bui6epuTe 6ecnpoBoaHOii MapLupyTM3aTOp.
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10

11

HacTpoiika

BbibepuTe MapLupyTmsaTop, SSID KOTOPOro COOTBETCTBYET 3anMcaHHOMy BaMu SSID, 1 BbibepuTe <[Janee>.

NMPUMEYAHUE

MpocmoTp cBeAeHUM 0 HacTpoiiKkax 6e3onacHOCTU

BbibepunTe 6eCnpOBOAHON MapLLPyTU3aToOp U BbibepuTe <CBeaeHUs>. s BO3BpaTa Ha UCXOAHbIA KpaH
BbiGepuTe ).

Ecnu He HalipeH 6ecnpoBOAHO MapLUpyTU3aTop

MpoBepbTe, NPaBUABHO AN HACTPOEH annapaT M roTOB M OH K MogkatoueHuto k cetn. OMNpo6nemsl ¢
ycTaHoBKoWi/HacTpovikamu(P. 611)
BBep,lllTe 3anMCaHHbIN KNoY ceTn.

BeeguTte Koy ceTu 1 BbibepuTe <MpUMEHUTL>.

Mopszok BBoja TekcTa cM. B pasgene ©BBopg Tekcta(P. 134) .

Bbi6epute <la>.

NMPUMEYAHUE

Ecnu Bo Bpems ycTaHOBKU OTOGpaXkaeTcs coobLieHme 06 oumoke

BbibepuTte <3akpbiTh>, y6eAnTeCh B MPaBUABHOCTY K/OYa CETU 1 BEPHUTECH K Lary 5.

MopoXkanTe, Noka He NOABUTCA coobLueHmne <MoaKMUYeHOo.>.

Bbi6epuTe <3aKpbITb>.

% [oJOXKAMNTE HECKONIbKO MUHYT, MOKa He byAyT aBToMaTM4ecku 3agaHbl IP-agpec v gpyrve napameTpsil.

Ecnv ans nojkaoyveHuss AOCTYNHO 6osiee ofHOro 6ecnpoBOAHOrO  MapLupyTu3aTtopa, annapat
NOAKNOYAETCA K YCTPOUCTBY € CaMbiM MHTEHCUBHbLIM CUFHaNOM. VIHTEHCMBHOCTL CUMHaNa U3MepsieTcs
npv nomoLym RSSI (MHAMKALNW YPOBHA NPUHNMAEMOTrO CUTHanNa).

NMPUMEYAHUE

MoxHo 3agaTb IP-agpec BpyuHyto. ©HacTtpoiika IP-agpeca(P. 31)

Korga annapat nogkntodeH K 6ecnpoBOAHONM CeTW, Ha 3KpaHe [NaBHbIA UAN Ha 3KpaHe OCHOBHBbIX
byHKUMIA Kaxzol 13 dyHKLMI oTobpaxkaeTcst 3Hauok Wi-Fi. © OcHoBHble akpaHbi(P. 124)

NMPUMEYAHUE
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HacTpoiika

CHVM)KeHUe 3HepronoTpe6neHms

e MoOXHO HacTpouTb annapar AN nepexosa B <Pexunm sKOHOMUU 3HepPrum> B 3aBUCMMOCTW OT CUrHana,
n3ny4aemoro 6ecnpoBoAHbIM MapLLpyT3aTopoM. O <Pe)XuM 3KOHOMUKM 3Hepruu>(P. 471)

Ecnun IP-appec annapaTta usmeHwuscs

e B cpese DHCP IP-agpec annapaTta MOXeT M3MEeHSTbCSA aBTOMaTu4eckn. B aTom ciiyvae nogknroyeHne
COXPaHSIeTCa A0 TexX Nop, MoKa KOMMNbIOTEP W annapaTt HaXoAATCS B Npeenax 04HOWN NoACeTU.

CCblJTIKN

OMopakntoueHne K 6ecnpoBogHoO nokanbHo ceTu(P. 18)
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HacTpoiika

HacTpoiika nogkioueHns nyTemM AeTaNlbHOro 3agaHus
napamMmeTpoB

2U6H-00F

Ecnv HeobxoAMMO 3ajaThb JeTanbHble NapameTpbl 6€30MacHOCTM AN He YAaeTcs YCTaHOBUTL 6ecnpoBojHoe
NoAKAOYEHVEe NPY NOMOLLM APYriX NpoLeayp, peKoMeHAyeTCss BPYUHYIO YKa3aTb BCce HeobxouMble faHHble NS
NoAKAOYeHNS K 6ecnpoBOHON NoKanbHOM ceTu. MNpexae Yem ykasaTb jeTa/lbHble NapamMeTpbl, He06Xo0ANMO
npoBepuTb 1 3anncaTb HeobxoAMMble cBefeHus, Bkatoyas SSID, kntoy ceTu, CTaHAapTbl 6€@30MacHOCTY U NPOTOKOJIbI
6e3onacHoctn. OMNposepka SSID n knro4a ceTu(P. 30)

1 Bbi6epuTe <MeHI0> Ha 3KpaHe MaBHbIA. ©3KpaH MaBHbIA(P. 125)

7 Bei6epuTte <HacTpoiiku> » <CeTb>.

Mpw nosiBNeHN 3KpaHa BXOAAa B CUCTEMY BBeAMTe NpaBubHble ngeHTudurkatop n PIN-kog. ©Bxoa B
cuctemy annapaTta(P. 136) .

3 Bbi6epuTe <HacTpoiiku 6ecnpoBoHOI ceTn>.

Mpwn oTobpaxeHUN coobLleHNs <BkntounTbe 6eCnpoBOAHYHO NOKaNbHYIO CeTb?> BblbepuTe </la>.

4 MpouTuTe TeKCT coobLieHUs u BbibepuTe <OK>.
5 Bbi6epuTte <HacTpoiiku SSID> » <BBog BpYUHYI0>.

6 BBeguTe 3anmncaHHbIn SSID.
BeeguTe SSID 1 BbIGepuTe <[pUMEHUTL>.

Mopsaok BBoAa TekcTa CM. B pasgene ©OBBop TekcTa(P. 134) .

7 YkaxuTte HaCTpOVIKM 6e3onacHoCcTW, ncnoJib3ys 3afnnncaHHble paHee AaHHbIe.

Ecnv B HacTpolike napaMeTpoB 6€30MacHOCTU HET HEO6XOANMOCTH, BblibepuTe <HeT>,

m/cnonb3oBaHvie WEP

1  Bblbepute <WEP>,

2 Bblbepute MeToA NPOBEPKM MNOATNHHOCTW.
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HacTpoiika

<OTKpbITas cucrema>

3agaeT TMN NpoBepKn NOMIMHHOCTU "OTKpbITas cncreMa” (T. H. "OTKpbITas NpoBepka NogANHHOCTA").

<06LwWwumin Knou>

B kauectse napons ncnonb3syerca WEP-kntou.

NMPUMEYAHUE

Ecnu BbiGpaHo <OTKpbITas cucrema>

Mpw noaknoUeHU annapaTa K 6ecnpoBOAHOI JI0KaNbHOM ceTy BO3HUKaeT oLMbKa
ayTeHTUMKaLMKM B TOM C/ly4ae, ecim Ha 6ecnpoBOAHOM MapLUpyTM3aTope HacTpoeHa
ayTeHTUGMKALMS C MOMOLLbIO KNH0Ya COBMECTHOMO NCMoIb30BaHMS. B aTom ciyyvae annapar
aBTOMAaTMYeCKN N3MEHSIeT 3HaueHMe HaCTPOoMKM Ha <OBLLMIA KNHOY> U BbINOAHSAET MOBTOPHYIO
NOMbITKY NOAK/IHOYEHUS.

3 BuibepuTe katou WEP, nognexalimin peaakTvpoBaHuio.
BbibepuTe kntou WEP (0T 1 go 4) n BeibepuTe <MpaBka>.

MOoXHO 3aperncTpmpoBaThb A0 YeTbipex pasnnyHbix WEP-kntouein.

4 BsepuTe 3anNuCaHHbLIN KOY CETU.

BBeauTe KoY ceTn 1 Bolbepute <MpUMEHNTL>.

5  Bblbepute Tpebyembiin knou WEP.

BbibepuTe n3ameHeHHbIn katod WEP 1 BbibepuTe Pernctpauums.

E/cnonb3oBaHvie WPA-PSK nnn WPA2-PSK

1  Bbibepute <WPA/WPA2-PSK>.

2  Bblbepute MeToA WMPPOBAHMS.

<ABTO>

HactpavBaeT annapart Ans aBToMaTnyeckoro Bel6opa AES-CCMP vinu TKIP B COOTBETCTBMU C HACTPOMKOWA
6ecnpoBoOAHOro MapLupyTusaTopa.

<AES-CCMP>

YcTaHaBnvBaeT B kavecTBe metoga windposaHums AES-CCMP.

3 BBeguTe 3aNMCaHHBbIV K04 CETU.

BBeguTe Kntou ceTn 1 Bbibepute <[prMeHnTL>.
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8 Beui6epure <fa>.

NMPUMEYAHUE

Ecnn Bo BpemMsA ycTaHOBKU oTo6parkaeTcs coobuieHue 06 oumbke

BbibepuTte <3akpbiTh>, y6eAnTeCh B NPaBUIbHOCTY 3aAaHHbIX MapaMeTpoB 1 BepHUTECH K Luary 5.

9 MopoXkanTe, Noka He NOABUTCS coobLueHne <MoaKIUYeHo.>.

1 O BbiGepuTte <3aKpbITb>.

% [OJOXKANTE HECKONIbKO MUHYT, MOKa He byAyT aBToMaTMyecku 3agaHbl IP-agpec v gpyrve napameTpsbl.

Ecnv ans nojkaouveHUs AOCTYrNHO 6osee ofHOro 6ecnpoBOAHOrO MapLupyTu3aTopa, annapat
NOAK/IOYAETCA K YCTPOMCTBY € CaMbIM MHTEHCMBHbLIM CUTHANOM. VIHTEHCMBHOCTb CUMHaNa U3MepseTcs
npuv nomouyn RSSI (MHAVIKaLMY YPOBHA NPUHNMAaEMOro c1rHana).

NMPUMEYAHUE

MoxHo 3agaTb IP-agpec BpyuHyto. ©Hactpoiika IP-aapeca(P. 31)

Korga annapaT nogkitouveH K 6ecripoBOAHON ceTn, Ha 3KpaHe [NaBHbIA WM Ha 3KpaHe OCHOBHbIX
OYHKUWI Kaxaom n3 GyHKLUM oTobpaxaeTcsa 3Haydok Wi-Fi. © OcHOBHble 3KpaHbI(P. 124)

NMPUMEYAHUE

CHVM)KeHUe 3HepronoTpe6neHms

e MOXHO HacTpouTb annapar A/1a nepexosa B <PexviM 3KOHOMUY 3HEPrnn> B 3aBUCUMOCTU OT CUrHaNa,
n3ny4aemoro 6ecnpoBojHbIM MapLUpyT3aTopoM. O<Pe>Xum 3KOHOMUKM 3Hepruu>(P. 471)

Ecnun IP-agpec annapaTta UsmeHwuscs

e B cpese DHCP IP-agpec annapaTa MOXeT U3MeHATbLCA aBTOMaTmnyeckun. B aToM cyyae nogxntoueHme
COXpaHsaeTcs A0 Tex Nop, Noka KOMMbIOTEP 1 annapaTt HaxoAaTcs B NpeAenax o4HON NogCeTu.

CCblJTIKN

OMNopakntoueHne K 6ecnpoBogHoO nokanbHoi ceTu(P. 18)
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NMpoBepka SSID n Knoya cetn

2U6H-00H

Mpw HacTpolike 6ecnpPOBOAHOIO NOAKMUEHMS BPYUHYH HEO6X0AMMO yKa3daTb SSID 1 kfitoy ceTn Ans 6ecnpoBOAHOro
MapLLpyTM3aTopa. Ha 3T1X ceTeBbIX YCTPOACTBaX MOXHO ykasaTb SSID u kntoy ceTu. MNpoBepbTe ycTpolicTBa U
3anuLnTe BCce HEObXOAMMbIE CBeAEHUS, Nepes TeM KaK NPUCTYNUTb K HACTPOIiKe NogKkaYeHs. JoNoAHNTebHbIe

CBeAeHUsi 0 ceTeBbIX YCTPOMCTBAX CM. B COOTBETCTBYHOLLMX PYKOBOACTBAX MO 3KCMAyaTaLmm Uam obpatutecs K
NPOV3BOAMTENIO YCTPOCTBA.

SSID MM, ykasaHHoe ans naeHTndukaumm otTaenbHor 6ecnpoBogHON oKanbHOM ceTn. [ipyrue
TePMUHBI, NAEHTUYHbIE MO 3HaveHne TepMunHy SSID: "vimst Touku goctyna" v "vims cetn'.

Kniou cetn Kntou nnn naponb, ncnonbsyemble Ans WNPPOBAHNSA AaHHbLIX UAN NPOBEPKM NOAINHHOCTY
cetun. [lpyrvie TepMuHbI, NAEHTUYHbIE MO 3HAYEHUI0 TEPMUHY "KItoY ceTu': "KroY

wndposaHus", "WEP-kntou", "MaponbHasa dpasza WPA/WPA2" 1 "npegsaputenbHbIR KoY

(PSK)".
MpoTokonbl 6e30nacHOCTU Mpw HacTpolike 6ecnpoBOAHOIO MOAK/IOYEHNS BPY4YHY HEO6X0ANMO HacTPOUTb
6ecnpoBogHOI ceTu (NpoBepKa napameTpbl 6e3onacHocTy. MpoBepbTe ceaytoLlme AaHHbIe.

noANMHHOCTU/WINdpPOBaHME) Tunel cuctem 6esonacHocty (WEP/WPA-PSK/WPA2-PSK)

MeTog npoBepky NOAAMHHOCTY (OTKpbITas cncteMa/O6LLmiA Knrou)

MeTog wndposaHums (TKIP/AES-CCMP)

m [TpoBepka SSID 1 kntoya ceTy C MOMOLLLIO KOMMbIOTEpa

Bo3moxxHo, SSID nnan kntoy cetu nsmeHeH. Ecnum SSID nnm kKntod cet Hem3BeCTHbI, MOXHO Y3HaTb NX C MOMOLLbIO
nporpammbl "Canon MF/LBP Wireless Setup Assistant". 3arpy3uTe nporpammy "Canon MF/LBP Wireless Setup
Assistant" c Beb-calita Canon (http://www.canon.com/) 1 3anycTuTe ee Ha KOMMbIOTepe, MOAKAHUYEHHOM K
6ecrnpoBOAHON CeTu.

NMPUMEYAHUE

e Ecnm nocne 3anycka nporpammel "Canon MF/LBP Wireless Setup Assistant" Ha skpaHe He oTobpa)atoTcs

HMKaKune TOYKM AOCTyra, NPoBepbTe, 3aBepLLUEHa JIN HaCcTPOoKa Ha KOMMbIOTepPe 1 MapLUpyTu3aTope
6ecrnpoBoOAHON CeTu.

CCblJTIKN

MopknoueHme K 6ecnpoBogHoiA nokanbHow ceTU(P. 18)
HacTpoiika noakntoueHust nyTem Bbl6opa 6ecnpoBogHoro mapLupytusatopa(P. 24)
HacTpoiika noakao4eHUs NnyTem AieTasnbHOro 3agaHus napameTpos(P. 27)

30



HacTpoiika

HacTtpouka IP-apgpeca

2U6H-00J

Ans noaxntoueHns annapara K ceTu TpebyeTca yHUKanbHbIN ceTeBoi IP-agpec. loctynHo aBe Bepcun IP-agpecos:
IPv4 1 IPv6. 3HaYeHNs NapaMeTpOB 3aBUCAT OT CeTEBO cpepl. 11 NCNob30BaHNS agpecos Bepcun IPv6
HeobXoAMMO NPaBUSIbHO HAaCTPOUTL NapamMeTpbl agpeca IPv4.
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-
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Pyvd

(OHacrpoiika agpeca IPv4(P. 32)
(OHacrpoiika agpecos IPV6(P. 35)
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HacTtpowuka agpeca IPv4

2U6H-00K
/ *1 Agpec IPv4 annapaTta MOXHO Ha3zHauyUTb aBTOMaTU4eCkn C MOMOLLIbIO NPOTOKO/1a
[
ANHaMun4yeckoro HasHadeHus IP-agpecos, Takoro kak DHCP, nnvn Beectu Bpy4yHyto.
|P1 921 68 Mpw noakntoyeHNn annapaTa K NPoBOAHOW JI0KaIbHON CeTU HeEO6X0AMMO
‘, y6eanTbCsA B TOM, UTO LUTeKepbl Kabens IoKanbHOW CeTU MNOTHO BCTaB/EHbI B

noptbl ( ©NogknoueHe K NPoBoAHOV noKanbHoi ceTu(P. 17) ). Mpwu
HeobX0AMMOCTV MOXHO NPOBEPUTL CeTeBOE MOAKIHUEHME.

(OHacTpoiika agpeca IPv4(P. 32)
ONpoBepka ceTeBoro nogkatouyeHus(P. 33)

HacTpoiika agpeca IPv4

1 Bbi6epute <MeHI0> Ha 3KpaHe MaBHbIA. ©3KpaH MaBHbIA(P. 125)

2 Bbi6epuTe <HacTtpouiku> » <CeTb>.

Mpw NosiBNeHN 3KpaHa BXoAa B CUCTEMY BBeAMTe NpaBuibHble naeHTndurkatop n PIN-kog. ©Bxog B
cuctemy annapata(P. 136) .

3 Bbi6epuTe <HacTpoiiku TCP/IP> » <HacTpoiiku IPv4> » <HacTpoiiku IP-apgpeca>.

4 HacTtpoiika napameTpos IP-agpeca.

<ABTOMaTHyecKoe nojsyyeHue>
BbibepuTe aBTOMaTM4eckoe HazHayeHue IP-agpeca c noMoLlbto npoTtokona DHCP. Koraa otobpaxaeTtcs
3HayeHwue <BknounTb>, BKIOUEHa aBToMaTnyeckas agpecauyms.

<MonyynTb Bpy4YHyI0>
BbibepuTe HacTpoliky napameTpoB IP-agpeca nytem BBoga IP-agpeca Bpy4Hyto. [nsa Bbibopa 3T0ro
napameTpa A5 aBTOMaTLU4YeCcKOro Ha3HavyeHs JO/KHO bblTh 3aaHO 3HayeHme <BbIKUnNTL>.

<MpoBepuUTb HAaCTPOVKN>
BbibepuTe, ecin Bbl XOTUTE MPOCMOTpPEThb TekyLe napameTpsl IP-agpeca.

EABTOMaTU4yeckoe HasHayeHue IP-agpeca

1 BbibepuTe <ABTOMaTH4eckoe noayveHme>,

2 Bblbepute <Bki.> B <ABTOMaTUUECKOE MOJyYeHre>, 3aTeM BbibepurTe <Bbl6op NpoTokona>.
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3 Bblbepute <DHCP>,

NMPUMEYAHUE

Ecnwu Bbl He XoTUTe Ucnonb3osatb DHCP/BOOTP/RARP ana Ha3zHaueHus IP-agpeca

BbibepuTte <BbikatounTe>. Ecnv npu Belbope <DHCP> 371 cny>K6bl HeAOCTYNHbI, annapart bygeT
MbITaTbCA BbINOIHUTL MOUCK 3TUX CATYX6, 3aTpaunBas 415 3TOr0 BPeMs U pecypchbl CBA3N.

4  Y6eautech B TOM, UTO Ans <ABTO IP> BbI6paHO 3HayeHMe <BkaunTb>.

Ecnun Bbl6paHO 3Ha4veHune <BbIKNUNTL>, U3MEHUTE ero Ha <BknounTb>.

5  Bblbepute <[pUMeHUTL>.

NMPUMEYAHUE

IP-agpeca, Ha3HaueHHble nocpeacTtBom DHCP, nepeonpegenstoT agpec, NoAyYeHHbI nocpeacTBoM ABTO
IP.

mBBop IP-agpeca Bpy4Hylo

1  Bblbepute <ABTOMaTUYECKOE MOJTyYeHME>, 3aTeM BblbepuTe <BbIk.> b <[IPUMEHNTL> B
<ABTOMaTU4EeCKOe NosyyeHne>,

BbibepuTe <MonyunTb BPYUHYO>.

Beegute <IP-agpec>, <Macka noaceTtn> 1 <AZpec Lut3a>, 3aTeM BblbepuTe <[prMeHnTL>.

5 Bei6epute <OK>.

6 MepesanycTuTe annapar.

BbikntounTte annapat n NoA0XKANTE KaK MUHMYM 10 CekyHZ, npexae 4emM BKNHYNTb ero CHoBa.

NMPUMEYAHUE

MpoBepka NpaBUILHOCTY NapamMeTPoOB

e Yb6eaumTecb B TOM, UTO Ha KOMMbOTEpPe OTobpaxaeTcs akpaH YaaneHHbIn UMN( ©3anyck YaaneHHOro
WN(P. 427) ). Echv oTcyTCTBYeT A0OCTYN K KOMMNbIOTEPY, MPOBEPbLTE COeAVHEHVE Yepe3 NaHeNb yrpaBneHns
( ©NpoBepka ceTeBoro nogknatyeHus(P. 33) ).

Ecnn IP-agpec 6611 N3MeHeH nocsie yCTaHOBKM ApaliBepa NpuHTepa

e Ecnum ncnonbsyetca nopt MFNP, nogkntoueHve coxpaHsaeTcs A0 Tex Nop, NMoka anmnapar 1 KOMNboTep
HaxoAATCSA B O4HOW NoACeT; NO3TOMY A06aBNATL HOBLIV MOPT He TpebyeTcs. Ecnn ncnonb3syeTcs
CTaHZapTHbIN nopT TCP/IP, HeobxoAMMO f06aBUTb HOBbIM NopT. &HacTpoiika nopToB NpuHTepa(P. 44)

*EC/M Bbl He 3HaeTe, Kakoii MOPT NCMONb3yeTcs, cM. pasaesn OfMposepka nopTa npuHTepa(P. 727) .

I'IpOBepKa ceTeBoro rnoaxkirn4yeHumd

1 Bbi6epute <MeHI0> Ha 3KpaHe MaBHbIA. ©3KpaH MaBHbIA(P. 125)
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2 Bbi6epute <HacTpouiku> » <CeTb>.

Mpy nosiBNeHNN 3KpaHa BXOAa B CUCTEMY BBeAUTe NpaBubHble ngeHTudourkatop 1 PIN-kog. ©Bxog B
cuctemy annapata(P. 136) .

3 Bbi6epuTte <HacTtpoiiku TCP/IP> » <HacTpoiiku IPv4> » <KomaHga PING>.

4 BeeauTte IPv4-agpec gpyroro ycTpoiicTBa B ceTu U BbibepuTe <[pnmeHnTb>.

% ECniv noaxkaroyeHme YyCTaHOB/E€HO yCneLwHo, 0To6pa>KaeTc;1 C006LLI,EHI/Ie <|-|Oﬂyl-IEH OTBET OT XOCTa.>.

CCblJTIKN

HacTtpoiika agpecos IPv6(P. 35)
MpocmoTp napameTpos ceTun(P. 38)
HacTtpoitka WINS(P. 62)
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HacTtpownka agpecoB IPv6

2U6H-00L
: 1.: s ] Agpeca IPv6 ansa annapata MOXHO HacTpouUTL rnocpeAcTsoM YaaneHHoro Ur. Mepea
HacTpoikoli agpecoB IPv6 npoBepbTe HacTpolikn agpeca IPv4 ( OMpocmoTp
I P: fe 80 > HacTpoek IPv4(P. 38) ). Ans ncnonb3oBaHnsa agpecos IPv6 HeobxoanmMo
‘ P | npaBUAbLHO HacTPOUTb agpeca IPv4. ObpaTuTe BHUMaHMe, YTO GyHKLNSA

CKaHMPOBaHWSA, NCMOb3YyHOLLana ApaliBep ckaHepa uan MF Scan Utility, HegocTynHa B
cpege IPv6. Annapat MOXeT 1CMoAb30BaTb HECKOJIBKO CleayoLunx agpecos IPv6:

Tun OnucaHue

Agpec, oK. AN KaHana Agpec, KOTopblli ABNSETCA AOMYCTUMbIM TONIbKO B Npejenax NoAceTn UAn CCbIKU U He MOXeT
1CNo/b30BaTbCA AS CBA3M C YyCTPONCTBOM MNoc/e MapLpyTusaTopa. Agpec, oK. AN KaHana,
aBTOMaTMYeCkn HacTpamBaeTcs Npu akTMBaLuum GyHkLUmK IPV6 anst annaparta.

AZpec, BBOAVMBIN BPYUHYH | AApec, BBOA KOTOPOro BbIMOHAETCS BPYUHYH0. MpU NCNO/Ib30BaHMM 3TOF0 ajpeca Heo6XoA1MO
yKasaTb AMHY npedukca 1 agpec MapLLpyT3aTopa no yMoa4aHuo.

Agpec 6e3 yueTa cocTosHUS | PoyTep aHOHCKpYeT agpec, KOTOpbIi CO34aeTcs aBToMaTUYecky ¢ nomoLlysto MAC-agpeca annapara

1 npedukca ceTn. Agpeca 6e3 yueTa COCTOAHNA YAANAOTCS NPy nepesarpyske annapaTa (Mav ero
BK/IIOYEHNN).

AZpec c yyeTom coctosiHUS | Agpec, nonydaeMslin oT cepsepa DHCP ¢ nomotlsto DHCPV6.

NMPUMEYAHUE

e JlononHuTeNbHble cBeAeHst 0 6a30BbIX OrepaLmsx, KoTopble TpebyeTcs BbINMONHUTL NP HACTPOIKe
annapata u3 YganeHHoro UM, cm. B pasgene ©OHacTpolika napaMeTpoB MEHIO C MOMOLLbI0 YAanieHHOro
N(P. 436) .

1 3anycTtute YaaneHHbiia UM v BoiagnTe B cUCTeMy B peXXnme agMMHUCTpaTopa
cuctembl. ©3anyck YaaneHHoro UM(P. 427)

2 Ha>xmute [HacTpoiikmn/Peructpauyus] Ha cTpaHuue noprtana. ©3kpaH YpaneHHoro
NM(P. 428)

3 Bbi6epuTe [HacTpoirkm ceTu] » [HacTpoiiku IPv6].

4 LWenkHuTte [M3MeHNTB].

5 YcTtaHoBuTe ¢pnakok [Micnonb3oBaTthb IPV6] n HacTpoiiTe Heo6xoaMMbIe NapamMeTpbl.
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[Wcnonb3oBaTb IPV6]
YcTaHoBUTe $pnaxok, YUTobbl akTnBMpoBaTb pyHKUMIO IPV6 ana annapaTta. Ecauv IPv6 He ncnonb3yeTtcs,
CHUMUTE GIaxKoK.

[Appec 6e3 yyeTa cocTosiHUSA 1]
YctaHoBuUTe Gnaxok, ecnm ncnonb3yetcs agpec 6e3 yyeta coctosiHus. Ecnm agpec 6e3 yueTta coCTOAHNA He
NCMNONb3YeTCs, CHUMUTE PIaXOK.

[Mcnonb3oBaTb agpec, BBOAUMbIV BPYUYHYI0]
YTobbl BpyUHyto BBECTW agpec IPv6, yctaHoBUTe dnaxok 1 ykaxute IP-agpec, aavHy npedurikca n agpec
MapLUpyTM3aTopa Mo yMO4YaHNIo B COOTBETCTBYIOLLNX TEKCTOBbIX MOJISX.

[IP-aapec]
BeeauTe agpec IPv6. BBog aspecoB, HaunHaroLwmxcs Ha "ff" (nnm rpynnoBbiX agpecoB) He JoMnycKaeTcs.

[AnvHa npedunkcal
BeBeguTe uncno, ykasbiBatoLLee KOMYeCTBO BUT, JOCTYMHbIX ANS CETEBOro ajpeca.

[Apapec mapLupyTMn3aTopa No ymos4yaHuio]
Mpy HeobXoANMOCTI yKaxuTe agpec IPv6 MapLupyTr3aTopa No yMon4vaHuio. BBoj agpecos, Ha4YMHaKoLLmMXCs
Ha "ff" (nan rpynnoBbIX afpecoB) He AOMyCcKaeTcs.

[Wcnonb3oBaTb DHCPV6]
YcTaHoBuUTe $naxok, ecim NCNonb3yeTcs agpec € ydeTom cocTosHusA. Ecam DHCPv6 He ncnonb3yeTtcs,
CHUMUTE GIaxKoK.

6 WenkHuTe [OK].

"/ Nepesanyctute annapar.

Bbikntounte annapart n Nnoa0XAnTe Kak MMHVMYM 10 CeKyHA, npexxae 4em BKJIHOYUTb ero CHoBa.

NMPUMEYAHUE

36



HacTpoiika

MpoBepka NpaBUILHOCT NapaMeTpoB

e Y6eanTeCh, YTO Ball KOMMLIOTEP MOXET 0TobpaxaTb 3KpaH YaaneHHoro WM, Beeas agpec IPv6 annapata. ©
3anyck YaaneHHoro UM(P. 427)

Bbi6op HacTpoeK Ha NaHenu ynpasneHus
e MMapameTpbl IPV6 TakxKe MOXHO HaCTPOUTb Yepe3 <MeHto> s3kpaHa MaBHbIl. ©<HacTpoiikn IPv6e>(P. 474)
Ecnun IP-agpec 6611 USMeHeH noc/ie YCTaHOBKM ApaiBepa npuHTepa

e Heobxoanmo gob6aBuTb HOBbIM NopT. GHacTpoiika nopToB npuHTepa(P. 44)

CCbUIJTIKN

(OHacTpoiika agpeca IPv4(P. 32)
ONpocmoTp napameTpos ceTun(P. 38)
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[IpocmoTp NnapamMeTpoB ceTu

2U6H-00R

MpocmoTp HacTpoek IPv4(P. 38)

MpocmoTp HacTpoeK IPV6(P. 38)

MpocmoTp MAC-agpeca ans npoBoAHOIA nokanbHoi ceTu(P. 38)

MpocmoTp MAC-agpeca v cBeieHWiA ans 6ecnpoBofHO oKanbHoi ceTur(P. 39)

NMPUMEYAHUE

e [P-agpec HacTpoeH HenpaBW/bHO, e/ OH oTobpaxaeTcs B Buge "0.0.0.0".

e [oaknoyeHVe annaparta K KOMMYTUPYHOLLEMY KOHLEHTPaATOPY UAW MOCTY MOXET NPUBECTU K CH0H0
coeAviHeHMs faxke B TOM cny4dae, ecnm IP-agpec HacTpoeH NpaBuibHO. OTY NPO6eMy MOXHO pPeLnTb NyTem
3aflaHunsa onpeAeneHHOro NHTepBana Ao Hadana obMeHa gaHHbIMUY € annapaTom. OHacTpoiika BpeMmeHu
oXXugaHva npu noagxknoyeHn K cetu(P. 55)

e MoXHO HamneyaTaTb CMMCOK TeKyLLX napameTpoB ceT. ©CNMcoK AaHHbIX Nosib3oBaTeneii/Cnncok
AaHHbIX agMUHUCTpaTopa cuctembli(P. 602)

NpocmoTp HacTpoek IPv4

<MoHwuTOp cocT.> b <CeTeBas HGopMaLns> - <IPv4> - BbibepuTe HaCTPOKKy 415 MPOCMOTpa
MpoBepbTe HACTPOMKK

NMpocmoTp HacTpoek IPv6

<MoHuTOp cocT.> | <CeTeBast UHPopmMaLma> b <IPv6> i BbibepunTe HaCTPOWKY A/ MPOCMOTPA
MNpoBepbTe HAaCTPOIKMN

MpocmoTp MAC-agpeca gns NpoBOAHOW /IOKa/IbHOW ceTun

1 Bbi6epute <MeHI0> Ha 3KpaHe MaBHbIA. ©3KpaH MaBHbIA(P. 125)

2 Bbi6epuTte <HacTpoiiku> » <CeTb>.

Mpy nosiBNeHNN 3KpaHa BXOAa B CUCTEMY BBeAUTe NpaBubHble naeHtTudourkatop 1 PIN-koa. ©Bxog B
cuctemy annapata(P. 136) .

3 Bbi6epuTte <HacTpoiiku apaviBepa Ethernet>.

i OTobpaxaetca MAC-agpec.
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HacTpoiika

MNpocmoTp MAC-agpeca n cBefeHUiA ana 6ecnpoBOAHOM NOKaNbHOW CeTu

1 Bbi6epuTe <MeHI0> Ha 3KpaHe MNaBHbI. ©3KpaH MaBHbIA(P. 125)

7 Bei6epuTte <HacTpoiiku> » <CeTb>.

Mpwy NosiBNeHN 3KpaHa BXOAa B CUCTEMY BBeAMTe NpaBuibHble ngeHTndurkatop n PIN-kog. ©Bxoa B
cuctemy annapata(P. 136) .

3 Bbi6epute <HacTpoiiku 6ecnpoBoaHOI ceTn>.
4 MpouTtuTe TEKCT coO6LLEHUSA U BbIGepuTe <OK>.
5 Bbi6epuTte <MIHpopmaLmA 0 NOAKIIOUYEHUN>,

(G Bei6epuTe NapameTp ANs NpocMoTpa.

#F DI pamEIl 0o

Ve frpuaps o KNSR Easi

NMPUMEYAHUE

MpocMoTp MH$opMaLum o 6e30MacHOCT

[Jns npocmoTpa ceegerHnin o 3awmte WEP n WPA/WPA2-PSK BbibepuTe <HacTporikn 3almnTbl>.

MpocmoTp c akpaHa <MoHUTOpP COCTOAHUA>

<CocTosiHMe 6ecrnpoBogHOi ceTu> 1 <UHdopMauWs O nocnefHei olwM6Ke> MOXHO MpoCMaTpMBaTh
TO/ILKO C 3KpaHa <MOHMWTOP COCTOAHMNS>.

<MoHuTOp cocT.> |+ <CeTeBasi UHPOpMaLMA> = <TUM CETEBOrO NOAKNOUEHUS> | BbiGepuTe napameTp
4N151 NpocMoTpa

CCblIJTIKN

NoakntouyeHue K 6ecnpoBoaHoli nokanbHoi ceTn(P. 18)
HacTtpoiika apgpeca IPv4(P. 32)

HacTpoiika agpecos IPv6(P. 35)

HacTpoiika DNS(P. 56)
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HacTpoiika

HacTpoiika napamMeTpoB CBA3U C MOMOLLbHO
KoMnbloTepa

2U6H-00S

YKaxuTe NpoTOKOA 1 NOPT AN YNpaB/AeHWs annapaToM ¢ KOMMboTepa no ceTu. Mepej HacTpoiiKoii annapaTta AN
neyaTu uv nepegayv Gakcos ¢ KOMMbIOTePa BbINONHNUTE 6a30Bble NpoLeaypbl YCTaHOBKM. JJONONHNUTENbHbIE
CBefieHVsl CM. B PYKOBOZACTBAX AN COOTBETCTBYHOLLMX ApaiiBepoB Ha Be6-caliTe MHTEPHET-PYKOBOACTB.

LPD
7
e RAW
< -
WsD

(OHacTpoiika NpoTokos10B neyaTr n pyHkuuii WSD(P. 41)
(OHacTpoiika nopToB npuHTepa(P. 44)
OHacTpoiika cepepa neuaTu(P. 48)

NMPUMEYAHUE

o PaCCManI/IBaEMbIe 34eCb NPOTOKOJIbl NPEACTaBNAAKOT cobown npaBwia nepejayvn AaHHbIX JOKYMEHTa MeXAay
KOMMNbOTEPOM 1 annapaToM. 3T NPOTOKOJ1bl MOXHO Bbl6|/|paTb B COOTBETCTBUIW C MNJ1IaHPpyeMbIMA
3agadvyamMun nan CBOWCTBaMU CeTeBOM cpeabl.

e [opTbl NpeACTaBASOT CO6OW NYTW AN Nepesayn aHHbIX MeXAy ceTeBbIMU YCTPOCcTBaMM. B ciyvae
BO3HVMKHOBEHUS OLLMGOK CBSA3M MO CETU MPobiemMa MOXET 3aK/to4aTbCsl B HACTPOLiKax MopToB.
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HacTtpownka npoTtokonos neyatu n pyHkymm WSD

HacTpoiika

HaCTpOVITe MPOTOKOJ1bl, NCNOJIb3yeMble ANA nevaTt JOKYMeHTOB C KOMMNbOTEPA, NOAKNTHOHYEHHOIO K CeTn.

NMPUMEYAHUE

e [lonofHUTeNbHbIE CBefeHNst 0 6a30BbIX ONepaLusX, KOTopble TpebyeTcs BbIMOAHUTL NPU HAaCcTpolike
annaparta u3s YganeHHoro UM, cMm. B pasgene

NM(P. 436) .

3

4l Hactpoiika npoToKonos nevatu.

2U6H-00U

HaCTpOﬁKa napamMmeTpoB MeHI0 C NOMOLLbIO YpaneHHoro

3anyctuTte YganeHHsbiii M v BoignTte B cCUCTEeMy B peXXnMe agMMHUCTpaTopa

cuctembl. (O3anyck YaaneHHoro UT(P. 427)

Ha>kmute [HacTpoiikun/Perucrpayms] Ha cTpaHuue noprana.

NM(P. 428)

WenkHnTe [HacTpoiiku ceTun].

mHacTtpoiika npotokona LPD nnn RAW

BribepuTe [HacTtpoliku LPD] nnn [Hactpoiikm RAW]

Mpy HEOBXOAMMOCTV HACTPOMTE NapameTpbl.

J:::I';l Hestpoars Perecr peuen

[P Hacnposmin LPD
= Herarssanse resars LFD
Hat T i s i) e Tofdia N
HacTpod o crepanksm
L ]
Py Tl [l 14 i
HacmEEE SYEOE

Cfngos i T im

Hartpol iz o pansem

[Mcnonb3oBaTb neyaTtb LPD]

Hactgod o Summ M3MEHMTE HBCTpoREH LFD
KB TPe o OToEpd iermid Hisssare g, o FacTpoian

PR B N PETTT B 0T BN i B i & L
Hazipodon redasapa TR

[A3meHUTB].

dKpaH YganeHHoro

YcTaHoBuTe $Gnaxok, YTobbl paspeLlnTb neyaTtb No npoTokoy LPD. Ecan neyatb no npoTtokony LPD He

NCMONb3yeTcsl, CHAMUTE GIAXKOK.

[cnonb3oBaTb neyatb RAW]

YcTaHoBUTe $pnaxok, UTO6bI paspellnTb neyaTb No npotokony RAW. Ecam nevatb no npotokony RAW He

ncnonbsyeTcd, CHAMUTE d)}'la)KOK.

[Taiim-ayT npuemal]
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HacTpoiika

3a,qa|7|Te 3Ha4yeHne, KoTopoe 6y,CI,ET MCNOoNb30BaTbCA B Ka4ecTBe BpEMEHU OXNAaHA nepe3anycka ans
nprmema AaHHbIX. Ecnn nprmem AaHHbIX He BO306HOBUTCS B TeUeHMe 3a4aHHOro BpeMeHu, nevaTb 6y,CI,ET
OTMEeHEeHa.

3  LenkHuTe [OK].

mHacTpoiika npotokona WSD

1 Bbibepute [HacTpoiikm WSD] b [VI3MeHUTB].

2 Tpu HEOBXOAMMOCTI HACTPOViTe NapaMeTpbl.

s MEMEHWTE HECTRORAER YWED

HT e TR L B b T =y Tras=a

THWT By T i ity ) B 4 M
Hurpoee vud wapa

amen WD BrowTe 1azaseTs Mororeoosans HTTP] @ paxgene

Ox
Hactpads com axrtgosc HTTR
Hda 0 p 950
Hi) vl Gn-sim s o T
] e T Bipad Tl WD

o HCTHE T oy
[ETETES A B
Heroresomare s ep o gess WHD
Py oo 5 [ it Dy HCNCqm e T [ ik AR Ol Breaks [ A0l Ty
HETRCRES SHARFR | HEMETeaanaTe MHINAEHE HES 23 4230 i

(s =

HacTealen Pz aes

[MUcnonb3oBaTb neyatb WSD]
YcraHoBuTe $piaxokK, YTobbl pa3pelnTb nevaTb no npotokony WSD. Ecim nevaTb no npotokony WSD He
NCMONb3yeTcs, CHAMUTE PaxOK.

[Mcnonb3oBaTb 0630p WSD]
YcTtaHoBuTe Gpniaxok, UTobbl MONYyUNTL OT KOMMNbIOTEPa CBeJeHUs 06 annaparte NocpeACTBOM NPOTOKOA
WSD. ®naxok ycTaHaBAMBaeTCa aBToMaTU4eckn npuv yctaHoeke ¢naxka [Mcnonb3oBaTk nevats WSD].

[Mcnonb3oBaTb ckaHMpoBaHue WSD]

WSD-CKaHI/IpOBaHVIe Nno3BONIAET CKaHMPOBaTb JOKYMEHTbI Ha KOMMNbOTEPE 6e3 YCTaHOBKN p,pa|7|Bepa
CKaHepa. YcTaHoBUTe Giaxkok, YTobbl paspeLllnTb CKaHUPOBaHWe JOKyMeHTOB no npotokony WSD. Ecin
CKaHMpPOBaHMe No NpoToKOoy WSD He ncnosbsyetcd, CHAMNTE (bna)KOK.

[Mcnonb3oBaTb CKaHMpoBaHMe C KoMMNbloTepa]

YcTaHoBUTe $naxokK, UTO6bI UCMONL30BaTb CkaHMpoBaHWe WSD, ynpasass annapaToM € MOMOLLbLO
naHenu ynpasneHus. Pnaxok yctaHaBAMBaeTCA TO/IbKO Npu ycTaHoBKe ¢naxka [icnonb3oBaTb
ckaHupoBaHue WSD]. ins BbINOAHEHWSA CKaHWPOBaHUS BblbepnTe <CKkaHMpOBaHMe> B OKHe [NaBHbIN
yKaXxuTe KoMMbeoTep ¢ nogkaoyeHviem rno WSD B kauecTBe MecTa Ha3HayYeHs CKaHNPOBaHUSA (
CKkaHupoBaHVe n coxpaHeHue B KomnbtoTep(P. 288) ).

[Mcnonb3oBaTb MHOroaapecHoe o6Hapy>keHue]

YcTaHoBUTE ¢)‘Ia)KOK, UTOO6bI HaCTpPpOWUTb annapart 414 OTBETA Ha 3anNpoC MHOroagpecHoro noncka. Ecnn
q)na)KOK He YCTaHOBJ/IEH, anmnapaT OCTAaeTCAd B CNALLEM peXrMe AaXKe nocie noayvyeHna 3anpocoB
MHOroaipecHoro nomcka.

3 LenkHwuTe [OK].

5 nepesanyctute annapar.

BbikntounTe annapat n NoA0XKANTE KaK MUHNMYM 10 CekyHZA, npexae 4yemM BKNHYNTb ero CHoBa.

NMPUMEYHAHUE
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HacTpoiika

Bbi60op HacTpoeK Ha NaHeNnu ynpasneHus

e MapameTpsbl LPD, RAW 1 WSD Tak>e MOXHO HacTpouTb B <MeH0> Ha 3KpaHe [NaBHbIiA.
(O<HacTpoiiku LPD>(P. 477)
(O<HacTpoiikn RAW>(P. 477)
(O<HacTpoiikn WSD>(P. 477)

HacTpoiika ceTeBbix ycTpoincte WSD

e CeteBble ycTporictea WSD MOXHO A06aBUTb 13 Nanku npuHTepa. OTkponTe nanky npuHTepa ( ©
OTo6pa>keHue nankuy npuHTepa(P. 722) )  HaxmuTe [Jo6aBUTL yCTPOICTBO] nu [Jo6aBuUTb NpUHTEP] U
cnepynTe NHCTPYKUMAM Ha 3KpaHe. lonosHuTe/IbHble CBefeHnsa 06 ycTaHoBKe gpaiBepa ana cetr WSD cm.
B PyKOBO/CTBax COOTBETCTBYIOLLMX ApaiBEpPOB Ha Beb-caiiTe NHTEPHET-PYKOBOACTB.

N3meHeHune HOMepa nopTa

e [lnA npoToKo/a neyaty He06XOAMMO NCMONb30BaTb OAMHAKOBbLI HOMEpP NOPTOB, UCMONb3YeMbIX B
annaparte 1 B KOMMbtoTepe.
(CHacTtpoiika noptoB npuHTepa(P. 44)
(OW3meHeHne HoMmepoB nopTtoB(P. 383)

CCbUIJTIKN

(OHacTpoiika nopToB npuHTepa(P. 44)
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HacTpoiika

HacTpoika nopToB NnpuHTEpa

2U6H-00W

OWwnbKM NeyaT MOryT BO3HUKATb Npy n3MeHeHUK IP-agpeca annapata unun npu go6aBneHNN NPUHTEPa C MOMOLLbHO
nanku npuHTepa Windows. Takve olWM6KK, Kak MPaBuIo, Bbi3BaHbl MCMNOb30BaHVEM HEMPaBUIbHbBIX MapamMeTpoB
nopTa npuHTepa. HanprmMep, MOXeT 6bITb YKa3aH HenpasBu/bHbIA HOMep AW TUM nopTa. B 3Tom ciyyae neyatb
HEeBO3MOXHa, TakK KaK AaHHble JoKyMeHTa He MOryT 6bITb NepesaHbl Ha annapaT. YTobbl yCTpaHUTb Takyto npobemy,
Heob6x0AMMO HacTPOUTL NapameTpbl NopTa NPUHTEepPa Ha KOMMblOTepe.

BAXHO!

Ansa BbinonHeHWs cnep,yroLu,el‘/'l npoueaypsbl HEO6XOAI/IMO BOVTU B CnNcTemMy KOMnNbrOTEPA C y'«IETHOI‘/'I 3anncblo
agMHMCTpaTopa.

1 OTKpoiiTe nanky npuHtepoB. ©O0TOo6pa>keHne nanku npuHTepa(P. 722)

2 LLlenKHMTe nNpaBoi KHONKOW MbILLW 3HAa4YO0K ApaliBepa A/s 3TOro annapara u
Ha>xmuTe [CBoiicTBa npuHTepa] unm [CBoiAcTBA].

3 MepevignTe Ha BkNaaky [MopTbl] M HacTpoiiTe He0O6x0AMMbIE MapaMeTpbl.

=) Co R Carean Frinker [===]
Cfsss | Doty || To0% | Doraneenemond | Ynomaseres: upetom | Besoradnon | Haamossn jopetmes | Mok

-} Canon Prntar

Burfapura ogas RN MRS nopnze gun nesa. Jocpessme ST
ARNGEENEES B EpRiF OO 0T HE QRIS ol | DTRO0E

Meogr [aL T TS Mpswrap
LPT3 Mipr ngrnmeag
C0k:  Mocsssosererd .
COME Mo eoas e bal
COWE: Mocsssomemerd ..
COMML Mooseossen bl
ALE: Musare m fmin

El 10218, Cransgpreead aogr T..  Canan Pants -

DafuaedTs 1 p1 FAAOTE DT HacTposms napt

] Pt oL T T D i DR (504 i b

m/Jo6aBneHue nopra
Ecnn Bbl M3MeHMAKM IP-agpec annapaTa nam Belbpann HenpaBuabHbI NOPT NPY yCTaHOBKe ApaliBepoB 13
nanku npuHTepos Windows, fo6aBbTe HOBbIN NoOpT. [opThl 6bIBaOT ABYX TMNOB: "MopT MFNP" 1
"CrtaHAapTHbIn nopT TCP/IP". BbibepuTe TMN NOpTa B COOTBETCTBMU C MCMOJIb3yeMO Cpesoii.

Mopt MFNP 3TOT NopT obecneyrBaeT aBToMaTn4veckoe onpegeneHue IP-agpeca annapaTta. Jaxe
npw nsmeHeHnun IP-agpeca annapaTa NoAK/IOYEHME COXPaHAETCS, ecn annapar n
KOMMbIOTEP HaXOAATCSA B O4HOM noAceTn. He TpebyeTca f06aBAATL HOBbI MOPT Mpu
KaxzgoM n3meHeHuun IP-agpeca. Ecnv annapat ncnonb3yetcsa B cpege IPv4, 06bluHO
cnepyeT BblbMpaTh NOPT 3TOro TUMa.

(Tonbko ansa cpea IPv4)

MopT MFNP MoXHO f06aB/TbL TONBKO NpK YCTaHOBKe ApaiiBepa ¢ gncka CD-ROM/
DVD-ROM wu3 komnaekTa NoCcTaBkKW WUAW NMpu 3arpyske 1 ycTaHOBKe ApaliBepa
npuHTepa unn dakca ¢ seb-carita Canon.
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HacTpoiika

CraHgapTHbI nopT TCP/IP 370 cTaHAapTHbINM NnopT Windows. Ecnn ncnonb3yeTcst NOpPT 3TOro TUna, Heobxo41MMo
[L06aBNATbL HOBbLIV MOPT NP Kax40M n3MeHeHuu IP-agpeca annapaTa. Beibuparite
nopT 3TOro TMNa, ecn annapart UCnosb3yeTcs B cpese IPv6 nan HeBo3MOXHO
Afo6aBnTb MopT MENP.

JlobasneHne nopta MFNP

HaxmwnTte kHonky [[lo6aBuTe NopT].

BbibepuTte [Canon MFNP Port] B kavecTBe 3HaveHMa napameTpa [Imetowmecs nopTbl NpuHTEpal
HaxxMuTe [HoBblll nopT].

BbibepuTe [ABTOOMNpeaeneHe], BbibepuTe HalideHHbI annapaT 1 HaxmMuTe [Janee].

TR AORGN CETEROTD NOQTR =
JDcimmsmam moacra corasart nopte. [ ps maedops neps-erpos ]
PP-apec] vawi [MAT-mpad] B reaoTpode. [Whemi onpss siae npsersna]

ENAEHNE HE AT A e (i e Eopa nEpeHnps
™ Wi { w 3 CIeEes

Hirag cpessrme nEeTEpx
Foagpac
Wil aapar

L T ey

o LA -aopa |P-aapac

L} FHET-FHEAF1AT  T321ER1L A

D

Cnpasss Dassar || Cmewiis

NMPUMEYAHUE
Ecnu He yaaeTcs o6Hapy>)KUTb annapar

Haxxmute kHonky [O6HOBUTL]. Ecnn npobnemy He yaaeTcs ycTpaHUTb, BolbepuTe [IP-agpec] nnu
[MAC-agpec], BBeguTte IP-agpec nnn MAC-agpec annapata ( ©MpocmoTp napameTpos ceTu(P. 38) )
n HaxxmuTe [Janeel.

Haxmunte [lobaBuTb]  [OTAENKA].

LLlenkHuTe [3aKkpbITb].

[JlobaBneHne ctaHgapTHoro nopta TCP/IP

Haxmute kHonky [[lo6aBuTb NopT].

BbibepuTe [CTaHAapTHbIN nopT TCP/IP] B kayecTBe 3Ha4eHWs NnapameTpa [Mmetowmecs nopTsl
npuHTepa] n HaxmuTe [HoBbl nopT].

WenkHuTe [Janee].

Beegute IP-agpec nnn DNS-umsa annapaTta v HaxmuTte [[aneel.

Mone [Mms nopTal 3anonHaeTcs aBTomatmnyeckn. Ecnm Tpebyertcs, usmeHuTe ero.
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Macrep 5 < o napTa TCRTP npsrTep
Diosficsssdns. T "h
H enmrany porpoieary soimmm nopr? E_:'

BRELHTE e T P00 R0 6 L6 [T A0 Bl SR T CTRO T

Wi npremep s Poggesny | 192109024

M napre 15183.1.24

| sHasan || Damsr ||| Oneees

NMPUMEYAHUE

Mpw NosiBNeHUN CefytoLLero sKkpaHa ciefyiiTe 0TobpaXaeMbIM Ha HEM HCTPYKLMUSM.

PFacrep J0fmAerss CTRHRETAOND RApTE TCRP npanTeps

TREl gl i1 M Vi e b DBER RS & D ) L
Jreyealeree B B3R T B DRI ﬁ—_—_

o perpedenns w cons we Hadgesn, Mpoeapes, oo

1. Frrpoldcme mcaksmin.
1, D) CORLAERD C CEToH

1. Frrpolcmes npmsnesD HECTRCEHS.

4, Axpes il NP CTNN L BEpEH.

Eirms sgpe negepesn, Hazxay™ ane Pars wnp 3 CTp g, Monpaeens g o
EETHTTMIS NCHCE § CITH EEMOES. ECAR Bl FERPSHL § NP DoTH BP0, TO HUZ0n ERiSapsms Tan
FUTpOdCTES

Tom yerpaivenn

@ Dfupnce | Garene Mabwsark Cand =|

Dcoficn

| dHesan | Dases: | | Oneees

*TMpw BLIGOPE 3HaueHus ans [Tun ycTpoiictea), BeiGepuTe [Canon Network Printing Device with P9100] B nyHkTe
[CtaHpapTHas].

5  WenkHwuTe [FoTOBO].

6 LLlenkHuTe [3aKpbITb].

m/i3MeHeHue TUNa nnmv HomMmepa nopTta
Ecnn npotokon neyaT (LPD nnv RAW) 6611 M3MEHEH €O CTOPOHbI annapaTa ( ©HacTpolika npoTokonos
neyaTtu u ¢yHKumia WSD(P. 41) ) unun nsmeHuca Homep nopta ( © i3ameHeHne HOMepoB
noptoB(P. 383) ), Heo6x0ANMO Tak>Xe 3a4aTb COOTBETCTBYHOLLME HAaCTPOMKIN Ha KOMMbloTepe. [ns nopToB
WSD BbINOAHATL 3Ty onepauuio He TpebyeTcs.

Mopt MFNP

1 Haxmnte [HacTpouTtb nopT].

2 B pasgene [Tun npoTtokona] Beibepute [RAW] nnan [LPR] n nameHute [Homep nopral.

3  LenkHuTe [OK].

CraHgapTHbIn nopT TCP/IP

1  HaxwmwuTe [HacTpouts noprl.

2 B pasaene [MpoTokon] BbibepuTe [Raw] nnum [LPR].
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HacTpoiika

Ecnu BbI6paHo 3HauveHne [Raw], nsmeHnte [Homep nopral.

Ecnn BeibpaHo 3HaveHue [LPR], BBeaguTe "lIp" B none [Ima ouepegu].

3  LUWenkHuTe [OK].

4 LLlenkHUTe [3aKpbITh].

CCblJTIKN

Hactpoiika cepBepa neuaTtu(P. 48)
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HacTpoiika

HacTpoiika cepBepa neyatu

2U6H-00X

CepBep neyaTtun NO3BONAET CHU3UTL Harpy3ky Ha KOMMbIOTEP, C KOTOPOro BbINOHAETCA neyate. Cepsep neyaTtu
Takke NO3BOJISIET YCTaHaBNMBaTb ApaiiBepbl Ha KaXKA0M KOMMbIOTepe nocpeAcTBOM CeTU, YTO BO MHOIMOM yrpoLlaeT
npoLecc yCTaHOBKM ApaiiBepOB Ha KaX/blii KOMMbIOTEP C MOMOLLIbIO BXOAALLEro B kKoMniekT gncka CD-ROM/DVD-
ROM. Alns Toro 4tobbl 334aTb KOMMbIOTEP B CETU B KaYeCTBe cepBepa nevaTy, BbIMOJHUTE HACTPOMKN COBMECTHOrO
MCMNO/Ib30BaHUSA MPUHTEpa.

BAXHO!

Ansa BbinonHeHWs cnep,yroLu,el‘/'l npoueaypsbl HEO6XOAI/IMO BOVTU B CnNcTemMy KOMnNbrOTEPA C y'«IETHOI‘/'I 3anncblo
agMHMCTpaTopa.

BO3MOXHOCTb YCTaHOBKM ApaliBepoB NOCPEACTBOM CETU MOXET bblTb HeAOCTYMHa. TO 3aBUCUT OT TUNa
onepaLMoOHHON CUCTEMbI M BUTHOW apXmUTEKTYpbI (32-6UTHas nnu 64-6MTHas) cepBepa nevaTut U KIMeHTCKNX
KOMMbIOTEPOB.

O6paTnTeCh K BalleMy CUCTEMHOMY aZMUHMCTPATOPY NpY BHeAPEHWN cepBepa NeyaTtu B 061acTb JOMeHa.

NMPUMEYAHUE

OcyLIJ,ECTBHEHI/Ie ynpaB/ieHNd UMEeHeEM nojgpasgesieHna C NoMoLULbIoO cepBepa nevaTtum

e [Npu ycTaHOBKe gpaiiBepa NpuHTepa HeobxoamMmo ycTaHoBUTL "Canon Driver Information Assist Service".
JononHuTtenbHyo MHGOPMaLMIO CM. B PyKOBOACTBAX AJ/11 COOTBETCTBYIOLLMX ApaiiBepoB Ha Beb-canTe
WHTepHeT-pyKOBOACTB.

1 OTKpoiTe nanky npuHTepoB. ©OTo6pa>keHMe nanku npuHtepa(P. 722)

2 LLenKkHnTe NpaBoi KHOMKOW MbILLIW 3HAaYOK ApaliBepa NpuUHTepa A/1S1 3TOro
annapaTa n HaxmuTe [CBoWcTBa npuHTepa] nnm [CeoiicTBal.

3 Bbi6epuTe [focTyn], Bbi6epuTe [O6WMIA AOCTYN K AAHHOMY NMPUHTEpPY] n BBeagnTe
ceTeBOEe UMS YCTPOMCTBA.

-

=) Caodorny Canon Prinks =]

Cthapm | Dectm ﬂmull:laumm 'n'rp-.u-—mml F ||'bml.

ECAH DL 30CTYT K IR APMHTETY PROPELH, TALED

- MENLECEATAN RALES CHTY © ST Meearans 4 Hoa Dpmmap v
W By er ADCTIEN, ELM KON TRAINSE FSDRATCE B CUELES NG S

PhiiitrsdTn 3TH NEPSIETP RARAD SE[E |LSnTg sTgppaerss

o ClBugsl gpcmin & AaHH Ly NpsHTEE R
Cerenoe: Hua Canon Frarkad

1 Mpapecaacs angmamil mrvm wa RameCE CmETR

[pesiessdyeTin]

NMPUMEYAHUE

HaxxmuTe KHonky [HacTpolika obLuero gocTynaj, eciv oHa oTobpaxaeTtcs.

4l Npyn Heo6X0ANMOCTY YCTAHOBMTE AONOHUTENBHbIE APaliBepbI.
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OTa onepaumsa ABNSeTcA 0653aTeNbHON AN YCTaHOBKW ApaliBepoB NOCPeCTBOM CepBepa neyatl Ha Apyrux
KOMMblOTepax ¢ ApYroi BUTHON apXUTEKTYPOIA.

1
2

HaxxmwnTte [JononHuTensHble gpaisepsi].

YcTaHoBUTE GaXKOK, COOTBETCTBYHOLLMI BUTHOM apXUTEKTYpe APYrX KOMMbIHOTEPOB, U LWekHuTe [OK].
===

Pl a1 T P804 Ty L W T 1 £ B e, T i 1 Pt TN

T

TN O AT A A R

Mpougccop Tun

i Tun 3 - nenessramenrsnd pram
o b Tun 3 - nonusosrmanecml prams
B & A R—

Yoo

Her
Ha

v

BblbepuTe 13 ClefytoLLEero Crnncka 4oMNoHUTENbHbIE ApaiiBepbl A1 ONepPauyoHHOM CUCTEMBI
cepBepa neyatu.

CepBep neyatu

YcTaHoBUTE piadkoK Ans

32-pa3psaHoi onepaLoHHOM cnucTeMbl

[x64]

64-pa3pszHoi ornepaLoHHON CUCTEMBI

[x86] c [Mpouecco]

NMPUMEYAHUE

Ecnuv Bbl He 3HaeTe, Kakas y Bac ycTaHOB/IeHa Bepcus onepaunoHHoi cnctembl Windows (32-
pa3psigHas unu 64-paspsigHas ), cm. GlMpoBepka 6UToBOI apxuTeKTYpbI(P. 725) .

BcTaBbTe npunaratowmincs auck CD-ROM/DVD-ROM B gnckoBog KOMMbIOTEpa, HaxxmuTe [0630p], U4TobbI
3ajaTb nanky, cogepxallyto gpansepsbl, 1 HaxmuTte [OK].

Ecnn Ha cepBepe neyaTtu ycTaHoBAeHa 32-pa3psajHas onepaumnoHHas cuctema, BelbepuTte nanku
[intdrv] » [UFRII] & [russian] & [x64] » [Driver] Ha npunaratowemMcs gucke CD-ROM/DVD-ROM.

Ecnn Ha cepBepe neyaTtu ycTaHoBNeHa 64-paspsgHas onepaLnoHHasi CUcTeMa, BbibepuTe nanku
[intdrv] & [UFRII] p [russian] » [32BIT] i [Driver] Ha npunaratowemcs gucke CD-ROM/DVD-ROM.

ANnsa ycTaHOBKM JOMNONHUTENBHBIX APaiBEPOB C/lefynTe NHCTPYKUMAM Ha dKpaHe.

5 UWenkHute [OK].

m YCTaHOBKaA ApaiiBepoB Ha KOMMbOTEP NOCPEACTBOM cepBepa neyatu

1 OnpeaennTe mecTonosioXXeHme obLero NnpMHTepa Ha cepBepe nevaTu.
OTo6parkeHUe 06LLUX NPUHTEPOB Ha cepBepe neyaTun(P. 723)
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2 ABa>XkAb! LLEe/IKHUTE 3HAaUOK 06Lero npuHTepa.

3 ANnsA ycTaHOBKM ApaiiBepoB cneAyiiTe MHCTPYKLUAM Ha 3KpaHe.

CCblIJTIKN

MeuyaTb ¢ KomnbloTepa(P. 262)
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HacTpoiika annapaTta ANA ceTeBOU cpeAbl

2U6H-00Y

KoHurypauus ceT MoXeT BapbUPOBaTbCsA B 3aBUCUMOCTY OT ee HasHaveHus. AnnapaTt paspaboTaH C y4eToMm
COBMECTUMOCTU C MaKCUMabHbIM YMCIOM KOHPUIYpaLUiA ceTU 1 NOAAEPXMNBAET PSS Pa3NYHbIX TEXHONOTUIA.
Ob6paTnTech K afMUHNCTPATOPY CeTU 1 3aaiiTe KOHGUIypaLmio B COOTBETCTBUN C UCMO/b3YyeMOI CEeTEBO CPesoif.

DNS LDAP

e

e

Ethernet

SMB SNTP

(OHacTtpoiika napameTtpoB Ethernet(P. 52)

(OW3meHeHMe MaKcuManbHoro 6n1oka nepegauvn(P. 54)
(OHacTtpoiika BpeMeHn 0XXuAaaHus npy nogknoveHmnmn K cetu(P. 55)
OHacTpoiika DNS(P. 56)

OHacTpoiika SMB(P. 60)

(OHacTpoiika WINS(P. 62)

OPerunctpauyus cepsepos LDAP(P. 64)

OMOHNTOPVHI 1 KOHTPOJIb annapaTa ¢ nomouybio SNMP(P. 69)
©OnNpouyne HacTpoiikn ceTr(P. 73)
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Hactpoiika napameTtpoB Ethernet

2U6H-010

Ethernet npeactaBnset ctaHAapT o6MeHa AaHHbIMU B I0KasbHOM ceTu (LAN).
Ethf:rnet Mo>HO 3aaaTb pexum cBs3n 1 Tin Ethernet. O6bI4HO annapaTt MOXHO
@ NCNoNb30BaTb 1 6€3 U3MEeHEHUst HaCcTpoeK No ymonydaHuto ( ©<HacTpoiikn
ppavisepa Ethernet>(P. 481) ), 04HaKO 3TV HaCTPOKN MOXHO N3MEHUTb B
COOTBETCTBMU C 3aja4amMm CeTeBOW cpesbl.

1 Bbi6epuTe <MeHI0> Ha 3KpaHe MaBHbIA. ©3KkpaH MaBHbIA(P. 125)

7 Bei6epuTte <HacTpoiiku> » <CeTb>.

Mpwn NosiBNeHMM 3KpaHa BxoJa B CMCTeMY BBeAUTe NpaBubHble naeHtudoumkatop n PIN-koa. ©Bxopg B
cuctemy annapaTta(P. 136) .

3 Bui6epute <HacTpoiiku gpaiisepa Ethernet>.

4 Bbi6epuTe HacTpoliky napameTpoB Ethernet aBTOMaTU4eCKN NN BPYUHYIO.

Ecnn BKAKOUEHO aBTOMaTnyeckoe 06Hapy>KeH|/|e, annapat onpeaesintT 1 aBTOMaTn4YeCkn HaCTPOUT peXnm
CBA3N U AOI'IyCTI/IMbIVI Tmn ceTn Ethernet.

v Hacipoieo gpeies

EABTOMaTM4yecKkasa HacTpolika napameTtpos Ethernet
BbibepuTe <Bkn.> B <ABTOOMpeseneHne>.

mHacTtpoiika napameTtpos Ethernet Bpy4Hyto

1 BbibepuTe <Bbikn.> B <ABTOONpejeneHmne>.

2 <PexuM CBA3W> I BbI6EPUTE PEXUM CBA3N.

<Monypynnekc>
MonepeMeHHO OTNpaBAseT 1 Noay4aeT AaHHble CBSA3W. BoibepuTe, ecin annapaT NOAK/IOUYEH K CETeBOMY

YCTPOWCTBY C UCMO/Ib30BaHVEM NOYAYMNAEKCHON CBA3N.
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<MonHbIV gynnekc>

OfHOBpPEMEHHO OTMPAB/SET U MOJyYaeT JaHHble CBA3W. DTOT NapaMeTp PEKOMEH/YETCS UCMO/b30BaTh
Anst 60/IbLUVIHCTBA cpes,.

3 <Tun Ethernet> » BbI6epuTe TVN Ethernet.

4 BbibepuiTe <[lpUMeEHNTL>.

5 Bei6epute <OK>.

G Nepesanyctute annapar.

BbikntounTe annapat 1 NoA0XKANTE KakK MUHMYM 10 CekyHZA, npexae 4yemM BKNHYNTb ero CHoBa.

CCblIJTIKN

MN3meHeHMe MaKcuMasibHoro 6s1oka nepegauvn(P. 54)
HacTpoiika BpeMeHn 0XXuaaHunsa npy nogknodeHmnm K cetu(P. 55)
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N3meHeHMe MaKCMMaibHOro 6710Ka nepegauu

2U6H-011

B 6onblunHcTBe Ethernet-cet